Selectel

Kak npoBepuTb rOTOBHOCTb
KaTtTecTtauuu no Npukaszy PCTIK N2117

Ecnu nnaHupyeTca atTecTauns MHPOPMaLIMOHHOW CUCTEMbI MO TpeboBaHMaM rprkasza PCTIK N2 117
N TpebyeTcs OLLEHUTb FOTOBHOCTb MHPPACTPYKTYPbl UMK 3aTPaTbl — MOMOXET Halla noabopka,
B KOTOPOW Mbl CBE/M BCE CaMOe BaXHOe B OJHOM MecCTe.

3a OCHOBY Mbl B35/11 CaMbl pacnpocTpaHeHHbin Tun UC. PaccMaTpuBaeM cuctemy knacca K3, passepHyTyto
Ha 6a3e HECKObKNX GU3NUECKMX U (MNTN) BUPTYanbHbIX CEPBEPOB. Y HEE ECTb BE6-MHTEPDENC, @ B KOHTYP
BXOOAT paboume MecTa Kak KOHEeUHbIX Nofib3oBaTenen, Tak uh aAMMHUCTPAaTOPOB.

OpraHu3auuvoHHble TpeboBaHUA

MNepBOe UTO HEO6XOAMMO CAenaTb — BHEAPUTb B KOMMNaHMM NPOL,ECChl N0 MUHPOPMALLUOHHOM 6€30MacHOCTH.
Bo BpeMsi aTTecTauum 4515 OLLEHKM 3amnpallmMBalOTCs COOTBETCTBYHOLME OpraHN3aLMOHHO-
pacrnopsianTenbHbIe AOKYMEHTHI.
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O6paTunTe BHMMaHKe: NpUBEAEHHbIN NepeyveHb ABNSETCH OPUEHTUPOBOYHbIM

M OCTaTOYHbIM A5 60MbWUMHCTBA TUNOBbLIX MHPOPMALIMOHHBIX CUCTEM. HOpMaTUBHas
6a3a gonyckaeT aganTtaumio TpeboBaHNMM MeToanYeCKOro JOKYMEHTa NOA cneunduky
KOHKPEeTHOro o6bekTa 1 MPUHATLIX B KOMMaHMM NOAXO0A0B: BO3MOXHO Kak pa3aeneHve
OTAE/bHbIX MYHKTOB TPeB6OBaHUN, Tak N KOHCONMAALLMA HECKOMbKUX pernaMeHToB

B €MHble KOpnopaTMBHble CTaHAapTbl 6€30MacHOCTMU.

MNonutnka nHdopMaunMoHHON 6€30MacHOCTH.

PernaMeHT yrnpaBneHus ya3BMMOCTAMM.

PernamMeHT ynpaBneHns 06HOBNEHUAMM.

PernamMeHT ynpaBneHns KoOHPUrypaumsamu.

PernaMeHT MOHUTOPWHIra MHGOPMaLIMOHHOM 6€30MacHOCTMW.
PernamMeHT o6HapyXeHUs 1 NpeaoTBpaLLEHNA BTOPXEHUN.

PernamMeHT BbIABNEHNA N pearnpoBaHna Ha MHUMAOEHTbI Ub.
PernaMeHT npefocTaBneHnsa gocTyna B UIHTepHeET.

PernaMeHT 3almTbl MOBUIBbHBIX YCTPOUCTB (€CMM OHU UCMONb3YIOTCS).
PernameHT pa3paboTku 6e3onacHoro MO (ecnu B pamkax MC BeneTca pa3paboTka).
PernamMeHT obecrneyeHns puU3nyeckom 3almThl.

PernamMeHT ob6ecneyeHns HenpPepbIBHOCTN PYHKLLMOHMPOBAHMUS.
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https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-utverzhdeny-prikazom-fstek-rossii-ot-11-aprelya-2025-g-n-117
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-12-aprelya-2026-g

PernaMeHT NoBbIWEHWS YPOBHSA 3HAHW N UHPOPMUPOBAHHOCTM NOMb30BaTeNEMN
no Bonpocam MHPopMaLMOHHOM 6€30NacHOCTM.

PernaMeHT KOHTPOS! YPOBHSI 3aLUMLLEHHOCTU MHPOPMaLUK.

MopsiAoK ynpaBneHus y4eTHbIMU 3annMcsiMU NONb3oBaTenen 1 4ocTynamm
(BKMOYas MaTpULLY AOCTYMA).

MopaaokK 3aWmTbl MHGOPMAaLLMM OFPaHNYEHHOIO AOCTYNa.
MopaaoK 3almThl KOHEYHbIX YCTPOMCTB.
MopsiAaoK NpeAocTaBneHNs yaaneHHoro 4ocTyna.

MNopsaoK MCnonb30BaHUA CPeACTB KpunTorpapuyeckon
3almMTbl UHPOPMaLIUK.

Mopsiook NpeaocTaBneHns 4OCTyNa NoapsaHbIM
OpraH13aLusM.

MopsaoK pe3epBHOro KONMMPOBaHWSA MHDOPMaLLMK.
MopsaoK aHTUBMPYCHOM 3aLUMTHI.
MepeueHb pa3pelueHHoro 1 (unu) sanpetueHHoro Mo.

NHCTpYyKUMM aaMUHUCTPaTOpa MHGOPMaLIMOHHOM
6e30nacHoOCTH, aAMUHUCTPAaTOpPa M Nonb3oBaTens.

POR® ® PEE @® @

TexHnyeckune TpeboBaHuA

[nqa 3awmTbl aTTeCcTyeMon MHOOPMaLMOHHON CUCTEMbI HYXXHO HE TONbKO MOArOTOBUTbL PErNaMeHThl,

HO TaKXe pa3BepHYTb 1 HACTPOUTb NPaBUIbHbIE TEXHUYECKNE MHCTPYMEHTbI. Hxe Mbl cobpann He06XoaANMbIN
MWUHUMYM CPEACTB 3aWwmThl MHpopmaLumm (C3M) 1 nokasanu, KakvumMy roOTOBbIMU YCIyramu

oT Selectel MOXHO 3aKpbITb 3TV 3a4a4n.

Tun C3U

OnepauunoHHas cuctema,
cepTuduUMpoBaHHas No TpeboBaHUAM
6e3onacHocTu. [IpuMeHeHne CTaHaapTHON
OC c HanoXxeHHbIMM CpeACTBaMM 3aLUMTbI
OT HECaHKLUMOHMPOBAHHOIO AOCTYNa

(C3M oT HC) dopManbHO gonyckaeTcs,
HO He peKoMeHayeTCs.

CpeacTtBa AByX¢paKTOpPHOM
ayTeHTUoMKaumn. Ix BHeapeHue
obs3aTenbHO Kak MUHUMYM

AN NPUBMNErMPOBaHHbIX MONb30BaTENEN.
B KayecTBe pellueHna MOXHO NUCMOoMb30BaTb
Kak otaenbHble MFA-NpoayKTbl,

TaK M KOMM/IEKCHbIE CUCTEMBI YIpaBneHus
AocTynoM kracca IDM unv PAM.

YeM MoXXeT noMoub Selectel

OC Astra Linux Special Edition,
PE OC mnnu Secret Net LSP
(kak 4ONONMHEeHWeE K ApYyruM
ANCTPUBYTUBAM)

Secret Net Studio — pna Windows

MynbTUdakTop
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https://slc.tl/77rdr
https://slc.tl/77rdr
https://slc.tl/aql2f
https://slc.tl/62orb
https://slc.tl/0nw8a

Tun C3U

CpenctBa aHTUBMPYCHOW 3aLLUUTDI.
NoMMMO 6a30BbIX XOCTOBbIX PELUEHWUN,
Heo6XxoaMMO NpeaycMOTPETb NPOBEPKY
3MEKTPOHHOW NOYThI (€CNv OHa BXOAUT
B nepumeTp VC) 1 punbTpaumio
ceTeBoro Tpaduka.

MHOrogyHKLMWOHaNbHbIA MEXCEeTEBOM
akpaH (NGFW). IHCTpyMeHT Heo6xoaMm
ans:

—— CerMeHTUpPOBaHUA CeTH,
—— aHTMBUPYCHOW NPOBEpPKM Tpaduka,
—— BbISIBMIEHNS BTOPXEHWUN,

—— obecneyeHns 6e30nacHOCTU BNIOTb

[0 npvknagHoro yposHsa (L7) mogenw

OSI u 3awmtbl oT DDOS-aTaKk.

B KauecTBe anbTepHaTUBbI AOMYyCKaeTCcA
pa3BepHYTb KOMMeKc oTaenbHbix C3U:

—— MexceTeBow akpaH (M3),
—— MOTOKOBbIN aHTMBUPYC (AB3),

—— CUCTeMy O6HapyXeHWsI BTOPXEeHUM
(COB) v WAF.

MNpu 3TOM 3a4adyy no NPOTUBOAENCTBUIO
DDoS-yrpo3am MOXHO AenermpoBsaTb
nposanaepy.

CpencTBo BbiSIBNEHUS
W aHanu3a ysi3BUMOCTEN.

CpencTtBa KpunTorpadpuyeckon 3awmTbl.
X npuMeHeHne HeobxoanMOo B TOM
cnydae, ecnu B3anmopenctsene c VIC
OCYLLECTBNAETCHA MO OTKPbITbIM

KaHanam CBsA3u.

CpencTBo pe3epBHOro
KonupoBaHus MHGOpMaLUN.

YeM MoXXeT noMoub Selectel

Kaspersky Endpoint Security

UserGate (c Mmoaynem COB),
pgononHutenbHo SolidWall
n 3awmta ot DDoS

[Nonck ysa3BMMOCTEN

[OCT-VPN

Knbep bakan
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https://slc.tl/cgb2b
https://slc.tl/d758r
http://slc.tl/58ckc
http://slc.tl/DS0mV
https://slc.tl/r9ym4
https://slc.tl/nq60x
https://slc.tl/p38tx

Tun C3U YeM MoXXeT noMoub Selectel

CpencTBa 3awWwuTbl cpeabl BUpTYanusaumn.  ATTecToBaHHOe 06/1aKo
Nx pa3sepTbiBaHWE HEOH6XOAMMO B TOM
cnyyae, ecnuv MHGpPacTpyKTypa
MHHOPMaLIMOHHOW CUCTEMbBI MOCTPOEHA
Ha 6a3e BUPTYyanbHbIX MaLUWH.

@ CeptudpurumposaHHan CYB[ CYBA n3 cocTtaBa cepTUdMLMPOBaAHHON
Wnu cneuvanusnpoBaHHble cpeacTBa OC Astra Linux Special Edition, PE[] OC
ee 3awmTbl. VIcrnonb3oBaTh Takme peLleHns
Heo6Xo0AMMO B TOM Criyyae, ecniv Ans
06paboTkM MHOPMaLLMW MPUMEHSIOTCA
CUCTEMbl yrpaBneHns 6a3amu AaHHbIX.

MNoapobHee 06 MHHOPMALIMOHHOM 6€30MacHOCTM KaK YCyre MOXHO Y3HaTb Ha CTpaHuLLe NpoayKToB Selectel.
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