selectel

ObuwecTBo C OrpaHN4YeHHOU
OTBETCTBEHHOCTbIO «CeTb AaTa-LEeHTPOB
«Cenekrten»

OT4eT He3aBMCMMOro ayauTopa 06 onucaHuK u
OpraHu3aLmMm BHYTPEHHUX KOHTpONeN

SOC 2 Tun |

No cocTtoAHuUo Ha 17 aneapa 2022 roaa

3707 OTHET NPEAHAIHAYEH UCKNKOHUTENLHO ANA MHGOPMUPOBIHHA U MCNONL30BaHKUA Cenexren, opraHuiauMi-nonsiosarenei ArrecrosanHoro Cermenta LOA Cenexren no

COCTORHMIO Ha 17 AaxBapa 2022 r., aenoebix naptHepos Cenekren, no, prCKam, BO. 8 pesy MCTBKA € cHCTemOi Cenexren, CneumanicTos,

OHA3bIBAIOWMX YCAYTA TAKUM OPraHW3aUMAM-NONLIOBATENAM W ALNOBLIM NAPTHEPAM, NOTEHLMA/NBHLIX ODrAHKUIUMIA-NONLI0BATENESH 1 ARN08LIX NADTHEPOS, 3 TAIOKE PEryINpYIoWMX

oprawos, ob. nocraro nr cneny o:

*  Xapautep ycnym, npenoctasnremoin CepeucHom oprann3aumen.

*  HKak cucrema CepancHOi OPraHM3aumi 83anmoaencTayer ¢ N0NLI0BATENRAMM CUCTEME, ACNOBLIMA NADTHEPAMM, CEPBUCHLIMN OPFAHNZALMAMM 1 APYTUMA CTOPOHAMM.

e Cpencrsa BHYTPEHHErO KOKTPONA K UX OPAHAHEHHA.

*  [lononHdrensHsle CPeACTEa KOHTPONR OPraHN3aUMA-NONL3OBATENER U TO, KK OHM B3AUMOLECHCTEYIOT C COOTBETCTEYIOWMMA CPEACTEAMI KOHTPONA B CepBUCHOM OPraHu3aLMm
ANns aeinonHexva obasarenscrs CepancHon opraHm2aluu.

* 06 CT8a op NONLIOBATENR M TO, KAK OHM MOTYT NOBAKMATE HA CNOCOBHOCTL OpPraHMaLUM-noNL3IoBaTens 3GPEKTUBHO MCNONbI0EaTh yenyru CepsucHom
OpraHM3aumi.

*  [IpUMEHKMBIE KPHTEPUMK HANEIKHOCTH CEPBHCOE.

®  PUCKW, KOTOPLIE MOTYT YrPOMAThL BLINONHEHHIO CepBUCHON OpraHu3aumen 0BAIATeNLETE N0 OBCAYMHUEIHHIO W CHCTEMHLIX TPeBOBAHMIA, W TO, KaK CPEACTEA KOHTPONA YCTPAHAKT
3TV PUCKK.

3T0T OTHET HE NPEAHA3HE4EeH U HE A0/MEH UCNONLIOBATLEA KeM-NMBO, KDOME YKA33HHLIX CTOPOH.




KomnaHusa «Cenekten» (pnanee — «Cenekten», KomnaHus) ycnewHo npowna ayaumT no
MexayHapogHoMy ctaHgapTy SSAE 18 no coctosiHuio Ha 17 aHBaps 2022 roga (SOC 2®
TMn 1). AyAUTOPCKYIO MPOBEPKY MNpoBefa ogHa W3 KOMMaHun «60/blION YeTBEpPKN», B
X04€e KOTOpOM NoATBEpPAUSIOCH COOTBETCTBUME CepBMCaA <«ATTECTOBaHHbIM cermeHT LIOO»
npuHunnam 6esonacHocTu 1 goctynHoctn SOC 2®.

Mo pe3ynbTaTtaM ayamta «CesieKten>» noJsiyudnn oTYeT He3aBUCUMbIX 3KCNepToB
SOC 2® (Service Organization Control) B coorBeTcTBMM CcO cTaHAapTOoM SSAE 18

OpraHusaumm Bce Yauwle nepepator 6as3oBble YHKUMWU, TaKne Kak XpaHEHWE AaHHbIX,
paspaboTka n noagepxka UT-cuctem, ycnyrm no obecrneveHuto 6€30n0acHOCTU U MHOrme
Apyrue npoueccbl Ha ayTCopCuHr. B oTBeT Ha 3T0 AMEPUKAHCKUIA  UHCTUTYT
AUNTIOMUPOBAHHbIX 6yxrantepos (AICPA) pa3paboTan cucrtemy KOHTpONs
obcnyxusatowein  opraHmsaumm  (SOC) —  npoueaypy OUEHKM  CUCTEMbl U
OpraHM3auMOHHbIX CPeACTB KOHTPOJIS NpoBanaepa ayTCOPCUHIOBLIX YCNyT.

Otyetr SOC 2 — oTueT 0 npoueaypax KOHTPONsi CEPBUCHOM OpraHusauunm, OTHOCALWMXCH K
6e3onacHOCTK, AOCTYMHOCTM, KOH(MUAEHUMANbHOCTM, LEeNoCTHOCTU o6paboTkm M 3awuTe
nepcoHanbHbIX AAaHHbIX.

Ot4etbl SOC TMN 1 npegHasHauyeHbl 45 yA0BAETBOPEHMS NOTPebHOCTEN CyLLeCcTBYHOWMX
WM MOTeHUMasbHbIX K/IWEHTOB, KOTOpPbIM TpebyeTcsa yBepeHHOCTb B pa3paboTke u
BHEAPEHUU CpPeAcCTB KOHTPOSS CEepBMCHOWM oOpraHmMsauMm Ha paTty, a oTyeTbl Tun 2
BblgarTCca  A4ns obecneyeHuns 3 PeKTUBHOCTH paboTbl  CpeacTB  KOHTPOSS
obcnyxuneatowlern opraHmsaunm B paMkax yCTaHOBIEHHOIO nNepuoaa BpEMEHM.

MonyynTb NOMHBIA OTYET MOXHO MOAMWCAB CcoOrjalWleHne O HepasriaweHuu C
koMmnaHuen «CenekTten». Ona 3TOro Hanuuwute HaMm AO6bIM yA0OHbIM cnocoboM: Ha
sales@selectel.ru, nnu cospanTte TUKeT B NaHenn ynpasneHuns Selectel.

Selectel (further — «Company») has successfully passed the SSAE 18 audit as of January
17, 2022 (SOC 2® type 1). The audit was carried out by one of the Big Four companies
and confirmed that the «Certified Data Center Segment» service complies with the
security and availability principles of SSAE 18.

Based on the audit results, Selectel received a SOC 2® (Service Organization
Control) independent experts report on compliance service to this standard.

Increasingly, businesses outsource basic functions such as data storage, IT systems
development and maintenance, security services and many other processes to service
organizations. In response, the American Institute of Certified Public Accountants
(AICPA) has developed the Service Organization Controls (SOC) framework - System and
Organization Control evaluation procedure.

SOC 2 report - a report on the internal controls of the service organization related to
security, availability

SOC reports Type 1 are designed to meet the needs of existing or potential customers
who need assurance about the design and implementation of service organization
controls at the date and Type 2 are issued for assurance about operation effectiveness of
service organization’s controls for the period of time.

The availability of SOC 2 report is restricted to customers who have signed nondisclosure
agreements with Selectel.


https://my.selectel.ru/tickets/create

