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ycnoeusa MUCNONb30OBAHUA OTAENbHbIX
CEPBUCOB:
NMPEOOCTABJIEHUE  YCIYTU
OBJIAKO HA BA3E VMWARE

YACTHOE

Bepcusi om 1 cenmsbps 2022 e.

HacToswwme YCNnoBuA NUCNoJfib30BaHUA OTAESbHbIX

cepBuCcoB («YcnoBus») ABNAIOTCA
HeoTbeMneMon Yactblo [lonb3oBaTenbckoro
comawenns («CornaweHue»). TepMuHbl C

MPOMNUCHOI BYKBbI, KOTOPbIE UCMOMNb3YIOTCS, HO HE
onpedeneHbl B HACTOSLWIMX YCINOBUSIX, UMEIOT
3HayeHue, NpucBoeHHoe 1M B CornatueHuu.

TEPMUHbI U ONPEOENEHUA

BupTtyanbHasa malivHa — BUPTYanuM3MpoBaHHbIN
cepBep, CO30aHHbIM Ha TexHW4eckon nnolwiagke
Wcnonnutens " npegocTaendoLwas
BblYMCIUTENBHBIE pecypchl 3aKasuyuky.

BupTyanbHbli OUCK — BbiOENEHHbIN 00beM
OWCKOBOIrO MPOCTPaHCTBa, pasMellaeMbli  Ha
TexHuyeckon nnowagke cnonHurtens.

BupTtyanbHas ceTb - N30IMPOBaHHbIN
BMPTYyarnbHbIN KoMmyTaTop, K  KOTOpomy
NoAKmMYaTCs BupTtyanbHbie MaLLMWHBbI
3akasuuka.

BbluMcnutenbHbin  cepBep -  U3NYECKUNA
cepsep Ha TexHuyeckon nnowagke
WcnonHutens, Ha  KOTOpPOM  3anyckaeTtcs
BupTyansHasa mawmnHa.

Monb3oBartenb - napa NUMSA-Naponeb,
onpegensitoLias Brnagenoua 0ObEeKTOB.
Monb3oBaTenn co3patotca  WcnonHutenem B
pamkax npegoctaBneHns Ycnyrm  “YactHoe
obnako Ha 6ase VMware”.

MouHT — eagvHUUa u3amepeHuss noTpebneHus

BbIYMCIIUTENBHBLIX PEecypcoB UHAPACTPYKTYPbI.
Moacyetr noTpebneHHbIX MOMHTOB NPOWM3BOAUTCSA
cnyxebHbim MO VMware Usage Meter 3a
onepaTuBHYHO namsiTb BKITHO4YEHHbIX
BupTyanbHbiX MawuWH M NOTPebneHHbIn obbem
XpaHunuwa. [ns  nonydeHuss  UCnornb3yemomn
onepaTtuBHOW namATM  ofgHOM  BupTyanbHown
MaLLMHbI 32 Kaxablh Yac BblOvpaeTcsa Gonbluee
3Ha4YeHMe Mexay 3ape3epBUPOBaHHON NaMATbIO

CONDITIONS FOR USAGE OF
SERVICES:

PROVISION OF VMWARE-BASED PRIVATE
CLOUD SERVICE

INDIVIDUAL

Revision dated September 1, 2022

These conditions for usage of individual services
("Conditions") are an integral part of the User
Agreement ("Agreement"). Capitalized terms (used
but not defined in these Conditions) shall have the
meanings assigned to them in the Agreement.

TERMS AND DEFINITIONS

Virtual Machine is a visualized server created on
the Contractor’'s Service Platform and providing
computing resources to the Customer.

Virtual Disc is a dedicated disc space placed on the
Contractor’s Service Platform.

Virtual Network is an isolated virtual computer to
which the Customer’s Virtual Machines are
connected.

Computing Server is a physical server on the
Contractor’s Service Platform, on which the Virtual
Machine runs.

User is a name-password pair that defines the
object owner. Users are created by the Contractor
as part of the VMware-Based Private Cloud Service.

Point is a unit of measurement of consumption of
the infrastructure computing resources. Consumed
points are counted by utility software VMware Usage
Meter for RAM of included Virtual Machines and
consumed storage capacity. To obtain the used RAM
of one Virtual Machine for each hour, the higher
value is selected between the reserved memory of
the Virtual Machine and half of the allocated RAM
for the Virtual Machine.
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BUPTYyarnbHON MaLUUHbI " NornoBMHON
BblAENeHHON  Ans BUPTyanbHOMW  MalUMHbI
onepaTuBHON NaMATL.

BuptyanbHbll  gaTa-ueHTp - JIOrM4ecku
N30nMpoBaHHas rpynna obbekToB
BUpTyanusaumm (BupTyanbHbix MalLLWH,

BupTyanbHbix guckoB, BupTyanbHbIx ceTewn), K
KOTOPOWN MOXET MMeTb AocTyn Nonb3oBaTens.

Pecypc — COBOKYNHOCTb BbIMUCIUTENbLHbIX S4€Ep,
onepaTvBHOMW MNamsATM M PECcypcoB XpaHEHUs!
[JaHHbIX.

Numut — numuT PecypcoB, KoTopble MOryT ObiTb
nucnonb3oBaHbl ANs  co3daHuMs OOBLEKTOB B
pamkax ogHoro BupTyanbHoOro garta-ueHtpa vnm
BupTyanbHom MalLLUMHbI. YcTaHaBnuBaetc4
CtopoHamu B TukeT-cncreme nnm B
JOMNonHUTENBHOM cornalleHnn kK CornalleHuo u
MeHsieTcsi No cornatueHnio CTopoH.

MNaHenb ynpaBneHua vCenter — oTdenbHas
naHenb ynpaBneHus, npegocTasnseMasl B
pamMKax HacTosien ycrnyrn v npegHasHadyeHHas
ANS ynpaBneHnst BUPTyarbHbIM AaTaleHTPOM.

YnpaBnswuwas npocrionka — COBOKYMHOCTb
MaHenn ynpaeneHus, APl n BHewHWX naHenemn
yrnpaBneHusi npoekTamu, CO3aHHbIX
3akasumkom.

1. NMPEOMET

1.1. WcnonHuTtenb npegoctaBnser 3akasunky
aocTtyn K BMPTYyanun3mpoBaHHON
WHPaCTPYKTYpE, cocTosLen n3
PecypcoB, o6beanHeHHbIX B BupTyanbHbin
parta-ueHtp - YactHoe obnako Ha ©ase
VMware (nanee - «ycnyra»).
BupTyanuanposaHHas MHPaCTPYKTypa
peanv3oBaHa C MOMOLLBI MPOrpamMmHOro
obecneyeHns VMware Ha BbloeneHHON
cneumanbHO ans 3akasunka "
N30NMPOBAHHOW OT MHbIX AL, PN3NYECKON
nHoppacTpyktype WcnonHutensi. 3akasuuk
npMHMUMaeT 1M onmaduBaetr  Ycnyry
WcnonHutento.

12. B pamMkax
npeaoCcTaBnATbLCS:

Yenyrm MOXeT

Virtual Data Center is a logically isolated set of
visualization objects (Virtual Machines, Virtual Discs,
Virtual Networks) to which a User may have access.

Resource is a set of computing cores, RAM and
data storage resources.

Limit is the limit of Resources that can be used to
create objects within one Virtual Data Center or one
Virtual Machine. It is agreed by the Parties in the
Ticket System or in an addendum to the Agreement
and changed by mutual consent of the Parties.

vCenter control panel is a dedicated control panel
provided as part of this service and intended to
control the Virtual Data Center.

Controlling Layer is a set of a Control Panel, API
and external project control panels created by the
Customer.

1. SUBJECT
1.1.  The Contractor shall provide to the Customer
access to virtualized infrastructure consisting
of Resources brought together into the Virtual
Data Center - VMware-Based Private Cloud
(hereinafter “the Service”). The Virtualized
infrastructure is implemented using the
VMware software on the Contractor’s
physical infrastructure dedicated to the
Customer and isolated from third parties. The
Customer shall accept the Service and pay
for it to the Contractor.

1.2.  As part of the Service, the following can be

provided:
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1.3.

2.1.

2.2.

MOHUTOPUHT hu3nyeckon
NHAPACTPYKTYPbl U 3amMeHa BbillefLlero
n3 cTpos 0bopynoBaHus;

MOHUTOPWHT " obecneyeHune
paboTtocnocobHocTH rno cpenpl
BUpTyanusauuu;

nepsuyHasi HacTpoKka duranyeckoro
ceTeBOro ob6opyaoBaHns;

MOHUTOPWHT " obecneyeHune

paboTtocnocobHOCTU PM3NYECKON CETY;

obHoernenne MO VMware, pgpanBepos,
security nmaTtyer no cornmacoBaHUO C
3akasdnkom;

BOCCTaHOBMIEHNE cpeabl BUPTyanusaumm B
cnyyae cbosa OO  ypoBHA  3anycka
BupTyanbHbIX MaLLWH;

HacTpomka W MW3MeHeHue KOoHdUrypaumm
cpedbl  BUpTyanu3aumMuM Mo 3anpocy
3akas4duka OCYLLIeCTBISIETCS 3a
OOMONHUTENbBHYIO NNaTy No COrfacoBaHUIo
CTOpOH.

HononHutenbHaa  ycnyra  “PesepBHoe
KonupoBaHue areHTamu”, peanusoBaHHas
Ha ocHoBe veeam agent, npegocTaBnaeTcs
OTAENbHO.

WHanBuayanbHble XapaKkTePUCTUKM,
KOHUrypaums Yenyru, KONMyecTBo
npegocTaBnsgemMbix PecypcoB, CTOMMOCTb
Yenyrm m [MouHTa cornacoBbIBAlOTCS U
yKasblBatoTcs CtopoHamu B
TukeT-cucteme, wunu, nNo COrnalleHuto
CTOpOH, B OONONHUTENbHbLIX COrnaLleHnsax
k CornawueHutio.

noPAAQOK NMPEOOCTABIJIEHUA
ycnyru
3aka3 Yenyru OCYLLECTBINSETCS

3akas4ymkom yepes TVIKeT-CI/ICTeMy.

UcnonHutenb B TedeHne 5 (natun) pabounx
aHen HanpasnseT 3akasunky B
Tuket-cucteme unu nNo NOATBEPXKAEHHOW
3MNEeKTPOHHOW noyTe ¢OpPMYy OMPOCHOro
nucTa ans yToMHEeHUst TEXHUYECKUX U NHBIX
napameTpoB npefocTaBneHns Ycnyru.

1.3.

2.1.

2.2.

Monitoring of physical infrastructure and
replacement of broken down equipment;

Monitoring and ensuring availability of the
virtualization environment software;

Primary network

equipment;

setting of physical

Monitoring and ensuring availability of the
physical network;

Update of the VMware software, drivers,
security patches upon agreement with the
Customer;

Recovery of the virtualization environment in
case of a failure to the level of Virtual Machine
launch;

Setting and change of configuration of the
virtualization environment upon the
Customer’s request shall be carried out for an
extra fee upon agreement between the
Parties.

Additional “Agent Backup” service
implemented on veeam agent is provided
separately.

Individual characteristics, configuration of the
Service, quantity of Resources provided, the
cost of the Service and the Point are agreed
and stated by the Parties in the Ticket
System, or, by mutual consent of the Parties,
in addenda to the Agreement.

SERVICE PROVISION PROCEDURE

The Customer shall order the Service via the
Ticket System.

The Contractor shall, within five (5) business
days, send to the Customer within the Ticket
System or via confirmed email the
questionnaire form for specification of
technical and other parameters of the Service
provision.
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2.3.

24.

2.5.

2.6.

2.7.

3akasdmk 3anonHsetr gopmMy OMpoCHOro
nucTa v npuckinaeT eé B TUKeT-cncteme.

WcnonHntenb Ha OCHOBe 3amnofiHEHHOro
OMPOCHOrO NUCTa M NONYyYEeHHbIX CBEAEHUN
coobwaer 3akasumKky: CpOKM OKasaHus
Ycnyru u eé cTouMocTb.

Mpn HeobxoammocTn UcnonHutenb MOXeT

WHALMUPOBATb  YCTAHOBOYHYK  BCTPEYY.
YcTaHoBOYHaa BCTpevya npoBoauTca B
npucytcTBum npegcrasutenen CTOpPOH B
cdopmare, cornacoBaHHOM B
TukeT-cuctemMe, W npedHasHadeHa [Ans
YTOUYHEHMS " cornacoBaHus BCEX
HeobxoauMMbIX  Ons okasaHusa  Ycnyru

CBEEHUI U JaHHbIX, B TOM YKChe:

peliaeMble 3aKka3ynkom 3agauu;

TEXHUYECKON BO3MOXHOCTU MCI‘IOJ‘IHVITeJ'IFI
okasaHus Ycnyru B xxenaemom 3akasqnmkom
obbeme;

cpoka Havara npegocTaeneHus Ycnyru.

MpegctaButenu CTOPOH, MPUCYTCTBYHOLLNE
Ha Takom BCTpeye cunTarTCs
YMONTHOMOYEHHBIMU CtopoHamu Ha
NPUHATUE pPELLUEHMI NO OKasaHwuio YCryru.

Ntorm YCTaHOBOYHOM BCTpEeYn
onuceiBaroTcs Wcnonnutenem B
TukeT-cnucreme n/vnn TEXHUYECKOM

3aJaHun.

Ha ocHoBe nomny4yeHHbIX OT 3akas4vmka
cBefeHun un cornacoBaHust McnonHuTenb

CoCTaBndaeTr TexHun4eckoe 3ajaHune u
cornacosbiBaeTt ero C 3akas4ymkom.
TexHun4yeckoe 3agaHune ABNAETCA

OCHOBaHMeM O5A OKa3aHuA yCJ'IyFI/I.

Ha ocHoBaHUM TexHWYeckoro 3agaHus
WcnonHutenb cosgaetr Aana  3akasuuka
BblAENeHHy WHdpacTpykTypy (YacTtHoe
obnako Ha 6a3e VMware), npegocTtasnset
poctyn k lMaHenu ynpaeneHus vCenter ¢
onpegeneHHbIMM nNpaBaMu, NOCPEACTBOM
cooblleHns norvHa U1 napons B
TukeT-cucteme unNu No NOATBEPXKAEHHON
3NEKTPOHHOM nouTe.

2.3.

24.

2.5.

2.6.

2.7.

The Customer shall fill in the questionnaire
form and return it via the Ticket System.

The Contractor shall, on the basis of the
questionnaire form and the obtained
information, communicate to the Customer:
the timeline and the cost of the Service
provision.

If necessary, the Contractor may initiate a
kickoff meeting. The kickoff meeting shall be
held in the presence of representatives of the
Parties in the format agreed in the Ticket
System and is intended to clarify and agree
on all information and data required for the
Service provision, including:

Tasks to be solved by the Customer,

technical feasibility of the Contractor to
provide the Service in the amount desired by
the Customer;

Start date of the Service.

Representatives of the Parties present at
such meeting shall be deemed authorized by
the Parties to make decisions on the Service
provision. The kickoff meeting results shall be
described in the Ticket System and / or the
SOW.

On the basis of the information received from
the Customer and its consideration the
Contractor shall prepare the statement of
work and agree it with the Customer. The
statement of work shall be the basis for
provision of the Service.

On the basis of the statement of work, the
Contractor shall create for the Customer
dedicated infrastructure (VMware-Based
Private Cloud) granting access to the vCenter
Control Panel with certain rights, by way of
communicating the login and the password in
the Ticket System or via a confirmed email.
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2.8.

2.9.

2.10.

2.11.

2.12.

2.13.

2.14.

OkasaHue Ycnyrm HavMHaeTcd B CPOKM
cornacoBaHHble CTOpOHaMK Mpu HanMyum
TEXHWYECKOW  BO3MOXHOCTM U,  MpU
HeobxoaMmocTu, onnarbl Yenyru
3akasdunkom. KcnonHuTtenb coobuiaer o
Hayane okasaHus Ycnyrm nocpeacTBOM
TukeT-cucTeMbl U/MNn 3ANEKTPOHHOW NOYTbI.
[Ona pgoctyna K naHenu ynpaeneHus
vCenter WcnonHutenb co3gaer ans
3akasumka HeobxogumMoe  KOnuMyecTBO
Monb3oBaTenen c onpegeneHHbIMn
npaBsamn. [na W3MEHeHUs Konu4yecTBa
Monb3oBaTtenen wnu wux npae 3akasdnk
HanpaBnseTt obpalleHne B TukeT-cucteme
K UcnonHutento.

3akazdnk caMOCTOSATENbHO Co3daeT u/munm
yoanset BupTyansHble MaLUVHbI,
BupTyanbHble guckvn u BupTyanbHble cetu
B pamkax JIMMUTOB 1 SOCTYMHbIX PECYPCOB
BbluncnutensHoro cepeepa. 3aka3uuk B
pamkax  npegocTaBneHHblXx — Pecypcos
CaMOCTOSATENTbHO BblOMpaer
KOHurypaumio  BupTyanbHbiX — MaLUuH,
BupTtyanbHbix guckoB. [lo cornaiwleHuio
CTtopoH BbIGOp KOHdoumrypaumn
BupTyanbHbIx ceTen npomcxogut
VcnonHntenem no 3anpocy 3aka34yuka unm
CaMOCTOSITENBHO.

3aka3unk CamMOCTOSATENBHO OCYLLECTBNSET
akcnnyataumio  BupTyanbHbix — MaLUuH
nyTem yAaneHHoro p[octyna K HUM Mo
ceTsiM CBsi3u 06LLero nosnb3oBaHWs WNu
yepes [laHenb ynpaeneHuss vCenter,
CaMOCTOSITENbHO yCcTaHaBnuBaeT "
HacTpamBaeT Ha BupTyanbHbix MalunHax
HY>KHOE eMy NporpaMmMHoe obecnedeHue.

Onnate  nNOANEXWUT  MpegocTaBrieHHoe
3akasuunky konmuyecTso Pecypcos.

CepBep, Ha KOTOpPOM pasmeLlarTcs
BupTtyanbHbie MaLUWHbI 3akasuuka,
MOAKIMIOYMEH K CETU Ha CKOPOCTU He MeHee
10 6uT/cek; faHHasa nonoca pasgensieTcs
Mexay Bcemu BI/IpTyaJ'IbHI:IMI/I MallnHaMn,
3anyLweHHbIMK Ha cepBepax VMcnonHuTens.

Monoca nponyckaHusa goctyna B UHTepHeT
ans BupTtyanbHoro JaTa-ueHTpa
orpaHuyeHa 1 éwur/c.

2.8.

2.9.

2.10.

2.11.

2.12.

2.13.

2.14.

The Service provision shall start at the time
agreed by the Parties, subject to technical
ability and, if necessary, payment for the
Service by the Customer. The Contractor
shall report the Service provision start via the
Ticket System and / or email.

For access to the vCenter Control Panel, the
Contractor shall create for the Customer the
necessary number of Users with certain
rights. To change the number of Users or
their rights, the Customer shall send the
Contractor a request in the Ticket System.

The Customer shall independently create and
/ or delete Virtual Machines, Virtual Discs and
Virtual Networks within the Limits and
available resources of the Computing Server.
The Customer shall, within the limits of
granted Resources, independently select the
configuration of virtual Machines and virtual
Discs. Upon agreement between the Parties,
selection of Virtual Network configuration
shall be conducted by the Contractor upon
the Customer’s request or independently.

The Customer shall independently operate
the Virtual Machines by way of remote
access via public networks or the vCenter
Control Panel, independently install and set
up on Virtual Machines the software it
requires.

Payment shall be made for the amount of
Resources provided to the Customer.

The server that hosts the Customer’s Virtual
Machines is connected to the network at the
speed of at least 10 Gbit/s; this band is
shared by all Virtual Machines running on the
Contractor’s servers.

The internet bandwidth for the Virtual Data
Center has a limit of 1 Gbit/ s.
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2.15.

2.16.

217.

2.18.

3.1

3.2.

3.2.1.

3.2.2.

3.3.

Hoctyn B wuHTepHeT ana BupTyanbHbIX
MaLLWH 3akaszuuka ocyLLecTBnseTCA
nocpencTBoM:

Mnasatowux IP-agpecos;

MybnuuHbix noacetem u3 5 unu Gonee
afpecos.

3akasuuk Bnpase ucnonb3oBaTth IP-agpeca
n3 pacdeta oguH IP- agpec Ha ogHy
BupTyanbHyt0 MaLLnHy.

VcnonHutens MOXeT B OOHOCTOPOHHEM
nopsigke ymeHblUMTb KBOTY Ha IP-agpeca B
cryyae, ecnvM yka3aHHOEe YCINoBuE He
cobniogaercsa 3akasvmkom. McnonHuTenb
MOXeET paspeLuunTb 3akasuuky
ucnonb3oBaTb BblaeneHHble IP-agpeca
npM  ycnoBum  onnatbl  BTOPOrO U
nocnegyrowux IP-agpecoB  Ha  ofgHy
BupTyanbHyo mMaLLunHy.

CornacoBaHue Ha Mcnonb3oBaHne
BblaeneHHbIx |IP-agpecoB ocyllecTBnsieTcs
B Tukert-cucteme.

ONNATA YCNYTU

CtoumocTb  Ycnyrm  cornacoBbIBaeTcsl
CtopoHamn B TukeT-cucteme wnu B
JOMOSTHUTENBHOM cornalieHuu K
CornatlueHuto.

KoHe4yHas CTOMMOCTb YCnyru cOCTOUT U3:

lMnamex 3a YacmHoe Obnako Ha 6ase
VMware  (aboHeHmckul  nnamex) —
eXeMeCAYHbIN (PMKCUPOBaHHbLIV NnaTex 3a
OKasaHue YcCrnyrn, B KOTOPbIM BKIIHOYEHa
nnata 3a npegocTaBneHHble Pecypcsl.
Pa3vep aboHeHTCkOro nnarexa sBnsieTcs
PUKCMPOBaHHBIM U HE 3aBUCUT OT obbema
notpebnennsa Ycnyrm B KOHKPETHOM
pacyeTHOM nepuoge.

YacmHoe QO6bnako Ha 6aze VMware
(FouHMbI) — eXeMeCsYHbI NMEePEMEHHbIN
nnatex 3a notpebneHHble MonHTLI.
Mnatex 3a noTpebneHHble  [MOUHTHLI
paccunTbiBaeTcsa no dopmyne:

2.15.

2.16.

2.17.

2.18.

3.1

3.2.

3.2.1.

3.2.2.

3.3.

The Customer’s Virtual Machines shall

access the internet via:

Floating IP addresses;

Public subnets consisting of 5 addresses or
more.

The Customer shall be entitled to use the IP
addresses at the rate of one IP address per
one Virtual Machine.

The Contractor may unilaterally decrease the
quota for IP addresses should the Customer
fail to fulfill the said condition. The Contractor
may allow the Customer to use dedicated IP
addresses subject to payment for the second
and subsequent IP addresses per one Virtual
Machine.

The use of dedicated IP addresses shall be
approved in the Ticket System.

PAYMENT FOR SERVICE

The cost of the Service is agreed by the
Parties in the Ticket System or in an
addendum to the Agreement.

The final cost of the Service shall include:

Payment for the VMware-Based Private Cloud
(subscription fee) — a fixed monthly payment
for the Service, which includes payment for
Resources provided. The subscription fee
amount is fixed and does not depend on the
amount of the Service consumption in a
particular reporting period.

VMware-Based Private Cloud (Points) — a
variable monthly payment for Points
consumed.

The payment for Points consumed shall be
calculated using the following formula:
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3.4.

3.4.1.

3.4.2.

41.

4.2.

4.3.

Mnatex  3a MMOWHTBI =  Ob6bem
notpebneHHbix MonHToB * CTOMMOCTL 3a 1
(oamnH) MNouHT.

dopmyna pacueta obbema NoTpebneHHbIX
MouHTOB M cToumocTb 1 (ogHoro) lMouHTa
coobLaercs 3akasdmky B TUKeT-cucTeme.

O6bem  notpebrneHHblx  [NonHTOB B
OTYETHOM  nNepuofe  paccyUTbIBaeTCs
aBToOMaTtuMyecknm ¢ ucnonb3oBaHuem [10
VMware Usage Meter. Hanunuune
paboTtocnocobHoro O VMware Usage
Meter saBnserca obsi3aTenbHbIM YCNOBUEM
oKkasaHus Ycnyru.

Onnata Ycnyru nponssoauTcst 3akas4ynkom
B criegytoLlem nopsiake:

ADOHEHTCKMI nnaTex onnadymBaeTca B
nopsifike, Cpokn u hopme, yCTaHOBIEHHbIE
CornatueHuem.

Mnatex 3a [louMHTBI  onnayuBaeTcs
3aKkas4rMKkom Ha OCHOBaHWW BbICTABMEHHOIO
Wcnonuutenem B [laHenu ynpaeBneHna

cyeta pgo 15 (natHaguaTtoro) u4ucrna
MecsiLa,  Clneaymlolero 3a  OTYETHbIM
nepuoaoMm.
OKOHYAHUE NMPEOOCTABNEHUA
YCNyru

3aka3umMKk MOXeT oTKasaTbCa OT Ycnyru
nyTemM HanpaeneHus 3asiBKM Ha eé
OTKNOYEHMEe B TUKET-CUCTEME HE MeHee
yem 3a 5 (nate) pabouyux AHen Ao
OKOH4YaHMS OT4YEeTHOro nepuoga. Ycnyra
Oyner  cuuTatbes OTKMNKYEHHON B
nocrnegHnin OeHb OTYETHOro nepuoga, B
KOoTopoM nony4eHo obpalieHne 3akasduka.

WcnonHutenb Bnpase OTKITHOYNUTb
okasaHue Ycnyru, B Criydae HapylleHus
3aka3umMkom cpoka onnartbl noboro cyeta
bonee yem Ha 30 (Tpyauatb)
KaneHOapHbIX aHen c MOMeHTa
BbICTaBJ1IEHUA CHeTa.

Mpn npekpalleHnn okasaHus Ycnyrm mnu
OTKa3a 3akasyuka oT YCryru 0o UCTEYEHUs
OTYETHOrO nepuoga  ynnayeHHble

3.4.

3.4.1.

3.4.2.

41.

4.2.

4.3.

Payment for Points = Amount of consumed
Points * Value per one (1) Point.

The formula for calculation of the amount of
consumed Points and the value of one (1)
Point shall be communicated to the Customer
in the Ticket System.

The amount of consumed Points in the
reporting period shall be calculated
automatically using the VMware Usage Meter
software. Availability of operable VMware
Usage Meter software is a prerequisite for
provision of the Service.

The Service shall be paid by the Customer in
accordance with the following procedure:

The Subscription fee shall be paid in
compliance with the procedure, within the
timeline and in the form set forth by the
Agreement.

Payment for Points shall be made by the
Customer against an invoice issued by the
contractor in the control Panel before the
fifteenth (15th) day of the month following the
reporting month.

END OF SERVICE PROVISION

The Customer may refuse the Service by
sending a request for disabling it in the Ticket
System at least five (5) business days before
the end of the reporting period. The Service
shall be deemed disabled on the last day of
the reporting period in which the Customer’s
request is received.

The Contractor shall be entitled to disconnect
the Service if the Customer delays payment of
any invoice by more than thirty (30) calendar
days after its issue.

Upon termination of the Service provision or
refusal of the Service by the Customer before
the expiration of the reporting period, the
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4.4.

5.1.

3akasumkom  Wcnonuutenio B cyer
OKasaHuss YCnyr [OeHeXHble CyMMbl He
Bo3BpallatTcs, M 3akasuMk  0bs3aH
onnatute nnatex 3a [louHTbl 3a Takown
OTYETHbIV Nepuoa.

Mocne npekpaLleHns/oTKNIYEHNS
okasaHus Ycnyrm WMcnonuutenb Brpase
yoanuTb Bce BupTyanbHble gata-ueHTpbl,
npenocTaBnsieMble 3akasuyuKy, B CpPOK He
Gonee 7 (ceMb) KaneHaapHbIX OHEN.

TPEBOBAHUA no 3ALLUTE
MHDOPMALIUA

3akasdunk o0ba3aH npecekatb  criyyqau
HeCaHKLUMOHMPOBAHHOIO [ocTtyna K

NCnonb3yeMbiM MPOrpaMMHbIM CpeacTBam
N He JonyckaTb UCMONb30BaHUSA CBOUX UMK
npegocTaBnsaeMbix McnonHutenem
pecypcoB ans NonbITOK
HEeCaHKLMOHMPOBAHHOIO AOCTyNna K ApYrum
pecypcam ceTu VIHTEpHET. B 4acTHOCTH,
3aka3uuKk OomKeH He OonyckaTb Ha CBOUX
BupTyanbHbIx MalMHax  criegyoLwmx
CUTyaLM:

Cc BupTyanbHoOi MaluMHbl OTNPaBMSOTCA
COOBLLEHUS SNEKTPOHHON NOYTLI OT UMEHU
agpecoB, He nNpuHagnexawuyx Ccetu
(oomeHy) 3akasuuka;

nporpamMmHoe obecneveHne BupTyanbHol
MaLLWHBI ncnonb3yet naponu,
yCTaHaBMNMBaeMbI€ MO YMOIYaHMIo;

¢ BuptyanbHOM MalLMHBbI MCXOAAT NakeThbl
C HeBepHbiM agpecom wuctovHuka (IP
source address);

Cc BupTyanbHOW MalUMHbl UCXOOAT NaKeTbl
cnyxbbl gomeHHbix umEH (DNS) ¢
HaMepeHHO UCKaXXEHHBLIMWU AaHHbIMU;

Ha BwupTyanbHOM MallnMHE NPUCYTCTBYIOT
BPEOOHOCHbIE NPOrpamMmbl;

Ha BupTyanbHON MalUMHE NPUCYTCTBYIOT
n/unn paboTatoT NporpaMmsbl, cneumanbHoO
npegHasHayYeHHble AN OCyLUeCTBNeHUs
HeCaHKLMOHUPOBAHHOIO aoctyna K
nHdopmaunm.

4.4.

5.1.

amounts paid by the Customer to the
Contractor on account of the Service
provision shall not be reimbursed, and the
Customer shall be obliged to pay for Points
for such reporting period.

Upon termination/disconnection of the
Service, the Contractor shall be entitled to
delete all Virtual Data Centers provided to the
Customer within no more than seven (7)
calendar days.

INFORMATION
REQUIREMENTS

PROTECTION

The Customer shall be obliged to prevent
cases of unauthorized access to the software
used and not to allow the use of its own or the
Contractor's provided resources for attempts
of unauthorized access to other resources of
the Internet. in particular, the Customer shall
not allow the following situations on its Virtual
Machines:

Sending emails from a Virtual Machine on
behalf of addresses that do not belong to the
Customer’s network (domain);

The Virtual Machine software uses passwords
set by default;

Batches with a wrong IP source address
come from a Virtual Machine;

DNS batches with deliberately distorted data
come from a Virtual Machine;

Malicious software is present on a Virtual
Machine;

Programs specifically intended for
unauthorized access to information are
present and / or operate on a Virtual Machine.
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5.2. Wcnonuutene  BnpaBe  obGecne4vmBatb
aBToMaTmyeckyto unerpauuio Tpaduka ¢
uenbto 6riokMpoBaHust oTnpasku Tpadmka
nogaensHbIMU (He Ha3Ha4YeHHbLIMN
BUPTYyarnbHON MaLLuvHe) IP n
MAC-agpecamn.

5.2.

The Contractor is entitled to procure for
automated traffic filtering to block outgoing
traffic with spoof (not assigned to a Virtual
Machine) IP and MAC addresses.

6. YPOBEHb OKA3AHUA YCNYTU (SLA) 6. SERVICE LEVEL AGREEMENT (SLA)
Tabnuuya Ne1 Table 1
YpoBeHb OOCTYMNHOCTHU YactHoro | YacTtHoe o6Gnako c¢ npwu | PesepBupoBaHue mexay
obnaka / pa3mveweHun B opgHom | aBymsa LlOL /
Private Cloud availability level paTta-ueHTtpe / Reservation between two
Private Cloud when | DPCs
located in one data
center
% (npoueHT) pabotocnocobHocTn 3a | 99,98 % 99,99 %
mecsy, /
% (percent) of operability per month

6.1.
3akazumka 3a kaxagble 30  MUHYT
KOMMEHCUpYeMOn HeOOCTYNHOCTN Ycnyru
0o 100% croumocTu Yenyru.

6.2. HepocTynHoCTb Yenyrm (npocToMn)

onpefenseTca Kak MWHTepBan BpeMeHU

MeXQy MOMEHTOM OTNpaBKU COODLLEeHUs

nocpeaocTtBOM  TUKET-CUCTEMbI B CryXby

nogaepXku McnonHutena M MOMEHTOM
3aBEPLUEHNST BOCCTAHOBUTENbHbLIX paboT

WcnonHutenem. OnpegenstoTca

crnegylowme B1abl NPOCTOS:

Tabnuua Ne2

Komnencupyetca 0.5% crtommoctu Yenyrm  6.1.

6.2.

Compensation shall be 0.5% of the Customer
Service Cost for every 30 minutes of
compensable unavailability of the Service, up
to 100% of the Service Cost.

Service unavailability (downtime) is defined as
the interval between the time of sending a
message via the Ticket System to the
Contractor’'s Support and the time of
completion of the recovery work by the
Contractor. The following types of downtime
are determined:

Table 2

KomneHcupyembin npocrtom /

He komneHcupyembi npocton /

HepocTynHoCTb BupTyanbHbIx MaLUmH
3akasdvka BcneacTeue cbosd MHAPACTPYKTYPbI
WcnonHutens. [aHHbIN BUA npocTosi
KOMMeHcunpyeTca cornacHo BbluncnmtenbHbiM
cepeepam, KOTOpble  He  Mormu  ObITb
MCcnosnb3oBaHbl BO BpeMA MPOCTOA BCreacrteune
cbos. KomneHcauus npeaocTaBnsieTcst
nponopunoHanbHO KonMn4yecTBy HeOOCTYMHbIX
BblumcnutensbHbix cepepos. /

Unavailability of the Customer’'s Virtual
Machines as a result of the Contractor’s
infrastructure failure. This type of downtime is
compensated on the basis of Computing

HepoctynHocTb
lMonHast HEBO3MOXHOCTb BbIMONTHEHWS Kaknx-nmbo
gevicteun ¢ vCenter yepes NaHenb ynpasnexus. /
Unavailability of the Controlling Middleware Total
impossibility to perform any actions with the
vCenter via the Control Panel.

YnpaensoLen NPOCIONKMN.
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Servers that could not be used during the
downtime as a result of the failure.
Compensation shall be provided in proportion to

the number of unavailable Computing Servers.

BblumcnutenbHoro  cepsepa. TOYHOCTb

6.3. KomneHcauwus onpeaensieTcsi kak 6.3. Compensation is defined as monetary funds
CpeAacTBa, nepedvncnaemble transferred by the Contractor exclusively to
UcnonHutenem NCKIMIOYNTENBHO Ha the Bonus Balance in case of the Service
BoHyCHbIN banaHc B cnyyae unavailability, in accordance with clause 6.1.
HeJOCTYNHOCTU YCnyru, B COOTBETCTBUM C The money shall be transferred within the first
n. 6.1. MNepeuncneHne ocyllecTBnsaeTcs B seven (7) business days of the month
TeuyeHue nepsbix 7 (cemun) pabouymx OHewn following the Service unavailability month,
Mecsaua, cregywowero 3a Mecsauem, B subject to a message sent via the Ticket
KoTopoM Ycnyra 6bina HegocTynHa, npu System about the downtime and the request
HanuuMM cooObLLEeHNsl, OTNPaBMAEHHOIO C for compensation. The Bonus Balance funds
nomoupto TukeT-cucTembl, O MNpPOCTOoe U can be used only for payment for the Service.
TpeboBaHus 00 OCYLLIECTBIIEHUU Compensation shall be paid exclusively by
komneHcauun. CpeactBa ¢ BoHycHoro way of transferring money to the Bonus
GanaHca MOryT WCMoNb3oBaTbCA TOMBKO Balance.
ana  onnatel  Yenyrn.  KomneHcauwms
OCYLLECTBIISIETCA  UCKMOYUTENBHO MyTEM
3a4nCrieHnss cpedctB  Ha  BOHyCHbIN
6anaHc.

6.4. Tllpu pacyeTte KoMneHcauum He 6.4. The calculation of the compensation shall not
YUMTbIBAKOTCA  CpeacTBa, HavuCneHHble include funds previously accrued by the
UcnonHutenem paHee Ha bBoHycCHbIV Contractor to the Bonus Balance (within the
GanaHc (B pamMkax pekrnamMHbIX akuuMi unm scope of promotional offers or for violation of
3a HapylleHWe YCroBUA WCNOSb30BaHUS conditions of using individual services) written
oTAerbHbIX CEpPBKCOB), CruncaHHble off by the Contractor from the Bonus Balance
UcnonHutenem c¢ BoHycHoro 6anaHca B on account of payment for the Service.
cyeT onnatbl Ycnyru.

6.5. Ecnu WcnonHutens pacnonaraetr 6.5. If the Contractor has its own data on the
COBCTBEHHBIMM  AaHHLIMW O  Hayane beginning of the downtime, indicating an
NpOCTOS, yKasblBalOLWMMK Ha Bonee paHee earlier start time of the downtime than the
BpeMs Hadana npocTosi, 4YeM Bpem4 time of sending the message through the
oTnpaBku coobLeHus yepes Ticket System by the Customer, it may use
TukeT-cnucteMy 3aka3dMKOM, OH MOXeET this data. Disagreements about the downtime
ncnonb3oBaTb 3TM AaHHble. PasHornacus o shall be resolved by means of negotiations
BpEMEHM NPOCTOS paspellarTca MNyTém between the Parties in the Ticket System.
neperoBopoB CTOpPOH B TUKeT-cucTEME.

6.6. B cnyyae ortcytctBua  coobuweHus, 6.6. In case of absence of a Ticket System
OTNpaBfiEHHOro nocpeacTBoMm message and the Contractor’s own data on
TukeT-cuctemMbl, U COBCTBEHHbLIX OaHHbIX start time of the downtime, the Service shall
VcnonHutena o Hayane npocTos, Ycnyra be deemed available, and no compensation
cuMmTaeTcs AOCTYMHOW, a KOMMeHcaums He shall be paid.

BbIMNfaynBaeTcs.
6.7. Yuér Bepétcsa pasgenbHo aAng kaxgoro 6.7.  Accounting shall be kept separately for each

Computing Server. The accuracy of downtime
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6.8.

y4yéTa npoCTOs COCTaBNseT He MeHee 1
MUHYTBI. Ecnun nepwog npocTos
MPUXOAUTCS Ha MOMHOYb MEXAY KOHLIOM U
Ha4yarnom mecsiua, TO MPOCTOM MOMHOCTLIO
OTHOCUTCA K TOMY Mecsilly, B KOTOpbI
npuwnack 6onbLias YacTb NPOCTOS.

He nopnexut kKomneHcauuu
CBSI3aHHbIN c

nNpocToMn,
obcToaTenscTBaMm
HenpeoaonMMon cunbl " WHBIMMN
obcToaTensCcTBaMKM, MPOU3OLIENMN He
no BuHe Wcnonuutenda. He noanexur
KOMneHcauum npocTou, BbI3BaHHbIN
aencteusimn (6esgenicTerueM) 3akasdmka.

6.8.

accounting is at least 1 minute. If the
downtime period falls at midnight between the
end and beginning of the month, then the
downtime fully refers to the month in which
most of the downtime occurred.

Downtime due to force majeure and other
circumstances that occurred through no fault
of the Contractor shall not be compensated.
Downtime caused by the actions (inaction) of
the Customer shall not be compensated.
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