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NPABUNA NMOJIb3OBAHUA CEPBUCAMU U
YCNYTAMU

Bepcusi om 21 cenmsibpsi 2021 e.,
ecmyrnaem 8 cury ¢ 6 okmsibpsi 2021 a.

HacToswue lNpaBuna nonb3oBaHMsa cepsBucamu u
ycnyramm («lMpaBunay) siBNATCS HEOTbEMIIEMOW
YacTblo Monb3oBaTenbCKoro cornatieHus
(«CornalueHuey). MNpasuna onucbIBalOT AENCTBUSA
(bespenctene) 3akasdmka, KOTOpble  MOryT
NpUHeCTH Bpes Wcnonnutento, ero
npegcrasmTensaM, 06OpygoOBaHUIO, KIMEHTaM W
WHbIM TPETBUM NWLLAM.

1. 3akas3umK He OOIMKEH MCMOoNb30BaTh YCnyrm
n obopymoBaHue MWcnomHutenda  gns
npuuvHeHnss Bpega WcnomHutenio, ero
KnueHTam, TPETHUM nvuam, ans
HapyLleHus HOpM OEeVCTBYIOLLEro
3aKoHO4aTENbCTBA MMM COAEWCTBUS Taknm
HapyLLEeHUAM. Takumun OEencTBmsMu
(6espenctenem) 3akaszumka MoryT ObiTb, B
TOM YMChEe, HO HE OrPaHNYNBasCh:

1.1. penctBua 3akas4dvka, HapyLlaoLLmMe HOPMbI
OencTBytoLLero 3aKkoHo4aTeNnbLCTBa,
npoTMBopevallne npegnucaHnam OpraHoB
WCMOMHUTENBbHOMW BRAcTU U JOKanbHbLIM
akTam, KoTopble npuMeHnMbI K CTOpoHaM;

1.2. penctBua 3akasumka, HanpaefeHHble Ha

HapyLleHue HOpMarsbHOro

PYHKLUNOHUPOBAHUS 3N1EMEHTOB

nokanbHoOM cetTn wunn cetm  UHTepHet

(komnbloTepoB, Apyroro 06opyaoBaHUst unu

NpPorpaMmmMHoOro obecneyveHust), He

npuHaanexalimx 3akasduky;

1.3. HapyweHue 3akasyMkoM MpaBusl OXpaHbl

Tpyga M nNoxapHon 6e30MacHOCTW, MHbIX

npasusl U NoKarbHbIX HOPMAaTUBHbLIX aKTOB

McnonnuTtens;

1.4. HeucnonHeHwe 3akaszymMkoM NpeanucaHus

YNOMHOMOYEHHbIX OPraHoB.;

1.5. penctBud

BRnekyLime

TPETbUX NN,

(6espenictBne)  3akasyuka,
ybbITkM  UcnonHuTenss  unu

GUIDELINES FOR USING OF FUNCTIONALITY
AND SERVICES

Revision dated September 21, 2021,
will come into effect from October 6,2021

These Guidelines for Using of Functionality and
Services ("Rules") are an integral part of the User
Agreement ("Agreement"). The Rules describe
action (inaction) of the Customer, which may
cause harm to the Contractor, his representatives,
equipment, clients and other third parties.

1. The Customer shall not use the Services
and equipment of the Contractor to cause
harm to the Contractor, his clients, third
parties, to violate the norms of the current
legislation or facilitate such violations. Such
action (inaction) of the Customer may be,
including but not limited to:

1.1. actions of the Customer, violating the
norms of the current legislation, contrary to
the instructions of the executive authorities
and local acts applicable to the Parties;

1.2. actions of the Customer aimed at disrupting
the normal functioning of the local network
elements or the Internet (computers, other
equipment or software) not belonging to the

Customer;

1.3. violation of labor protection and fire safety
rules, other rules and local regulatory acts

of the Contractor by the Customer;

1.4. failure of the Customer to comply with the

regulations of the authorized bodies;
1.5. action (inaction) of the Customer, entailing
losses of the Contractor or the third parties;
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1.6.

1.7.

1.8.

1.9.

HapyLieHue HOpMarbHOro
PYHKUMOHNPOBAHNS ~ 3NEMEHTOB  CeTU
WHTepHeT (koMnblOTEPOB, Apyroro
obopyaoBaHus unu nporpaMmHoOro
obecneyeHust), He npuHagnexaLumx
3akasuuky;

ncnonb3oBaHue 3akasumkom
obopyaoBaHus, pasmMeLlaemoro B
[aTta-ueHTpax, C HapylleHuem npasun
TeXHUYecKor akcnnyatauuu, un /[ wunu
ncnorb3oBaHue obopyanoBaHus, He

umetoero obssarenbHbIX  JIMUEH3UA U
cepTUdUKaTos;

XpaHeHue, ny6nukauus, nepenava,
BOCNpoOV3BeaeHNe, pacnpocTpaHeHue
nobbiIM  cnocoboM, Ucnonb3oBaHME B

nobom Buae MNporpamMmmHOro obecrnedyeHus
WK  OPYrUX OXpaHsAeMblX pesyrbTatoB
WHTENNeKTYyansHomn JesATenbHOCTH n
cpencTs nHONBMOYyanM3auum 6e3
paspellieHns npaBoobnagartens;

HenpegocTaBreHMe 3akasynMkoM OTBETa
VcnonHutento Ha nomny4yeHHyto xanoby oT
TpeTbUX NUL, O HapyLleHUM 3aKka3ymkom ux
WHTENNeKTyanbHbIX NpaeB B TedyeHue 14
(yeTblpHagLUaTK) KaneHOapHblX JOHeW C
MOMEHTA  MOMYYEeHUs  TakoW  Kanobbl
3akasdunkom. OTBeT 3akasumka [JOorKeH
cogepxaTb MNOSICHEHMSI K NPeabsBrsSeEMbIM
B ’xanobe TpeboBaHMAM TpeTbero nuua, B
NPOTMBHOM cCny4yae oOTBeT 3akasyvka Ha
nonyyeHHyro  xanoby  cuuMTaeTcsas  He
npegocTtaBneHHbIM icnonHuTento;

XpaHeHue, nyonukauus, nepegava,
BOCNpoun3BegeHue, pacnpocTpaHeHue
nobbiM  cnocobom, Ucnonb3oBaHWe B
nobom Buae nporpammMHOro obecrnevyeHus
Unu Apyrux matepuanoB, coepxalux B

cebe BMpPYCbl W UWHble BPEAOHOCHbLIE
KOMMOHEHTbI;
OCYLLEeCTBIiEHNe [OEeNcTBUiA, MpsAMO  Unu

KOCBEHHO npeanonaralolwmx MaccoByHO
paccbIfiky U cnocobCcTBOBaHNE MacCOBOW
paccbIfiku COOOLLEHMIA ANEKTPOHHON MOYTHI
n gpyrmx coobueHun noboro xapaktepa
(npn  obOHapyxeHWn [aHHbIX OEeWCTBUN
orpaHMyeHue okasaHusi ycnyru 3akasquky
nponcxoauT aBToMaTUYECKN);

1.6.

1.7.

1.8.

1.9.
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disruption of the normal functioning of the
Internet  elements (computers, other
equipment or software) not belonging to the
Customer;

using of equipment located in Data
Centers, in violation of the rules of technical
operation, and/or using of equipment that
does not have mandatory licenses and
certificates by the Customer;

storing, publishing, transmitting,
reproducing, distributing in any way, using
in any kind of software or other protected
intellectual property and means of
individualization without the permission of
the copyright holder;

the Customer's failure to provide a
response to the Contractor on the claim
received from the third parties about their
intellectual rights violation by the Customer
within 14 (fourteen) calendar days from the
date of receipt of such a claim by the
Customer. The Customer's response shall
contain notes on the requirements in the
claim of the third party, otherwise the

Customer's response to the claim is
considered as not provided to the
Contractor;

storing, publishing, transmitting,

reproducing, distributing in any way, using
any software or other materials containing
viruses and other harmful components;

actions that directly or indirectly involve
mass messaging or facilitation of mass
messaging (e-mail messages and other
messages of any nature) (upon detection of
these actions provision of services to the
Customer shall be limited automatically);
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1.12.

pacnpocTpaHeHue, ny6nukauus,
obpaboTka MHbIM 0OpaszoM MHopmMauum,
npoTMBopeYaLLen TpeboBaHMAM
OENCTBYIOLLEro 3aKoHoaaTenbCcTBa
Poccwuiickon  ®epgepauunn, HapywaroLwen
npaea TPETbUX NuL;

peknama ycnyr, TOBapOB., WHBIX

mMaTtepuaroB, pacnpoCTpaHeHUe KOTOPbIX
OrpaHU4eHo nnéo 3anpeLleHo
OENCTBYIOLUM 3aKOHOAATENbCTBOM;

(*)aﬂbCI/Id)I/IKaLI,I/IH TEXHNYECKNX PEKBU3UTOB,
BblAaHHble WcnonHutenem, npun nepepnaye
AaHHbIX B CETb MHTepHeT;

ncnonb3oBaHue HeCyLLIECTBYIOLLIMX
obpaTHbIX ~ aOpecoB  Mpu  OTNpaBke
3MEKTPOHHbIX MUCEM U PYIMX COOBLLEHNIA;

OCYLLeCTBEeHNe AeUCTBUI, HanpaBneHHbIX
Ha nofnyYyeHne HEeCaHKLMOHMPOBaHHOIO
goctyna K 06opynoBaHuio unm
WHOpMaLIMOHHOMY pecypcy, He
npyvHagnexawemy 3akasuuky,
nocriegylliee  UCMONb3OBaHWEe  TaKoro
JOCTyna, a TakKe YHUYTOXEHME UIn
mMoandmrkaums NporpamMmHoro
obecnevyeHus JaHHbIX, He
npvHagnexawmx 3akasuuky, 6e3
cornacoBaHus C Bnagenbuamu  3TOro
NnporpamMmmHoro obecnevyeHnst Unu OaHHbIX,
nnéo agMUHUCTpaTopamm AaHHoro
WHOPMALIMOHHOTIO pecypca. Mon
HeCaHKUMOHMPOBAHHbLIM OOCTYrNoMm
NnoHMMaeTcs Joctyn nwbbiM  cnocobom,
OTNNYHBIM oT npegnonarasLLerocs
BragernbLem pecypca;

nnn

OCYLLECTBINEHNE [JEWCTBUA MO nepegade
KOMMbloTEPaM Unu obopyaoBaHu0 TPETbUX
nuuy, G6eccMmbiCnieHHONn unn  BecnonesHomn
WHpopMauun, cosgarowen  UINULLIHIo
(napasuTHyto) Harpyaky Ha atn
KOMMbOTEPLI MM 06OpyaoOBaHMe, a Takke
NPOMEXYTOYHbIE Y4ACTKM CETU, B OObeEMaX,
NpeBbILLAKLLMX MUHUManbHO
HeobxoamMmble ANt MPOBEPKU CBS3HOCTU
ceTel W [JOCTYNHOCTM OTAENbHbLIX €ee
3MEeMEHTOB;

CKaHupoBaHune Yya3nos ceten C Uuenblo
BblABNEeHnA BHyTpeHHeI7I CTPYKTYpPbI ceten,

yA3BUMOCTHU 6e3OI'IaCHOCTI/I, CIMNnNCKoB
OTKPbITbIX MOPTOB W T.N., 6e3 dABHOMo
cornacuda Bnagenbua npoBepdaemMoro
pecypca;

1.13.

3/6

distribution, publication, processing in any
other way of information that contradicts
the requirements of the current legislation
of the Russian Federation, violating the
rights of the third parties;

advertising of services, goods, other

materials, the distribution of which is
restricted or prohibited by current
legislation;

falsification of technical details issued by
the Contractor while transmitting data to the
Internet;

use of non-existent return addresses when
sending emails and other messages;

implementation of actions aimed at
obtaining unauthorized access to
equipment or information resources not
owned by the Customer, subsequent use of
such access, as well as destruction or
modification of software or data not owned
by the Customer, without the consent of
this software or data owners or
administrators  of  such information
resource. Unauthorized access is defined
as access in any way other than that
assumed by the resource owner;

taking actions to transfer meaningless or
useless information to computers or
third-party  equipment that creates
unnecessary (parasitic) load on these
computers or equipment, as well as
intermediate network sections, in amounts
exceeding the minimum required to verify
the connectivity of networks and the
availability of its individual elements;

scanning network hosts in order to identify
the internal structure of networks, security
vulnerabilities, open ports lists, etc., without
the explicit consent of the checked
resource owner;
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1.19.

1.20.

1.21.

1.22.

3.1.

3.2.

3.3.

HapyweHue TpeboBaHM N0  3awuTe
WMHdOpMaLnK, CO3[alrolWmMX yrposy Ans
OYHKLMOHUPOBaHNS WHbIX (He
npuHagnexawmx 3akasvmky) pecypcosB
nokarbsHoN nnu rnobanbHom
KOMIMbIOTEPHOWN CETH;

ncnorb3oBaHue B nporpammMHoOMm

obecneveHun napone|7|, yCTaHaBIMBaeMbIX
Nno yMOJT4aHUIo;.

ncnonb3oBaHue ycTapeBsllero  u/unu
YA3BMMOrO NporpaMmHoro obecreyeHus
MOYTOBOrO CepBepa;

paccblifika CoobLLEHNIA NEKTPOHHOM NOYThI
OT MMEeHW aapecoB, He NpuHagnexalimx
ceTu (oomeHy) 3akasduka.

3akas3uMKk He [OOMMKeH Monb3oBaTbCs
Ycnyramm B nwobon cuTyauun, Korga
okasaHuwe Ycnyr MOXeT co3faTb Yrposy
besonacHocT ©  0BOpPOHOCMOCOBHOCTH
rocygapctea, 340poBb0 U BesonacHocTu
niogen, a Takke, Korga kakas-nubo
HencnpaBHOCTb YCMyrM MOXET MPUYUHUTB
Cepbe3HbI Bpea 340pOBb YerioBeKka Unu
OKpy)XatoLLiel cpege.

3akasuuk He BrnpaBee nonb3oBaTbCA
YCnyraMM npu npegocTtaBrneHnmn HeBepHbIX
OaHHbIX Npu perncrtpaunmn B MaHenn
ynpaeneHud, B TOM 4YuUCrie B Criy4dae:

HEBO3MOXHOCTHN I/Iﬂ,eHTI/Id)MLI,VIDOBaTb
3akasuumka, B TOM 4ucne, npn nogo3peHnmn
B nNpeaocTtaBlieHNN HEBEPHbIX AaHHbIX;]

OTCYTCTBUSA OaHHbIX, yKasaHHbIX
3akazumkom, B EgmHOM rocymapcTtBeHHOM
peecTpe IpUanYecKux nut;

HenpegocTaBneHns OO0MNOMHUTENbHbIX
cBeJeHNn NN HenoaTBEXAEHUS CBEAEHWMN,
yKasaHHbIX npu peructpaumm B [MaHenu
ynpasneHusa, no 3anpocy WcnonHutens B
TedeHue 14 (4YeTblpHagLUaTU) KaneHoapHbIX
OHen C MOMeHTa HanpasrieHus nepBoro
3anpoca.

3aKkasyMk  He  MOXeT  MNorfb30BaTbCs
Yecnyramm  npu HapyweHWM CPOKOB MU
ycnoBun onnarbl Ycnyr, a paBHO B Cry4vae
HexBaTKn CPeAcTB Ha npoaneHve Ycnyru,
BKITlOYas:

1.19.

1.20.

1.21.

1.22.

3.1.

3.2.

3.3.

4/6

violation of the requirements for the
protection of information that pose a threat
to the functioning of other (not belonging to
the Customer) resources of the local or
global computer network.

usage of default passwords in software;

usage of outdated and/or vulnerable

software of mail servers;

sending e-mails on behalf of adressess not
belonging to the Customers network
(domain).

The Customer shall not use the Services
under any circumstances when the
provision of Services may create a threat to
the security and defense of the state, to the
health and safety of people, and also when
any malfunction of the Service may cause
serious harm to human health or the
environment.

The Customer is not entitled to use the
Services in case incorrect data is provided
when registering in the Control Panel,
including without limitation:

impossibility to identify the Customer,
including if the provision of incorrect data is
suspected;

lack of data specified by the Customer in
the Unified State Register of Legal Entities;

non-provision of additional information or
non-confirmation of information specified
during registration in the Control Panel, at
the request of the Contractor within 14
(fourteen) calendar days from the date of
the first request.

The Customer cannot use the Services if
the terms and conditions of payment for the
Services are breached, as well as in the
event of a shortage of funds for the renewal
of the Service, including:
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41.

4.2.

Oe3ocHoBaTeNbHbIA  OT3bIB  3aKa3dynKkom

OCYyLLUECTBIIEHHbIX nnaTexen,;

nony4yeHune WcnonHutenem I'IpETeH3I/|IZ no

TPaH3aKUMAM CO CTOPOHbI  MMaTeXHbIX
cUCTeM UNWM  Jepxatenent  nnaTtexHbIX
CpeacTs.

3akasuMKk He MMeeT npaBa Mnofb30BaTbCs
Ycnyram,  ecnM = CBOEBPEMEHHO  He
YCTPaHSAET YA3BMMOCTU, OOHapYXEHHbIE
npu npoBepke TpeboBaHUn 6e3onacHOCTU.

3aka3uMKk He  [OMKEeH  MNofb30BaTbCA
Ycnyramm B TOM cnydae, ecnu nonyvaer
COOTBETCTBYIOLLEE npeanucaHuve,
cogepxallee TpeboBaHWe O MpekpaLleHnm
ucnonb3oBaHust  Ycnyr, CO  CTOPOHBbI
rocyapCTBEHHOro opraHa, perynmpyroLlero
OaHHble B3aVMMOOTHOLLIEHUS "
obnagatoLlero COOTBETCTBYHOLLNMU
NOMHOMOUYUAMU B COOTBETCTBUM C
OencTByoLLMM 3aKoHoA4aTeNLCTBOM PO.

Ecnn 3akasduk HapywaeT lNpasuna (B Tom
yucne Mo HEeOCTOPOXHOCTM)  wnnv  no
obocHoBaHHOMY MHeHuo WcnonHutens (B
TOM 4ucre, NoaTBEPXKOEHHOMY CUCTEMOWN
6esonacHocTn WcnonHutens)
ucnornb3oBaHue Ycnyr 3aka3ynkoM MOXeT
NPUBECTU K HapYLUEHUIO 3aKOHa, HaHeCTU
ywepb WcnonHutenio wu/vnn  TpeTbUM

niuam, BbI3BaTb COOM  TEXHUYECKMX U
nporpamMmmHbix cpegcts  Mcnonuutens u
TPETBUX UL, B UenaxX  3awuThl
VcnonHntens uMeeT Npago:
NPUOCTaHOBUTb n/vinn OrpaHnynNTb
okasaHue Ycnyr 3akasuuky (B TOM 4ucne
obecneymBaTb aBTOMaTUYECKYI0
duneTpaumio Tpaduka);

3abnokuposatb  goctyn B [laHenb
yrpaBneHus;

OTKMOHUTL 3asiBKy 3akasymka Ha HOBYHO
Yenyry;

OTKINOHUTb 3a5BKy 3akasuuka Ha
npoaneHne cpoka AencTBUs Yenyru.

Mpn HapyweHun 3akasdmnkom n. 3 lNMpaBun
Vcnonuutene  Takke  MMeeT  MnpaBso
BPEMEHHO  OrpaHU4MTb  UCMONb30OBaHWNe

41.

4.2.

5/6

groundless recall of effected payments by
the Customer;

receipt of claims on transactions from
payment systems or holders of means of
payment by the Contractor.

The Customer is not entitled to use the
Services if the Customer does not eliminate
the vulnerabilities discovered during the
verification of security requirements in
timely manner.

The Customer shall not use the Services if
the Customer receives a respective order
containing a requirement to terminate the
use of the Services from the state body
regulating such relationships and having
the appropriate authority in accordance with
the current legislation of the Russian
Federation.

If the Customer violates Rules (including
through negligence) or, in the reasonable
opinion of the Contractor (including
confirmed by the Contractor's safety
system), the use of Services by the
Customer may violate the law, cause
damage to the Contractor and/or third
parties, cause a failure of software and
hardware of the Contractor and third
parties, the Contractor shall have the right
to take the following actions to ensure
protection:

suspend and/or restrict the provision of
Services to the Customer (including
automatic filtering of traffic);

block access to the Control Panel,;

reject the Customer’s application for a new
Service;

reject the Customer’s request to extend the
term of the Service.

If the Customer violates Clause 3 of the
Rules, the Contractor shall also be entitled
to temporarily restrict the use of funds on
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cpeactB Ha banaHce 3akasdvka wu/vnn Ha
BanaHce ycnyru.

Mpy NOBTOPHOM HapylleHUW, a Takke B
cnyyae ecnum  3akasdMk B nepuog
NPUOCTAaHOBKM  oOKasaHus  Ycnyr  He
YCTPaHWUT HapyLUeHWsi B YCTaHOBIEHHbIV
WcnonHutenem cpok, VicnonHuTens umeet
npaBo oOTkasaTbca oT CornaweHuss B
OAHOCTOPOHHEM BHeCye6HOM Nopsiake.

Henctens  UcnonHutens moryT  GbiTb
OTMEHEeHbl MO  uToraM  MEepPEeroBOpoOB
McnonHutena n 3akasumka M yCTpaHeHus
3aka3vmKkomM oBCTOATENbCTB, MOCY>XUBLLMX
NPUYMHON  ONA  YyKasaHHbIX  OENCTBUN
WcnonHutens. [na oTMeHbl yKasaHHbIX B 1.
7 JencTBumn Mcnonuutenb MOXeT
3anpocuTb  OOMNOSHUTESNbHLIE  CBEAEHUs
NPoOBEpKy JMYHOCTM 3akasdynka, B TOM
yucrie Npy NOMOLLM OTMPaBKkM 3aka3vymKkom
cBoen ¢potorpadumm ¢ NacnopTom.
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the Customer's Balance and/or on the
Service Balance.

In case of a repeated violation, as well as in
the event that during the suspension of the
Services provision the Customer does not
eliminate the violation within the period
specified by the Contractor, the Contractor
shall have the right to exit the Agreement
unilaterally out of court.

The Contractor's actions may be canceled
following the results of negotiations
between the Contractor and the Customer
and the elimination of the circumstances by
the Customer that caused the mentioned
actions of the Contractor. To cancel actions
specified in clause 7, the Contactor may
request additional information and
verification of the Customer's identity,
including sending by the Customer of their
photo with a passport.



