Selectel

ycnosusa MUCNONb30OBAHUA OTAENbHbIX
CEPBUCOB:
3ALLUMUTA DDOS GUARD

Bepcusi om 9 Hosibpsi 2023 2.,
ecmyrniaem 8 cusy ¢ 24 Hosibps 2023 e.

HaCTOﬂLIJ,I/Ie yCrnoBuaA MUCnofb3oBaHUA OTAEN1bHbIX

cepBuUcoB («YcnoBuay») ABNAOTCA
HeoTbemnemon 4yacTbto  [lonb3oBaTenbCKOro
cornaweHns («CornaweHune»). TepMuHbl C

I'IpOI'II/ICHOIZ 6yKBbI, KOTOpPbIE€ NCNOJ1b3YKOTCA, HO HE
onpeaerneHbl B HaACTOALLUX Ycnosuax, umerot
3Ha4yeHune, NpncBoeHHoe M B Cornawenun.

TEPMUHbI 1 ONPEOENEHNA

PunsTpauma Tpadmka — aHanm3 un obpaboTka
Tpachmka B cetm “VIHTepHeT” gns  uenen
obecneyveHusn crabuneHocTn N BecnepebonHocTH
paboTbl MHPOPMALMOHHbBIX PECYPCOB.

DDoS-ataka unn DDoS — araka, cBsi3aHHas C
GonbLMM KONMM4ecTBOM 3anpocoB K BebG-pecypcy,
uMeroaa CBOen Lenbio u/mnu npueBogdawlas K
OTKasy B paboTe CMUCTEMbl U3-3a MCYEpnaHusl ee
pecypcoB

Web application firewall, WAF — ycnyru
oBHapyXeHusi 1 BRnoKMpPOBaHUIO CETEBLIX arak,

obecneuynBatoLLme 3aumty OT BPEOAOHOCHbIX
CeTeBbIX 3arnpocos, ncnonb3yemMblX
3M10yMblLUNEHHNUKaMN anda aKcnnyatauunmn

YSI3BUMOCTUW BEG-NPUNOXKEHUI (CaATOB).

3awmTta M yckopeHue canToB- 3awuTta cavTta
Ha YypoBHe (ypoBeHb L7) - 3awuTta oT
DDoS-atak, 1 KoMMneKkc AoNOMHUTENbHbIX ONUMIA,
MO3BOMSAOLWMX YCKOPWUTb 3arpy3ky cawWta nans
noceTuTenen.

KomnaHus DDoS Guard - naptHep
WcnonHutensi, npegocTaBnsiiowWmin - ycnyrm no

3awmTe Beb pecypcos.

Cawnt DDoS Guard - https://ddos-quard.net/ru

NPEOMET
Wcnonnutens npepocTtasnser 3akasqnky

KoMnnekc ycnyr (panee — «Ycmyra») no
npegocTasneHnio  goctyna K ycriyram
Ounetpaumun  Tpadwmka ot DDoS-atak
Komnanun DDoS Guard (ganee - “Ycnyru
3awmTbl’).  3akasdMk  NpuHUMaeT  wu
onnaymsaet Ycnyry VicnonHutenio.

1.
1.1.

CONDITIONS FOR USAGE OF
SERVICES:
DDOS GUARD PROTECTION

INDIVIDUAL

Revision November 9, 2023,
will come into effect from November 24, 2023

These conditions for usage of individual services
("Conditions") are an integral part of the User
Agreement ("Agreement"). Capitalized terms (used
but not defined in these Conditions) shall have the
meanings assigned to them in the Agreement.

TERMS AND DEFINITIONS

Traffic filtering — Internet ftraffic analysis and
processing to ensure stability and uninterrupted
operation of information resources.

DDoS attack or DDoS - an attack due to a large
number of requests to a web resource leading to a
system failure due to the exhaustion of its resources.

Web application firewall, WAF — network attack
detection and blocking services that provide
protection against malicious network requests used
by cybercriminals to exploit vulnerabilities in web
applications (sites).

Website protection and acceleration — Website
protection at L7 level — protection against DDoS
attacks, and a set of additional options to speed up
website loading for visitors.

DDos Guard company — the Contractor's partner
which provides services on web resources
protection.

DDoS Guard website — https://ddos-guard.net/ru

SUBJECT
The Contractor shall provide the Customer

with services ("Service") on providing access
to Traffic filtering against DDoS attacks by
DDoS Guard ("Protection services"). The
Customer shall accept and pay for the Service
to the Contractor.
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1.2.

1.3.

1.4.

2.1.

2.2.

2.3.

lMepeyeHb, cocTaB [OCTYMHbIX Ycnyr
3awuTel onpegensietcs komnaHven DDoS
Guard wu ykasbiBaeTcd Ha  canTe
https://selectel.ru/services/additional/ddos-
protection/, a Takke Ha Cawnte DDoS
Guard. B cnyyae pacxoxgeHuin npuoputer
nmetoT ceegeHusi Ha Cante DDoS Guard.

B 3aBMcumocTu oT BbiGpaHHOro TapudHOro
nnaHa B pamkax Ycnyrm  MOXeT
npenocTaBnNsATbLCA AOMNOMHUTENbHAs ycnyra
Web application firewall.

3aka3umk 00sA3yeTcssi O3HAaKOMUTBCA WU
cobnogatb  ycnosuss U npasuna
ucnono3oBaHma cepsucos DDoS Guard,
yCTaHOBIMNEHHble komnaHven DDoS Guard,
B TOM 4ucne MnOMuUTUKY JAOMycTUMOro
ncnonb3oBaHua CepBUCOB. AKTyanbHble
peqakumm npasun n yCInoBuA,
npumeHnmbIx K cepsucam DDoS Guard,
poctyrnHel Ha Cawmte DDoS Guard.
Komnanua DDoS Guard BnpaBe N3MEHSITb
yKkasaHHble MpaBura W YcroBusi nyTem
nybnvkaumm Takux mamMeHeHun Ha Cante
DDoS Guard.

NOPAAOK NMPEAOCTABJIEHUA YCIYTU

BbiGop 1 3aka3 Ycnyru ocyliecTBrsieTcs
3aka3uvkom uyepe3 TUKeT-cucTeMy w/vunu
yepes MNaHenb ynpaeneHus.

3akasumk npu 3akase Ycnyru coobuiaer
WcnonHutento:

TapudHbIA NNaH;

OOMeH Beb-pecypca;

IP-agpec Beb-pecypca;

email ana goctyna B NUYHbIA KabOUHET Ha
Cavite DDoS Guard u ans nonyyeHus
yBeJOMMEHUH;

Mpwn HeobxoanmocTun WcnonHutens
3anpawmvBaeTr y 3akasdMka W UMHble
OaHHble.

CeegeHus, nonyyeHHble VcnonHuTtenem ot
3akas4yumka npu 3akase Yenyrw,
nepegatotca  Ucnonnutenem  KomnaHuu
DDoS Guard anga nogkntoyeHnsa Ycnyru He
nosgHee 4 (4eTblpex) 4acos. [lonHbIv
npouecc noakmyeHns Ycnyru npoBoauT
KomnaHua DDoS Guard.

1.2

1.3.

1.4.

2.1.

2.2.

2.3.

The list and content of the available
Protection Services shall be determined by
DDoS Guard and indicated on the website
https://selectel.ru/services/additional/ddos-pro
tection/, and on the DDoS Guard website. In
case of any discrepancies, the information on
the DDoS Guard website shall prevail.

Depending on the chosen service plan of the
Service, the additional Web application
firewall service may be provided.

The Customer shall read the terms and
conditions for using DDoS Guard services
established by DDoS Guard, including the
acceptable use policy, and comply with them.
The latest editions of the terms and conditions
applicable to DDoS Guard services are
available on the DDoS Guard website. DDoS
Guard shall have the right to amend these
terms and conditions by posting such
amendments on the DDoS Guard Website.

SERVICE PROVISION PROCEDURE

The Customer shall choose and order the
Service through the Ticket System and/or the
Control panel.

When the Customer orders the Service, it
reports to the Contractor:

service plan;

web resource's domain;

web resource's |IP address;

email for accessing to the user account on the

DDos Guard website and getting notifications;

The Contractor shall make a query for other
data from the Customer, if necessary.

Information obtained by the Contractor from
the Customer during the Service ordering
shall be transferred by the Contractor to
DDoS Guard to activate the Service no later
than 4 (four) hours. DDoS Guard shall
complete all activities to connect the Service.
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2.5.

2.6.

2.7.

3.1.

3.2.

3.3.

3.4.

3.5.

OkasaHue Ycnyrm HauMHaeTcsi ¢ MOMEHTa

nonyyeHus 3akaszdmkom OT KomnaHum
DDoS Guard WHchopmaumm o]
NOAKMOYEHNE K yCryre.

TexHuyeckas nogaepxka Yenyru

okasblBaeTcsi co cTopoHbl Komnanum DDoS
Guard.

M3meHeHne TapudHOro nnaHa BO3MOXHO
nocne MCTEYEHNs OMnravyeHHoro Mecsua, B
KOTOPOM  UCMONb3YeTCs  NOAKMOYEHHbIN
TapudHbIA  NNaH Ons  unameHeHus
TapudHOro nnaHa W Ans MNOAKIYEHUS
Web  application  firewall  3akasunk
HanpaBnseT 3asBKy McnonmHutenio 4yepes
TukeT-cucTtemy.

M3meHeHne cBegeHUn Ons oKasaHus
Ycnyru, B TOM 4ncrnie o gomeHax, IP-agpec
BebO-pecypca, email ans goctyna B NMYHLIN

kabuHer Ha Cante DDoS Guard,
BbinonHsaet Komnanma DDoS  Guard,
CaMOCTOATENbHO MPUHUMAasa 3asiBKM  OT
3akaszuuka.

ONNATA YCNYTU

TapuHble nraHbl n CTOUMOCTb

nepepacxoga 3a 1 (oguH) rps pasmeLLeHbl
Ha canTe NcnonHutens.

KoHeyHas CTOMMOCTb Yenyrm
onpegensieTca ucxogs u3 BblGpaHHOroO
TapudHoro nnaxa, 3akasa

pononHutensHon ycnyrn Web application
firewall, wHCTAanNnNAUMOHHOrOo nnarexa wu
nnarexa 3a nepepacxos Tpaduka.

3akasdvk onnadmMBaeT CTOMMOCTbL Ycnyru
no TapudHOMY MnAaHy W CTOMMOCTb
pononHutensHon ycnyrm Web application
firewall B nopsigke, cpokn u dopwme,
ycTaHoBrneHHble CornalueHvem.

3aka3uuk onnaymBaeT MHCTaNMSALMOHHbIN
nnatex, npegycmoTpeHHbln KomnaHuen
DDoS Guard, u nnatex 3a nepepacxoq
Tpadmka B TedeHue 5 (natm) paboumx
OHEN  NOCre  OKOHYaHUsl  OTYETHOrO
nepuoga

CyM|\/|a NHCTaNNALNOHHOIoO nnarexa
onpepensietcs WcnonHutenem Ha
OCHOBaHWUWM  AaHHbIX  MOMYyYEHHbIX  OT
Komnanun DDoS Guard.

24.

2.5.

2.6.

217.

3.1

3.2.

3.3.

3.4.

3.5.

The Service provision shall be started from
the date the Customer obtains information
about the service activation from DDoS
Guard.

DDoS Guard shall provide technical support
of the Service.

The service plan may be changed after the
end of the paid month in which the service
plan is used. To change the service plan and
to connect the Web application firewall, the
Customer shall send a ticket to the Contractor
through the Ticket System.

DDoS Guard shall change the information for
the provision of the Service, including
information about domains, IP address of the
web resource, email for access to the User
Account on the DDos Guard website, by
accepting tickets from the Customer.

PAYMENT FOR SERVICE

Service plans and the overusage value per 1
(one) rps are available on the Contractor's
website.

The final cost of the Service shall be
determined based on the selected service
plan, the order of the additional Web
application firewall service, the installation fee
and the payment for traffic overusage.

The Customer shall pay the cost of the
Service according to the service plan and the
cost of the additional Web application firewall
service in the manner, time and form
established by the Agreement.

The Customer shall pay the installation fee
provided by DDoS Guard and make the
payment for the traffic overusage within 5
(five) business day after the end of the
reporting period.

The amount of the installation payment shall
be determined by the Contractor based on the
information obtained from DDoS Guard.

3/5



Selectel

3.6.

3.7.

3.8.

41.

4.2.

4.3.

4.4.

Mnatexx 3a  nepepacxoq  Tpaduka
onpegenseTcad  UCXogs W3 OaHHbIX O
nepepacxofe, onpegensemblx B eanHmuax
namepenust Tpaduka (requests per second
(rps)) n nonyyeHHbix oT KomnaHuu DDoS
Guard, yMHOXeHHbIX Ha CTOMMOCTb
nepepacxoga 3a 1 (oauH) rps.

OnvcaHve egnHUUbl U3MepeHus Tpadmka
n cnocob pacyeta Tpadumka npu ero
nepepacxoge ykasaHo Ha Camnte DDoS
Guard.

Ycnyra ¢ BbibpaHHbIM TapudHbIM NAaHOM
npoaneBaeTcs  aBTOMaTuM4ecku  nocne
onnaTtbl  OTYETHOrO  nepwoga,  ecnu
3akasunk He ysepgomun WcnomHutens B
Tuket-cucteme 06 M3MeHeHWM TapudgHOro
nnaHa 3a 5 (NATb) KaneHAapHbIX AHen 4o
NCTEYEHUA CpoKa [ewcTBuUA TapudHOro
nnaHa.

OKOHYAHUE
YCNYru

NPEAOOCTABIEHUA

3akazduMk MOXeT oOTKasaTbCa OT Ycrnyru
n/vnn ot WAF nyTem HanpasneHus 3asiBku
Ha eé oTknioveHne B TukeT-cucteme. lNpu
OTka3e OT  Ycnyru  aBTOMaTuyecku
oTknovaetca ycnyra WAF, onnadeHHble
OEHEeXHble cpeacTBa 3a Oka3aHue OaHHOW
yCnyrn He BO3BpaLLatoTCs.

WcnonHutens BrpaBe OTKIIOYUTD
okasaHue Ycnyru, B criydae HapylleHus
3akasdmMkom cpoka onnaTbl noboro cyeta
bonee 4yem Ha 15 (mATHaguaTb)
KaneHgapHbIX OHen c MOMeHTa
BbICTaBMNeHNs cyeTa.

[Mpn npekpaweHun okasaHus Ycnyru wnu
oTkasa 3akasduka oT Ycnyru 4o nctedeHus
cpoka  OeuctBus  TapudHOro  nnaHa
ynnayeHHble 3akasdvkom VcnomHutenio B
cyeT oKasaHus Ycnyr AeHeXHble CyMMbl He
BO3BpaLLaloTCA.

McnonHuTtenb ocTaBnsieT 3a cobor npaeo
NpUOCTaHOBNEHNs Ycnyrn ans 3akasyuvka
MONMHOCTBID  MIIM  YacTUYHO B Ccriyyae
HapyLleHMs MONMUTUK, YKasaHHbIX B n. 1.4
HacToALIMX Ycnosun co CTOPOHbI
3akasuuka. McnonHuTtene yBeAOMNSET O
TakoM MpUOCTaHOBMNeHMM 3a 1 AeHb A0
NPUOCTAHOBMNEHNST MNyTEM HanpaBneHus

3.6.

3.7.

3.8.

41.

4.2.

4.3.

4.4.

The payment for the traffic overusage shall
be determined based on the information
about the overusage in the traffic units
(requests per second (rps)) obtained from
DDoS Guard multiplied by the cost of
overusage per 1 (one) rps.

The description of the traffic unit and the
traffic calculation method in case of
overusage are available on the DDoS Guard
website.

The Service with the chosen service plan
shall be renewed automatically after payment
of the reporting period, unless the Customer
has notified the Contractor in the Ticket
system about the change of the service plan
5 (five) calendar days before the expiration of
the service plan.

END OF SERVICE PROVISION

The Customer may discontinue the use of the
Service and/or WAF by submitting a ticket for
its disconnection through the Ticket System.
In the event of refusal from the Service, WAF
shall be automatically disabled, and the
money paid for the provision of this service
shall not be refunded.

The Contractor may stop the Service
provision if the Customer does not pay any
invoice within more than 15 (fifteen) calendar
days from the invoicing date.

When the provision of the Service is stopped
or the Customer refuses the Service before
the expiration of the service plan, the funds
paid by the Customer for the provision of the
Services shall not be refunded.

The Contractor shall have the right to
suspend the Service for the Customer,
whether in full or in part, if the Customer is in
breach of policies indicated in clause 1.4 of
these Terms. The Contractor shall inform
about the suspension 1 (one) day before the
suspension by sending a notification via the
Ticket System or email.
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5.

5.1.

5.2.

5.3.

yBeooMmeHus yepes TukeT-cuctemy n/mnm
Mo 3NEeKTPOHHOW MoyTe.

YPOBEHb OKA3AHUA YCIYTU (SLA)

Mpn HemocTymHOCTM YCryrn NpUMeHsieTcs
Cornawenne o6 ypoBHe 06GCyXMBaHUS
Ddos KomnaHun Ddos Guard
pasmelleHHoe Ha cante Ddos Guard
-https://ddos-quard.net/file/sladdg_ru.pdf

B cnyyae HegocTynHoCTM Yenyrm 3akasuumk
CBA3bIBAETCA CO Ccnyxbor nogaepxku
knueHtoB Komnanun Ddos Guard.

KomneHcauua 3a HedoCTynHOCTb Ycrnyru
co CTOPOHb! NcnonHutens He
npegycmoTpeHa.

5.1.

5.2.

5.3.

SERVICE
(SLA)

LEVEL ACCOMPLISHMENT

If the Service is unavailable, the DDoS
service level accomplishment agreement of
DDoS Guard available on the website
https://ddos-guard.net/file/sladdg_ru.pdf shall
apply.

In case of Service unavailability, the Customer
shall contact the DDoS Guard's customer
support service.

No compensation for the  Service
unavailability due to the Contractor shall be
provided.
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