Selectel

ycnosusa UCMNOJIb3OBAHUA OTAOEJIbHbIX
CEPBUCOB:
3ALLNUTA DDOS GUARD

Bepcusi om 28 dekabps 2020 a.,

HacTtosawue yCcnosusA NCNosib3oBaHNA OTAEJIbHbIX

cepBuCcoB («YcnoBusi») ABNAIOTCA
HeoTbeMnemon 4actblo [lonb3oBaTenbcKkoro
cormawenns  («CornaweHuey). TepMuHbl C

MPONUCHOW BYKBbI, KOTOPbIE UCMOSIb3YIOTCS, HO
He onpefeneHbl B HACTOALWMX YCMOBUAX, UMEIOT
3HayYeHue, NpUcBoeHHoe UM B CornalueHuu.

TEPMUWHbI U ONPEAENEHUA

dunbTpauma Tpaduka — aHanu3 n obpaboTka
Tpaduka B cetn “UHTepHeT” pgna uenewn
obecneyeHns ctabunbHOCTU 1 GecnepebonHOCTM
paboTbl MHPOPMALIMOHHBLIX PECYPCOB.

DDoS-ataka nnn DDoS — artaka, cBsi3aHHas C
SonbLUNM KONMYECTBOM 3anpocoB Kk Beb6-pecypcy,
umetolwas CBOeW Lenblo uwnu npuBogswas K
OoTKa3y B paboTe cUCTEMbl U3-3a UcHeprnaHus ee
pecypcoB

Web application firewall, WAF ycnyrm
oOHapyXeHMst n OITOKMPOBAHUIO CEeTeBbIX arak,

obecneunBatoLmne 3awunty OT BpPEeOOHOCHbIX
CeTeBbIX 3arnpocos, MNCMNoJ1b3yeMblX
3MoyMblLUNTIEHHUKaMun and SKcnnyatauunn

YS13BUMOCTM BED-NPUNOXeHWi (canTos).

3awmTa M yckopeHue cautoB- 3awmTta camTa
Ha YypoBHe (ypoBeHb L7) - 3awuTta oOT
DDoS-atak, u KoMnnekc AOoNONHUTENbHbIX ONUWUHA,
MO3BONSLLMX YCKOPUTb 3arpysky canTa Ans
noceTutenemn.

KomnaHus DDoS Guard - napTHep
WcnonHutens, npedocTaBRsitoWwMiA - yCnyrn Mo
3awuTte Be6 pecypcos.

Cawnt DDoS Guard - https://ddos-guard.net/ru
1. NPEOMET

1.1. WcnonHuTenb npegocTaBnseT 3akasyuky
KOMMnekc ycnyr (ganee — «Ycnyra») no
NpegocCTaBneHU0  JocTyna K ycnyram
OunbTpauun  Tpadumka ot DDoS-atak
KomnaHun DDoS Guard (ganee - “Ycnyru
3awuTbl’).  3akasuuk  nNpuHMMaeT

onnaymeaet Ycnyry Mcnonuutento.

CONDITIONS FOR USAGE OF
SERVICES:
DDOS GUARD PROTECTION

INDIVIDUAL

Revision December 28, 2020,

These conditions for usage of individual services
("Conditions") are an integral part of the User
Agreement ("Agreement"). Capitalized terms (used
but not defined in these Conditions) shall have the
meanings assigned to them in the Agreement.

TERMS AND DEFINITIONS

Traffic filtering — Internet traffic analysis and
processing to ensure stability and uninterrupted
operation of information resources.

DDoS attack or DDoS - an attack due to a large
number of requests to a web resource leading to a
system failure due to the exhaustion of its resources.

Web application firewall, WAF — network attack
detection and blocking services that provide
protection against malicious network requests used
by cybercriminals to exploit vulnerabilities in web
applications (sites).

Website protection and acceleration — Website
protection at L7 level — protection against DDoS
attacks, and a set of additional options to speed up
website loading for visitors.

DDos Guard company — the Contractor's partner
which provides services on web resources
protection.

DDoS Guard website — https:/ddos-guard.net/ru
1. SUBJECT

1.1. The Contractor shall provide the Customer
with services ("Service") on providing access
to Traffic filtering against DDoS attacks by
DDoS Guard ("Protection services"). The
Customer shall accept and pay for the Service

to the Contractor.
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1.2

1.3.

1.4.

2.1.

2.2.

2.3.

[epeveHb, cocTaB AOCTYMHbIX Ycnyr
3awuTbl onpegensietca komnaHuen DDoS
Guard 1 ykasblBaeTcd Ha  cawnTe

protection/, a Tawke Ha Cante DDoS
Guard. B cny4yae pacxoxgeHun npuoputeT
umetoT ceegeHusa Ha Cante DDoS Guard.

B 3aBMCUMOCTU oT BblOpaHHOro
TapuHOro nnaHa B pamkax YCcnyrm Moxet
NnpefocTaBnATLCS OOMONTHUTENbHas
ycnyra Web application firewall.

3akasunk 064a3yeTca  O3HAKOMUTBLCH U
cobnogatb  ycnoeuss U npasuna
ucnonb3oBaHus cepeucos DDoS Guard,
yCTaHOBMeHHble komnaHven DDoS Guard,
B TOM 4ucne nonMTUKy JOnycTUMOro
ucnonb3oBaHns CepBncoB. AKTyarnbHblE
pegakuun npasun " YCITOBUWMN,
npumeHnmbIx K cepsucam DDoS Guard,
poctynHel Ha Cawnte DDoS Guard.
KomnaHnua DDoS Guard BnpaBe M3MeHsATb
yKasaHHble MpaBura W YCNOBUS MNyTeM
nyonukauum Takmx nameHeHuin Ha Caiite
DDoS Guard.

norPAOOK
ycnyru

NMPEOOCTABIEHUA

Bbibop n 3aka3 Ycnyru ocyuiectensieTcs
3akasunkom 4epes TukeT-cuctemy w/mnm
yepes [aHenb ynpaeneHus.

3aka3ynk npu 3akase Ycnyrm coobuiaet
WcnonHuTtento:

TapuHbIA NNaH;

nomeH Beb-pecypca;

IP-agpec BebG-pecypca;

email ong goctyna B NWMYHbIA KabuHeT Ha
Cante DDoS Guard n gns nonyyenus
yBEOOMIEHUN;

Mpn HeobxoaMMocCTu VcnonHutene
3anpawvBaeT y 3akasduMmka W  UHble
OaHHble.

CeepeHusi, nonyyeHHsle WcnonHutenem
oT 3akasuvMka npu 3akaze Ycnyru,
nepegatotca  McnonHutenem KomnaHum
DDoS Guard ansa nogkrntodeHus Yenyrmn He
nosgHee 4 (4eTbipex) 4acoB. [lonHbIN
npoLecc NoAkmnoyeHus Ycnyrm npoBOauT
Komnanusa DDoS Guard.

1.2

1.3.

1.4.

21.

2.2.

2.3.

The list and content of the available
Protection Services shall be determined by
DDoS Guard and indicated on the website
tection/, and on the DDoS Guard website. In
case of any discrepancies, the information on
the DDoS Guard website shall prevail.

Depending on the chosen service plan of the
Service, the additional Web application
firewall service may be provided.

The Customer shall read the terms and
conditions for using DDoS Guard services
established by DDoS Guard, including the
acceptable use policy, and comply with them.
The latest editions of the terms and conditions
applicable to DDoS Guard services are
available on the DDoS Guard website. DDoS
Guard shall have the right to amend these
terms and conditions by posting such
amendments on the DDoS Guard Website.

SERVICE PROVISION PROCEDURE

The Customer shall choose and order the
Service through the Ticket System and/or the
Control panel.

When the Customer orders the Service, it
reports to the Contractor:

service plan;

web resource's domain;

web resource's IP address;

email for accessing to the user account on the

DDos Guard website and getting notifications;

The Contractor shall make a query for other
data from the Customer, if necessary.

Information obtained by the Contractor from
the Customer during the Service ordering
shall be transferred by the Contractor to
DDoS Guard to activate the Service no later
than 4 (four) hours. DDoS Guard shall
complete all activities to connect the Service.
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2.4.

2.5.

2.6.

27.

3.1.

3.2.

3.3.

3.4.

3.5.

OkasaHvie Ycnyrv HauMHaeTcss C MOMeHTa

nonyyeHmnss 3akazumkom oT KomnaHum
DDoS Guard WHopmaLuum o]
NoAKIMtoYeHne K ycryre.

TexHuyeckas nogaepkka Yenymm

okasbliBaeTcs co cTopoHbl KomnaHun DDoS
Guard.

M3ameHeHne TapudHOro nraHa BO3MOXHO
nocrne UCTeYeHus OnnadYeHHoro mecsua, B
KOTOPOM  MCMOMb3yeTca MNOAKMOYEHHbIN
TapudHbIi  NnaH Ona  nameHeHus
TapugHOro nnaHa v Ang NOSKNHYEeHUSs
Web  application  firewall  3akazuuk
HanpaBnseT 3asBKy VicnonHuTenio 4yepes
TukeT-cuctemy.

M3meHeHne cBegeHun Ans  okasaHus
Ycnyru, B TOM yucne o gomeHax, IP-agpec
BeO-pecypca, email gns gocTtyna B NUYHbLIN
kabuHer Ha Cante DDoS Guard,
BbinonHaeT Komnanma DDoS Guard,
CaMOCTOATENbHO MNpUHMMAsl 3asiBKM  OT
3akasyuka.

OMNATA YCNYTH

TapudHble nraHsbl " CTOMMOCTb
nepepacxofa 3a 1 (0AuH) rps pasMeLLeHbl
Ha cante VicnonHutens.

KoHeyHas CTOUMOCTb Yenyrm
onpegenseTca uMcxoass M3 BblOpaHHOro
TapudHoro nnaHa, 3akasa
pononHutensHon ycnyrm Web application
firewall, wHCcTannAUMOHHOrO nnaTexa wu
nnartexa 3a nepepacxog Tpaduka.

3akasyuk onnavymMBaeT CTOMMOCTb YcCnyru
no TapugpHOMy nnaHy wn CTOMMOCTb
pononHutensHon ycnyrn Web application
firewall B nopsiake, cpokn u dopme,
ycTaHoBneHHble CornalleHnem.

3akasumk onnaynBaeT MHCTaNNAUMOHHBIN
nnatex, npeaycMoTpeHHbln KomnaHuen
DDoS Guard, n nnatex 3a nepepacxog
Tpaduka B TeyeHwe 5 (natu) paboumx
OHel  nocrne  OKOHYaHUA  OTYETHOro
nepvoga

CymMMa  MHCTanmsiLMOHHOrO  nnaTtexa
onpegensieTcs WcnonHutenem Ha
OCHOBaHWWM  AaHHbIX MONyYeHHbIX OT
Komnanun DDoS Guard.

2.4.

2.5.

2.6.

2.7.

3.1

3.2.

3.3.

3.4.

3.5.

The Service provision shall be started from
the date the Customer obtains information
about the service activation from DDoS
Guard.

DDoS Guard shall provide technical support
of the Service.

The service plan may be changed after the
end of the paid month in which the service
plan is used. To change the service plan and
to connect the Web application firewall, the
Customer shall send a ticket to the Contractor
through the Ticket System.

DDoS Guard shall change the information for
the provision of the Service, including
information about domains, IP address of the
web resource, email for access to the User
Account on the DDos Guard website, by
accepting tickets from the Customer.

PAYMENT FOR SERVICE

Service plans and the overusage value per 1
(one) rps are available on the Contractor's
website.

The final cost of the Service shall be
determined based on the selected service
plan, the order of the additional Web
application firewall service, the installation fee
and the payment for traffic overusage.

The Customer shall pay the cost of the
Service according to the service plan and the
cost of the additional Web application firewall
service in the manner, time and form
established by the Agreement.

The Customer shall pay the installation fee
provided by DDoS Guard and make the
payment for the traffic overusage within 5
(five) business day after the end of the
reporting period.

The amount of the installation payment shall
be determined by the Contractor based on the
information obtained from DDoS Guard.
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3.6.

3.7.

3.8.

4.1.

4.2.

4.3.

4.4.

Mnatex 3a nepepacxon  Tpaduka
onpefensieTcd UCXO4s W3 [OaHHbIX O

nepepacxoge, onpeaensiembix B
edvHMLax nu3mepeHuns Tpaduka (requests
per second (rps)) M MNOMYYEHHbIX OT

Komnanun DDoS Guard, yMHOXEHHbIX Ha
CTOMMOCTb nepepacxoga 3a 1 (0auH) rps.

OnucaHne eguHULbl n3MepeHns Tpaduka
n cnocob pacyeta Tpadmka npu ero
nepepacxoge ykasaHo Ha Caunte DDoS
Guard.

Ycnyra ¢ BblBpaHHbIM TapuHbLIM NNaHOM
npoafnieBaeTcd  aBTOMaTM4eckn  nocne
onnaTel  OTYETHOrO  Mepuoga, ecnu
3aka3uuk He yBegomun KcnonHutens B
TukeT-cucteme 06 nM3MeHeHUn TapugHoOro
nnaHa 3a 5 (NaTb) kaneHgapHbIX OHEWN OO
NCTeYeHNs cpoka [OenNCTBUA TapudHOro
nnaHa.

OKOHYAHMUE
ycnyru

NMPEAOCTABJIEHUA

3akas3ynmk MOXeT oTkasaTbCd OT Ycnyru
n/unn ot WAF nytem HanpaBneHus 3asiBKu
Ha eé oTknyeHne B TukeTt-cucteme. MNpu
oTkasze OT Ycnyrm — aBTOMaTtuM4ecku
oTkntovaetcs ycnyra WAF, onnayeHHble
OEHeXHble CpeAcTBa 3a OkaszaHue JaHHOMW
YyCnyru He BO3BPaLLalTCS.

Mcnonuutenb Bnpaee OTKIMKOYNTb
oKkasaHue Ycnyru, B clnyvyae HapyLleHus
3akasumkoM cpoka onnatbl noboro cyeta
fonee 4yem Ha 45 (copok nATb)
KaneHgapHbIX aHen c MOMEHTa
BbICTaBJ1IEHNA Cc4HeTa.

Mpu npekpalieHnn okazaHusa Ycnyrm unm
OoTKasa 3akasuuka oT YCrnyru 4o McteyeHns
Cpoka  Jgencteus  TapudHoro nnaHa
ynnadeHHble 3aka3umkom VicnonHuTento B
cyeT oKasaHust YCnyr geHeXHble CYMMbl He
BO3BpaLlalTCs.

McnonHutenb octaBnsdeT 3a cobon npaso
npuocTaHoBneHus Ycnyrm ana 3akasyuka
MONMHOCTBID WM YaCTUYHO B  Ccriy4yae
HapyLleHWs MOMWUTKK, yKasaHHblX B Nn. 1.4
HacToALWMX Ycnosun co CTOPOHbI
3akasumka. VicnonHutenb yBegoMnsaeT O
TakoM MpuocTaHoBIreHUN 3a 1 geHb 00
NMPUOCTaHOBIIEHNST MyTEM Hanpa.IieHUs

3.6.

3.7.

3.8.

4.1.

4.2.

4.3.

4.4.

The payment for the traffic overusage shall
be determined based on the information
about the overusage in the ftraffic units
(requests per second (rps)) obtained from
DDoS Guard multiplied by the cost of
overusage per 1 (one) rps.

The description of the traffic unit and the
traffic calculation method in case of
overusage are available on the DDoS Guard
website.

The Service with the chosen service plan
shall be renewed automatically after payment
of the reporting period, unless the Customer
has notified the Contractor in the Ticket
system about the change of the service plan
5 (five) calendar days before the expiration of
the service plan.

END OF SERVICE PROVISION

The Customer may discontinue the use of the
Service and/or WAF by submitting a ticket for
its disconnection through the Ticket System.
In the event of refusal from the Service, WAF
shall be automatically disabled, and the
money paid for the provision of this service
shall not be refunded.

The Contractor may stop the Service
provision if the Customer does not pay any
invoice within more than 45 (forty five)
calendar days from the invoicing date.

When the provision of the Service is stopped
or the Customer refuses the Service before
the expiration of the service plan, the funds
paid by the Customer for the provision of the
Services shall not be refunded.

The Contractor shall have the right to
suspend the Service for the Customer,
whether in full or in part, if the Customer is in
breach of policies indicated in clause 1.4 of
these Terms. The Contractor shall inform
about the suspension 1 (one) day before the
suspension by sending a notification via the
Ticket System or email.
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5.1.

5.2.

5.3.

yBe4oOMIIeHMs1 Yepe3 TUKeT-cucteMy u/unm
Mo 3NIEKTPOHHO NoyTe.

YPOBEHb OKA3AHUA YCIIYTU (SLA)

Mpn HegocTynMHOCTM Ycnyrn npumeHsieTcs
CornaweHne o6 ypoBHe o0OCNyXMBaHWUS
Ddos KomnaHum Ddos Guard
pa3melleHHoe Ha cante Ddos Guard

-https://ddos-guard.net/file/sladdg_ru.pdf

B cnyyae HegocTynHOCTM Ycnyrn 3akasumnk
CBA3bIBAETCA CO Cnyxbon nogaepxku
knnenToB KomnaHmu Ddos Guard.

KomneHcaumsa 3a HegocCTynHOCTb Ycnyru
co CTOPOHBI WcnonHutens He
npegycmoTpeHa.

5.1.

5.2.

5.3.

SERVICE
(SLA)

LEVEL ACCOMPLISHMENT

If the Service is unavailable, the DDoS
service level accomplishment agreement of
DDoS Guard available on the website
https://ddos-guard.net/file/sladdg_ru.pdf shall
apply.

In case of Service unavailability, the
Customer shall contact the DDoS Guard's
customer support service.

No compensation for the  Service
unavailability due to the Contractor shall be
provided.
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