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YCNnoBuAa UCNONb3OBAHUA OTAENbHbIX
CEPBUCOB:
CEPBUC INOCT-VPN

Bepcusi om 22 ceHmsibpsi 2025 e.

Hacrosuwue yCcnoeusaA UCNoNb30BaHUA OTAENbHbIX

CepBuCOoB («YcnoBusi») ABMNAOTCA
HeoTbeMNEMON yYacTblo  [lonb3oBaTenbCKOro
cornawenns («Cornawexune»). TepMuHbI C

NPONUCHON OYKBbI, KOTOPbIE MCMOMb3YTCSH, HO
He onpegeneHbl B HAaCTOAWMX YCNOBUAX, UMEIOT
3HaveHwve, NpuceoeHHoe v B CornatueHuu.

TEPMWHbI U OMNMPEAOENEHUA

YasBumocTtb -
(MporpammMHo-annapaTHoro)

Hepoctatok  nporpammHoro

cpenctea mnnn

WHOPMALMOHHON CUCTEMbI B LIENIOM, KOTOPbLIN
MOXeT BbITb MCNOMNb30BaH ANS peanu3aunn yrpos
BesonacHoOCTM UHopMaLnK.

1.

1.1.

1.2.

1.3.

NPEOMET

VcnonHutenb okasbiBaeT 3akasuunky ycnyry
no GesareHTHOMy CKaHUPOBaHMIO
nyénuyHbix IP-agpecoB ¢ ncnone3oBaHnem
cepTMdOULMPOBaHHOIO ®CTIK
WHCTPYMEHTa Ans aBTOMaTU3NPOBaHHOMO
oBHapyxeHus YassumocTen B
WH(pOPMALIMOHHOM  cucTeMe, a TakKke
npegocTaBneHNIo OTYETOB O pesynbratax
yKa3aHHOro CKaHMPOBaHUS (AnHanus
ysI3BMMOCTEN) (nanee - Ycnyra).
3akasdvk NpuHUMaEeT 1 onnadymsaet Ycnyry
Ucnonnutento.

Ycnyra sBnsieTcss OOMOMHUTENBHOW Mpu
OoKasblBaeMon / 3aka3aHHOW OCHOBHOW
ycniyre McnonHutens, B pamkax KOTOpOW
Wcnonnutenem npegocTaBnsaeTcs
nyonuuHein  IP-agpec  wnu  3akas34uk
npuesasbiBaeT nybnuuHein  IP-agpec K
ycnyram WcnonHutensa. [lpyu  npuBAske
nyonuyHoro  IP-agpeca Kk  ycnyram
VcnonHuntenst 3aka34uk rapaHTUpyeT, 4To
UMeeT npaBo  MNOMb30BaHUS  TaKUM
ny6nmyHbimM IP-agpecom.

Mpn okasaHumM Ycnyrm He npoucxoguTt
HapyLUeHus pabotocnocobHocTH n
OOCTYMHOCTU MHbIX yCryr VicnonHutens.

CONDITIONS FOR USING INDIVIDUAL
SERVICES:

VULNERABILITY ANALYSIS
Revision dated September 22, 2025,

These conditions for usage of individual services
("Conditions") are the integral part of the User
Agreement ("Agreement"). Capitalized terms (used
but not defined in these Conditions) shall have the
meanings assigned to them in the Agreement.

TERMS AND DEFINITIONS

Vulnerability means a flaw in a software (hardware
and software) tool or information system as a whole,
which can be used for realization of information
security threats.

1. SUBJECT

1.1. The Contractor shall render to the Customer
the service of agentless scanning of public
IP-addresses using the tool certified by
FSTEC for automated detection of
Vulnerabilities in the information system, as
well as the provision of reports on the results
of the said scanning (Vulnerability Analysis)
(hereinafter referred to as the Service). The
Customer shall accept and pay for the
Service to the Contractor.

1.2. The Service shall be additional to the main
service provided / ordered by the Contractor,
within the framework of which the Contractor
provides a public IP-address or the Customer
links a public IP-address to the Contractor's
services. When linking a public IP-address to
the Contractor's services, the Customer shall
guarantee that the Customer has the right to

use such public IP-address.:

1.3. During the rendering of the Service, the
performance and availability of the

Contractor’'s other services shall not be
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1.4.

21.

2.2.

2.3.

2.4.

2.5.

2.6.

B pamkax okasaHusa Ycnyru WcnonHutenb
He Gonee 1 (ogHoro) pasa B 1 (04uH)
OTYETHLIV nepuog HanpasnseT 3akas3ynky
B TukeT-cucteme OT4eT O pesynsratax
CKaHMpOBaHWSA,  codepxalmi  CNUcok
oBHapyXeHHbIX ya3BMMOCTEN U Ba3oBble
pekoMeHAauMm no WX YCTpaHeHuo u/unu

yBegomneHme o] HEAOCTYMHOCTH
nyonuyHbix IP-agpecos.

norPAAOK NPEOOCTABIEHUA
ycnyru

3akas Yenyrm ocyLlecTBnsieTCA

3akasdumkom 4epes [laHenb ynpaBneHus
n/vnn TukeT-cuctemy.

Mpn 3akase 3akasumk
crnegyoLwme cBeaeHUs:

ykasblBaeT

nepeyeHb My6rNMYHbIX
CKaHNPOBaHUS;

obLLee KonMYeCcTBO yKasaHHbIX MyBnMyHbIX
IP-agpecoB onsi CkaHMpPOBaHMS.

IP-agpecoB pgns

UcnonHutene He nosgHee 5 (nAtwn)
paboymMx [OHen npoBepsieT CBedeHus,
yKkasaHHble 3akasdmkoMm. McnonHuTenb
BNpaBe  YTOYHUTbL B  TuKeT-cucTeme
OONONHUTENbHbIE cBegeHus h
pekoMeHAoBaTb W3MEHEHWe  YyKa3aHHbIX
3akasdyMkom cBedeHMn C  yKasaHueMm
MPUYUH.

Mocne nposepku ceegeHnin NcnonHutenem
3akasz4duk onnavmBaet Ycnyry.

B cnyyae 3akasa Ycnyrm He nosgHee 5
(naTn) paboynx [OHEM [0 OKOHYaHWS

OTYETHOIo nepunoaa WcnonHutenb
npenocrtaBnAaeT I'IepBbIVI oT4yeT o
pesynbratax CKaHunpoBaHu4 n/vnu
yBeaoMrieHne o HeOOCTYMNMHOCTH

nyonmyHbix IP-agpecoB B TeyeHue 5 (NAtu)
pabounx pgHen nocne onnatbl Ycnyru
3akasumkom. B panbHenwem B pamkax

yCJ'IyFVI WcnonHutenos npenocrtaBnAaeT
OT4HeT O pedyrbratax CKaHNPOBaHUA n/vnu
yBeaoMrieHne o HeOOCTYMNMHOCTH

nyonmyHbix IP-agpecoB B TeyeHue 5 (NATu)
paboumx AHel nocne oKOHYaHWs OTYETHOTO
nepvoga.

B cnyyae 3akaza Ycnyru B TevyeHun 5
(naTn) nocregHux pabounx  gHew

1.4.

21.

2.2.

2.3.

2.4.

2.5.

2.6.

disturbed.

As part of rendering the Service, the
Contractor shall, not more than one (1) time in
one (1) reporting period, send to the
Customer in the Ticket-System a report on
scanning results, containing a list of detected
vulnerabilities and basic recommendations on
their elimination and/or notification on
unavailability of public IP-addresses.

SERVICE PROVISION PROCEDURE

The Service shall be ordered by the Customer
through the Control Panel and/or the Ticket
System.

When ordering, the Customer shall specify the
following information:

a list of public IP addresses to be scanned;

the total number of specified public IP
addresses for scanning.

The Contractor shall, not later than five (5)
working days, check the information specified
by the Customer. The Contractor shall have
the right to specify additional information in
the Ticket System or recommend changing
the information specified by the Customer with
indication of reasons.

After the Contractor has checked the
information, the Customer shall pay for the
Service.

In case of ordering the Service not later than
five (5) working days before the end of the
reporting period the Contractor shall provide
the first report on scanning results and/or
notification on  unavailability of public
IP-addresses within five (5) working days after
the Customer pays for the Service. Further, as
part of the Service, the Contractor shall
provide a report on scanning results and/or
notification on  unavailability of public
IP-addresses within five (5) working days after
the end of the reporting period.

If the Service is ordered within five (5) last
working days of the reporting period, the
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2.7.

3.1.

3.2.

3.3.

41.

4.2.

4.3.

OTYETHOro nepuoga WcnonHuTens
npenocrtasnsaeT nepsbIn ortyer o]
pesynbsratax CKaHupoBaHnA n/unu
yBegomreHme o} HeOOCTYNHOCTHU

ny6nmyHbix IP-agpecoB B TeyeHue 5 (Natu)
pabo4ymx gHen nocne OKOHYaHUsA OTYETHOIO
nepuoaa.

3akasuuk BrpaBe U3MEHUTb
XapakTepuctukun Ycnyrm nyTeMm 3akasa
HoBoM Ycnyrm  w/vwnn  OTnpaBuTb B
TukeT-cucteme 3anpoc Ha W3MEHEHME.
VcnonHutene MW3MeEHsIeT XapakTepUCTUKM
Ycnyrv  nmoO  3anpocy CO  Crnedylowero
nepuoaa onnarbl Ycnyru.

OMNNATA YCIYTU

Ecnn vHoe He ycTaHOBMNeHo Ycnosuamu,
Ycnyra onnayvBaeTcsl B Nopsigke, CPOKU U
dopme, ycTaHOBMNEHHbIX CornalleHnem.

3akasuuk onnayueaet Yenyry no
CTOMMOCTM 3a MNOSIHbI OTYETHbIA Nepuog
6e3 nepepacyeTa No AHSAM UCMNONb30BaHUS.
B Takom crny4ae B c4eTe U aKTe OKa3aHHbIX
yenyr vnu YT cpok okasaHusa ycnyr
yKasblBaeTcs B COOTBETCTBUM C MOJSTHbIM
OTYETHBIM NEPMOOOM.

B cnyyae, ecnv npu 3akase Ycnyru Gbin
aKTMBMPOBaH CepBUC aBTonpoaneHus, To
Nnpy 3aBepLUeHWN TEKYLLEro OonfaYeHHoro
nepvoga M MNPV HaMUMYMU [OOCTaTOYHOM
CYMMbl [EHeXHbIX cpeacTB Ha JluueBom
cyeTe 3akasumka, CpoK OencTBua Ycnyru
OyoeT  aBTOMaTMyecku npoarieH  Ha
criegyrowuii Mecs.

OKOHYAHUE NPEAOCTABJIEHUA
YCNYTHn

3akasuuk MOXeT oTKasaTbCs oT
aBTOMaTM4yecKoro  npoasneHus cpoka

aenctenst Ycnyrm Ha criegylowmn Mecsi
nyTeM CHATUS ranoyku “AetonpoasieHne” B
MaHenu ynpaeneHus.

OkoH4yaHMe  npegocTaBneHus  Ycnyru
npovcxoguTt nocne ncTeveHus
onsavyeHHoro nepuopaa.

Ecnun Ha banaHce 3akasumka
HeQoCTaTOMHO  cpeacte  Ans  onnathbl
Yenyruy, WcnonHuTens npekpawaet

2.7.

3.1

3.2.

3.3.

41.

4.2.

4.3.

Contractor shall provide the first report on
scanning results and/or notification on
unavailability of public IP-addresses within
five (5) working days after the end of the
reporting period.

The Customer shall have the right to change
the characteristics of the Service by ordering
a new Service and/or sending a request for
change in the Ticket System. The Contractor
shall change the characteristics of the Service
upon request starting from the next Service
payment period.

PAYMENT FOR SERVICE

Unless otherwise provided by the Terms and
Conditions, the Service shall be paid for in
the manner, time and form set out in the
Agreement.

The Customer shall pay for the Service at cost
for the full reporting period without
recalculation by days of use. In such case, the
invoice and the statement of services
rendered or the universal transfer document
shall specify the period of rendering the
services in accordance with the full reporting
period.

If the auto-renewal option has been activated
when ordering the Service, then upon
completion of the current paid period and
subject to availability of sufficient funds on the
Customer's Personal Account, the validity
period of the Service will be automatically
renewed for the next month.

END OF SERVICE PROVISION

The Customer may refuse the automatic
renewal of the Service validity period for the
next month by unchecking the "Auto-Renewal"
box in the Control Panel.

The Service shall be terminated after the
expiration of the paid period.

If there are insufficient funds on the
Customer's Balance to pay for the Service,
the Contractor shall terminate the Service on
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5.1.

OKazaHne Ycnyru B MepBbl  OEHb,
crnegylowmii 3a gHeM, B KOTOpoM Ycrnyra
pormkHa bbina GbITb onnayveHa.

YPOBEHb OKA3AHUA YCIYTU (SLA) 5.

5.1.

the first day following the day on which the
Service should have been paid for.

SERVICE
(SLA)

LEVEL ACCOMPLISHMENT

KomneHcrpyemas HegoCTynHOCTb /
Compensable Unavailability

HexkomneHcupyemasi He4OCTYMHOCTb /
Non-compensable Unavailability

Wcnonuutensa /

Failure to provide a report or notification of
public IP address unavailability due to failure
of the Contractor's infrastructure

HenpenocTtaeneHune otyeta unu ysegomnenns | MNpegoctaBneHme  TONMbKO — YBEAOMIIEHUS O
0 HegocTynHocTu nybnuyHoro IP-agpeca HeOOoCTYMHOCTU nyGnu4Horo IP-agpeca
Bcneactaune cb6os MHPacTPyKTypbl BCnencreue HeOOCTYNHOCTH nyGnu4Horo

IP-agpeca no npuynHam, HaxogsAWMMCS B 30HE
OTBETCTBEHHOCTU 3akasyuka, BKIOYasi, HO He
OorpaHM4MBasiCb, OWNBKN KOHUrypauum, otkas ot
ny6nuyHoro
BbIKIIOYEHME
CKaHMPOBaHUIO UNn cetesas n3onsaums /
Providing only notification of public IP address
unavailability due to
unavailability for reasons within the Customer's
area of responsibility, including, but not limited to,
configuration
abandonment, self-shutdown of equipment to be
scanned, or network isolation.

IP-agpeca,
obopygoBaHus

CcaMoCTOSATENbHOE
rogniexatiero

public IP address

errors, public IP  address

5.2.

5.3.

5.4.

5.5.

KomneHcaumss npn HegocTynHocTh Yenyrm 5.2,
coctaensetr 100 % crtommocTn Ycnyru 3a
OTYETHbLIW nepuod, B KOTopom 6Bbina
KOMMeHcupyemas HEeOOCTYMHOCTb.
HepoctynHocTb  YcnyrM  cuuTaetcda Mo
Kaxgomy nyonmMyHoMy IP-agpecy
OTAENbHO.

KomneHcauusa npegocTaBnsieTcs B 5.3.
cpeactBax  (boHycax), nepevucrsembix
UCKIIOYUTENBHO Ha BoHycHbIM  GanaHc.
KomneHcauus OCyLLeCTBseTCS
UCKITIOYUTENBHO YKal3aHHbIM Ccrnocobom wu

He MOXeT BblpaXaTbCsl B BbliNnarte
OEHeXHbIX CPeAcTB UMM 3a4nCnaTbCa Ha
BbanaHc 3akasuuka.

KomneHcauus, He npu Kaknx 5.4.
obcToATenbCTBax, He MOXET MpeBbiWaTh
pasmep CyMMbl, OMfayeHHON 3akaszynkom

3a Mecdy nonb3oBaHWs  YCryron, 3a
KOTOPbIV MPON3BOAMTCS KOMMEHCALNS.

CpeactBa ¢ bBoHycHoro 6GanaHca moryT 5.5.
NCMomnb30BaTbCsA TOMbKO Ans  onnatbl
Yenyru.

Compensation for unavailability of the Service
shall be 100% of the cost of the Service for
the reporting period in which the compensable
unavailability occurred. The unavailability of
the Service shall be accounted for individually
for each public IP address.

Compensation shall be provided in funds
(bonuses) transferred exclusively to the
Bonus Balance. Compensation shall be
provided only in the manner specified and
may not take the form of a cash payment or
be credited to the Customer's Balance.

Compensation may not, under any
circumstances, exceed the amount paid by
the Customer for the month of use of the
Service for which the compensation is made.

Funds from the Bonus Balance may only be
used to pay for the Service.
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5.6.

5.7.

5.8.

5.9.

6.1.

6.2.

YueT HemocTynHocTM Ycnyrm u  pacyeT
KOMMeHcaumm ocyLecTBrsieTcs
aBTOMaTNYeCcKu.

[Ona nonyyeHnss komneHcauum 3akasvuk
rnocrne OKOH4YaHus Mecsiua, B KOTOPOM
Ycnyra ©Obina HeOocTynHa, HanpaensieT
WcnonHutento 3asBrneHne Ha
npegocTaBneHne KoMneHcauuu.
3asiBneHne 3anonHsaetrca  no  dopme
McnonHutens, pasMelleHHONn Ha caunTe
WcnonHutena ¢ ykasaHuem Homepa
TMKeTa, B KOTopom coobwanocb O
HEeAOCTYMNHOCTN YCryru.

Ha ocHoBaHun 3asBneHna 3akasumka o

npegocTtasneHnu KOMMneHcauun,
WcnonHutenb B TeyeHne 7  (cemn)
KaneHdapHblx — OHeW  denaeT  pacdyer

KOMMeHcaunm, a WMEHHO paccYUTbIBaET
pasMep CpeacTB, 3auyucrisieMbiXx  Ha
BoHyCHbIM ~ GanmaHc, wunM  NpUHUMaEeT
peweHne o6 oOTKasze B NpenocTaBleHun
KoMneHcauum, ecnu HepaboTtocnocobHOCTb

Yecnyrm  HacTynuna no  NpuUYuHe, He
3aBucallern ot Wcnonuutens, unu Obina
3annaHuMpoBaHa VcnonmHutenem, o Yem
3akasuuk 6bin yBegoOMIEH.

Mocne NPUHATUA pelleHns 0
npegocTaBneHMn KoMneHcaumm wnm o6

oTkase, MicnonHuTenb yBegoMnseT 06 3Tom
3akasuymka nocpeacTtBoM TUKET-CUCTEMBI.

NPOYUE YCNOBUA

Ycnyra nossonser peanu3oBaTb
TpeboBaHusa Mpukazos ®CTIK Ne 21 n Ne
17 no BbISABMEHUIO U aHaNn3y ya3BMMOCTEN
WHpopmaunoHHbix cuctem (AH3.1) ang
My6nunyHbIX IP-agpecos.

3akasyMk  rapaHtupyet, u4to  Ycnyra
3akasblBaeTcs c cornacus
YNONMHOMOYEHHbIX nmu 3akasuuka.

3aka3umMk He Oyger MMeTb MPEeTeH3um K
VcnonHutento B OTHOWEHUM  IHOObIX
OEencTBui, NpoBOAMMBIX VcnonHutenem B
pamkax WHCTPYMEHTaNbHOro
CKaHMpoBaHus IP-agpecoB npu
npegocrtaeneHnn Cepsuca.

5.6.

5.7.

5.8.

5.9.

The Service unavailability shall be accounted
for and the compensation shall be calculated
automatically.

To receive compensation, the Customer shall,
upon completion of the month in which the
Service was unavailable, send to the
Contractor an application for compensation.
The application shall be filled out according to
the Contractor's form, placed on the
Contractor's website, indicating the number of
the ticket, in which the Service unavailability
was reported.

On the basis of the Customer's application for
compensation, the Contractor shall, within
seven (7) calendar days, -calculate the
compensation, namely the amount of funds to
be credited to the Bonus Balance, or decide to
deny compensation, if the Service’s
inoperability occurred due to a reason beyond
the Contractor’s control, or was planned by
the Contractor, of which the Customer has
been notified.

After the decision to grant or deny
compensation has been made, the Contractor
shall notify the Customer thereof via the Ticket
System.

6. MISCELLANEOUS

6.1.The
requirements of FSTEC Orders No. 21 and No.
17 on identification and analysis of information
systems vulnerabilities (ANZ.1) for Public IP
addresses.

Service allows to implement the

6.2.The Customer warrants that the Service is

ordered with the consent of the Customer's
authorized persons. The Customer shall have no
claims against the Contractor in respect of any
actions performed by the Contractor as part of
instrumental scanning of IP addresses when
providing the Service.
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