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ycnosusa UCMNOJNIb3OBAHUA OTAENbHbIX
CEPBUCOB:
NYBNUYHOE OBJIAKO HA BA3E VMWARE

Bepcusi om 14 ceHmsibps 2021 e.,
ecmyrnaem 8 cusly ¢ 29 ceHmsbps 2021 a.

Hacrosiwue ycnosusi UCNonb3oBaHWUSA OTAEMbHbIX
CepBUCOB («YCNoBuUsA») ABNATCS HEOTbEMTEMOW
YacTblo lMonb3oBaTernbLCKoro cornatleHus
(«CornaweHuey). TepMuHbl C NPONUCHON BYKBBI,
KOTOpble WCNOMb3YKTCA, HO He onpedeneHbl B
HacTosWMX  YCnoBusIX, WMEKT  3HayeHue,
npuceBoeHHoe 1M B CornatueHuu.

TEPMWHbI N ONPEQENEHUA

BupTtyanbHaa mMawmHa — BUPTYann3npoBaHHbIN
cepBep, CO3daHHbIN Ha TexHUYecKon nnoljagke
WcnonHuTens n npegocrasnstoLLas
BblYMCIIUTENBHbIE PECYPCHI 3aKa34uKy.

BupTyanbHbIl OUCK — BblOENEHHbI 0O0bem
AVCKOBOro MPOCTpaHCTBa, pasMellaeMblii  Ha
TexHuyeckon nnowaagke NcnonHurtens.

BupTtyanbHas ceTb - N30MNNPOBaHHbIN
BUPTyanbHbIA KOMMYyTaTop, K KOTOpOMY
NOAKITHOYAKTCS BMpTYyarbHble MaLLMWHBbI
3akasuunka.

OpraHun3auus — COBOKYNHOCTb [Nonb3oBatenen u
vDC, onpeneneHHad B pamkax OOHOW y4eTHOW
3anucum.

NMonb3oBaTenb - napa UMS-Napornb,
onpegenswowias Bnagernbua 00ObeKTOB.
Monb3oBatenu co3garTca 3aka3ynkoM B pamKax
AOMeHa.

vDC - BupTtyanbHbin [lata-ueHTp, JOrmM4ecku
N30nMpoBaHHas rpynna 00ObeKToB
BUpTYyanusaumm (BMpPTYanbHbIX MaLLVH,

BUPTYyanbHbIX [OUCKOB, BUPTYyamnbHbIX ceTen), K
KOTOpPOW MOXET MMeTb gocTyn Nonb3oBarersb.

CONDITIONS FOR USAGE OF INDIVIDUAL
SERVICES:
PUBLIC CLOUD ON VMWARE

Revision dated September 14, 2021,
will come into effect from September 29,2021

These conditions for usage of individual services
("Conditions") are the integral part of the User
Agreement ("Agreement"). Capitalized terms
(used but not defined in these Conditions) shall
have the meanings assigned to them in the
Agreement.

TERMS AND DEFINITIONS

Virtual Machine is a virtual server created on the
Contractor's Service Platform and offering
computing resources to the Customer.

Virtual Disc is an allotment of the disc space
allocated on the Contractor's Service Platform.

Virtual Network is an isolated virtual switchboard
to which the Customer's virtual machines are
connected.

Organization is a group of Users and vDC

defined within one account.

User is a login-password pair which identifies the
owner of the objects. Users are created by the
Customer within the domain.

vDC is the virtual Data Center, a logically isolated
group of virtualization objects (virtual machines,
virtual discs, virtual networks) to which the User
can have access.
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Pecypc - aTtoMmapHas eavnHuua,
npeacTtaensawwas cobor  4acTb  pecypcoB
dmsnyeckoro cepsepa, MBO  MUHMMAnbHO

BO3MOXHYH 4acCTb I'Ipeﬂ,OCTaBJ'IﬂeMOIZ ycnyru.

Resource is an atomic unit which is either part of
the physical server resources or a minimum
possible part of the service provided.

Pecypchl / Resources

EavHuua nsmeperHus / Measuring Unit

MpoueccopHble sapa / Processor Cores

LWtykn / Pieces

Custom Image Storage

OnepatneHasa namats / RAM lwrabant / Gigabyte
BasoBbi anck / Basic Disc lvrabawt / Gigabyte
BeicTpbii gnck / High-Speed Disk lvrabawt / Gigabyte
XpaHeHune nonb3oBaTenbCckMx 06pa3sos / lvrabawt / Gigabyte

Mnaeatowmn IP-agpec / Floating IP-address

Ltykn / Pieces

Moacetb n3 5 agpecos /
Subnet out of 5 addresses

LWtyku / Pieces

Pe3epBHOE KONMpoBaHWe BUPTYyarbHOM
MaLUunHbI /
Backup of Virtual machine

Wtyku / Pieces

MecTto B penosutopuu /
Repository disk space

lwrabanTt / Gigabyte

NIumuTt — numuT PecypcoB, KoTopble MOryT BbiTb
MCNONb30BaHbl 414 CcO34aHNA 0ObEeKTOB B pamMKax
ogHoro VvDC. YctanaBnuBaetca WcnonHutenem
aBToMartmdeckn npu cosgaHum vDC n moxet
MEHSATLCS MO 3asiBKe 3akazyuka.

APl - nporpammHbIi NUHTepdenc
aBTOMAaTM3UPOBaAHHOIO yNpaBneHns ycryron.

ans

MaHenb ynpaBneHus vDirector — oTgenbHas
naHenb ynpaeneHusd, npegocraesnsemMass B
pamMKax HacTosilen ycrnyrm u npegHasHavYeHHas
ona  ynpaeneduss vDC. Tpetbm nuua moryt
nomnyyartb AOCTYMN K BHELUHEN NaHenu yrnpasneHns
no wHuumatmee 3akas3dnka 6e3 3aBegeHus
OoTAenbHOM  yyeTHom  3anucu B [laHenwn
yrnpaBneHnst y4eTHOW 3anmcbio 3akasyuka.

MaHenb ynpaBneHuss VBR - otgenbHas naHenb
yrpaBrneHnss  pe3epBHbIM  KOMWPOBaHMEM U
BOCCTaAHOBJIEHMEM BUPTYyarbHbIX MawuH Ha Ga3e
pelwweHusa Veeam® Backup & Replication.

YnpaBnsawwas MNpocrionka — COBOKYMHOCTb
MaHenu yrnpaBreHusi y4YeTHOM 3anuncbio
3akasuuka, APl n BHelIHNX naHenen ynpasneHus
NpoeKTamMm, CO30aHHbIX 3aKa3ynKkoMm.

Limit is the limit of resources which can be used
for creating objects within one vDC. It is
automatically set up by the Contractor when
creating a vDC and can be changed upon request
of the Customer.

APl is the software interface for automated
service management.

VDirector Control Panel is a separate control
panel provided within the scope of this service
and designed to control vDC. Third parties can be
granted access to the External Control Panel at
the initiative of the Customer without establishing
a separate profile at the Customer Profile Control
Panel.

VBR Control Panel is a separate control panel to
manage virtual machines backup and recovery
with Veeam Backup & Replication.

Control Middleware is a set of the Customer
Profile Control Panel, APl and External Project
Control Panels created by the Customer.
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24.

2.5.

2.6.

217.

NPEOMET

Vcnonuutene npepocTtaBnser 3akasyuky
poctyn K BMPTYanunaMpoBaHHOM
WH(ppacTpykType, cocTtoswen ns Pecypcos,
obbeamHeHHbIx B vVDC (ganee — «Ycnyray).
BupTtyanuanpoBaHHasi WHpacTpyKTypa
peanu3oBaHa C MNOMOLLbIO MPOrpaMMHOro
obecneveHns VMware Ha dusmyeckon
NHppacTpyktype WcnonHutens. 3akasymk
NpYHUMaeT n  onnaymeBaetr  Ycnyry
WcnonHutenio.

NOPAOOK NMPEOOCTABIEHUA YCIYTU

Bakasumk cosgaer vDCC, wn ykasbiBaet
Tpebyembin TMN  vDC B [laHenu
ynpaBneHusi.

OkasaHue Ycnyrm HadmHaetTcss ¢ MOMEeHTa
ee 3akasa lcnonHuTenem npu Hanuunu
pocTtatoyHoro Ans BblibpaHHoro Tuna vDC
KonuyectBa cpefcts Ha BbanaHce ycnyru
3akasunka Ana Havana npefocTaBeHust
Yenyru.

3akasyvk MOXeT co3aaTb OAuH unu bonee
vDC wn ynpaenate wumn u3 [aHenu
ynpasneHusa vDirector.

Ona poctyna k vDC aBTtomatuyecku
cospaeTcs MNonb3oBaTtenb U Naporib.

3akasuuk cosgaeT BupTyanbHble MalluHbI,
BupTyanbHble guckn n BupTyanbHble cetn

B pamkax JiumutoB vDC B [laHenu
ynpasneHus vDirector.

VcnonHntene  BMpaBe  yCTaHaBNMBaTb
orpaHu4eHue no MaKkcumarneHo

OOMyCTUMOMY UCMOSb30BaHUI0 Kaxaoro 13
pecypcoB B paMmkax OpraHusauum, a Takke
no konuyectey vDC.

Onnate  nognexut ucnornb3yemoe
KONn4yecTBo pecypcos. 3akasunk
CaMOCTOATENbLHO BbIOMPaeT KoHdUrypauuo
BupTyanbHbIX  MaLwuH, BupTyanbHbIxX
anckoB 1M BupTyanbHbix  ceTen  3a
NCKMIOYeHMeM CcryyaeB, Korga TakoBble

1.1.

2.1.

2.2.

2.3.

24.

2.5.

2.6.

217.
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SUBJECT

The Contractor provides the Customer with
access to virtualized infrastructure
consisting of Resources combined in vDC
(hereinafter referred to as the “Service”).
Virtualized infrastructure is implemented
using VMware software on the basis of
physical infrastructure of the Contractor.
The Customer accepts and pays the
Service to the Contractor.

PROCEDURE FOR SERVICE PROVISION

The customer creates vDCC, and indicates
the required type of vDC on the Control
Panel.

Provision of the Service starts from the
moment it is ordered by the Contractor if
there is a sufficient amount of funds on the
Customer’s Service Balance for the
selected vDC type to start providing the
Service.

The Customer can create and control one
or more vDCs from the vDirector Control
Panel.

A user and password are automatically
created to access vDC.

The Customer creates Virtual Machines,
Virtual Disks and Virtual Networks within
the vDC Limits on the vDirector Control
Panel.

The Contractor has the right to set limits on
the maximum allowed usage of each of the
resources within the Organization, as well
as on the number of vDCs.

The used amount of resources shall be
paid. The Customer chooses the
configuration of Virtual Machines, Virtual
Disks and Virtual Networks independently,
except when they are created by the
Contractor in an automatic mode.
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2.8.

2.9.

2.10.

2.11.

2.12.

2.13.

2.14.

2.15.

€co3JalTcs B aBTOMaTMYECKOM pexume
WcnonHutenem.

CepBep, Ha KOTOPOM pa3smellaeTcs
BupTyanbHas MaLlumHa 3akasuuika,
MOAKIHOYEH K CETM Ha CKOPOCTU He MeHee
10 IbuT/cek; paHHasl nonoca pasgensercs
mMexay Bcemu BupTyanbHbIMKU MalnHamu,
3anyLleHHbIMM Ha cepBepe McnonHutensi.
MoTpebneHHbIn 3akasymkom
NHTEPHET-TpaduK yYnUThLIBAETCSH B
COOTBETCTBUM C Tapudamu, yKaszaHHbIMM
Ha caunTte cnonHutens.

Monoca nponyckaHua ana kaxgoro vDC
orpaHuyeHa 1 réut/c.

Hoctyn B wuWHTepHeT ana BupTyanbHbIX
MaLLUVH 3akaz4dmka OCyLLECTBIISIETCSA
nocpeacTBoOM:

Mnasatowwux IP-agpecos;
MybnnuHbix nogceten u3 5 wnm Gonee

agpecos.

Mnasatowme |IP-agpeca wn nybnuyHble
NOACETV CO34alTCa aBTOMAaTU4eCcKkn nocne
3akasa Heobxognmbix Pecypcos.

3akas4duk Bnpase ucnonb3oBatb |IP-agpeca
n3 pacdeta oguH IP- agpec Ha ofgHy
BupTyanbHyo MalumHy.

WNcnonHutenb MOXeT B OAHOCTOPOHHEM
nopsgke yMeHbLUUTb KBOTY Ha IP-agpeca B
crnyyae, €CnvM yKasaHHOe YCMOoBUE He
cobniogaetrca 3akasumkom. VcnonHuTtenb
MOXeT paspewmnTb 3akasuumky
ncnonb3oBaTth BbleneHHble IP-agpeca npu
YCNOBMU ONMaTtbl BTOPOro M NOCMEQYHLLINX

IP-agpecoB  Ha ogHy  BupTyanbHyio
MaLLuHY.
CornacoBaHue Ha ncrnonb3oBaHne

BblgeneHHbIx IP-agpecoB ocywiecTensercs
B TukeT-cucreme.

MOXeT B nwobon
nnn yp,aﬂﬂTb B

3akasuuk
cosfaBaTtb

MOMEHT
vDC
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The server hosting the Customer’s Virtual
Machine is connected to the network at the
speed of not less than 10 Gbps; this band
is shared between all the Virtual Machines
running on the Contractor's server. Internet
traffic consumed by the Customer is taken
into account in accordance with the tariffs
specified on the Contractor’s website.

The bandwidth for each vDCs is limited to 1
Gbps.

Internet access for the Customer's Virtual
Machines is provided through:

Floating IP-addresses;

Public subnets out of 5 or more addresses.

Floating IP addresses and public subnets
are created automatically after ordering the
necessary resources.

The customer is eligible for using IP
addresses at the rate of one IP address per
Virtual Machine.

The Contractor may unilaterally reduce the
Quota for IP addresses if the condition
specified is not met by the Customer. The
Contractor may allow the Customer to use
dedicated IP addresses provided that the
second and further IP addresses are
charged for one Virtual Machine.

The approval of the dedicated IP addresses
usage is carried out in the Ticket System.

The Customer may at any time create or
delete Virtual Machines and Resources in
vDC within the limits set by the Customer.
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2.16.

2.17.

3.1.

3.2.

41.

BI/IpTyaJ'IbeIe MallnHbl W PecprbI B
paMKax 3agaHHbIX 3akas3uynMkom NMMMUTOB.

3akasynk CcaMOCTOSTENbHO OCYLLECTBAET
akcnnyataumio  BupTyanbHbIX — MalUMH
nyTem yganeHHoro p[octyna K HuM Mo
CeTIM CBA3W OOLLUEro nonb3oBaHUSA UIK
yepes [laHenb ynpasneHus vDirector,
CaMOCTOATENbHO yCcTaHaBnueaet n
HacTpamBaeT Ha BupTyanbHbix MaluMHax
HY>KHOE eMy nporpaMMHoe obecneyeHue.

3aKasyvMK MOXEeT HacTpavBaTb pe3epBHOe
KOMUPOBaHWE U BOCCTAHOBMEHME CBOUX

BMPTyanbHbIX MawuH 4epe3 [laHenb
ynpasneHunsa VBR.
OMNATA YCNYTU
Onnate  nopnexur MakcumarnbHoe

3HaYeHne CyMMbl PECYPCOB KOHGMrypauumn
BupTtyanbHbix mMawmH B vDC, a Takke
obwux PecypcoB 3a nocnegHwuin 4yac Ao
BbINOMTHEHWS1 O4EepPEeaHOro CrincaHms.

Onnara ncnonb3yembix Pecypcos
ocyLlecTBnaeTca nyTeM cnucaHmna cpencts
¢ banaHca 3akaszunka 1 pa3 B u4ac
CYyMMapHO MO BCEM WCMOMb30BaHHbIM
pecypcam 3a npoLuelini Yyac unu 3a UHomu
BPEMEHHOM WHTepBan, nexops n3
OCOBGEHHOCTEN  UCMOMb30BaHUSA  KaXOoro
pecypca. Npun HanuMuMm cpedcTB Ha BCeX
AByx GanaHcax 3akasuuka cnucaHus
npomseBogdaTcsa CcHayana ¢ BoHycHoro
banaHca u nocrne ¢ banaHca ycnyrn. B
crlyyae ecnM HUW Ha OgHOM u3 GanaHcoB
HegoCTaTOYHO CPEeACTB Ha OCyLLEeCTBMEHNe
OfHOro MosHoro cnucaHus 3a
noTpebneHHble pecypcbl, HO B CyMMe
cpeactB Ha OanaHcax [OCTatovyHo Anis
OJHOrOo crucaHus, To ByaeT ocyLlecTBrneHa
YacTuyHas onnata co Bcex GanaHcoB Ha
CYMMY OHOrO CMMCaHus.

OKOHYAHUE NPEAOCTABINEHUA
YCNyru
Mpu pocTwxkeHnn Hynesoro banaHca

ycnyrm mnm OanaHca, HeQoCTaTO4YHOro Ans

2.16.

2.17.

3.1.

3.2.

41.
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The Customer independently operates the
Virtual Machines by remotely accessing
them via public communication networks or
through the vDirector Control Panel,
installing and configuring the necessary
software on the Virtual Machines on a
standalone basis.

The Customer may configure backup and
recovery of their virtual machine using the
VBR Control panel.

SERVICE PAYMENT

Maximum value of the sum of Virtual
Machine configuration resources in vDC
shall be paid, as well as the total
Resources for the last hour before the next
writing off the funds.

Payment for used Resources is made by
debiting funds from the Customer’s
Balance once per hour in total for all used
resources for the past hour or for a different
time interval, based on the characteristics
of each resource usage. If there are funds
on all the Customer's two balances,
deductions are made first from the Bonus
balance and then from the Service
Balance. If there are not enough funds on
one of the balances to make one full
write-off for the consumed resources, but
aggregately the amount of funds on the
balances is enough for one write-off, then
partial payment will be made from all the
balances for the amount of one write-off.

END OF SERVICE PROVISION

When the Balance for service reaches zero
or the amount which is not enough to make
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4.2.

4.3.

4.4.

4.5.

OCYLLeCTBINEHMSA CneayoLlero cnmcaHms 3a
notpebnsiemble  pecypcbl,  OTKIOYEeHUe
poctyna K vDC npouncxogut
aBToMartmyecku. VicnonHutens otnpaensiet
3akasdnky yBenoMreHMe 06 OTKIHYeHUU
ycnyr B TukeT-cucteme.

Mpu BanaHce ycnyru, HeQOCTaTOYHOM ANs
OCYLLECTBINEHNSA CNeayOLEero cnmcaHms 3a
notpebnsemble pecypcbl, B TeyeHne 5
(maTn) kaneHgapHbIX gHen, McnonHutenb
BnpaBe NPUMOCTaHOBWUTL OKasaHue Ycryriu.

MNpn  banaHce, HepocTaTtodHOM  And
OCYLLECTBIEHNST CNEAYIOLLEro cnncaHms 3a
notpebnsiemble pecypcbl, B TedeHue 14
(4eTblpHaguaTi)  KaneHgapHblX  OHEN,
VcnonHntene  BnpaBe yganuTb  Bce
BupTyanbHble MawuHbl, a Takke nobble
apyrve obbekTbl 3akasduka, cosgaHHble B
pamkax Ycnyrm U XpaHdawmecss  Ha
obopygoBaHum VcnonHutens. YkasaHHbIN
CpOK  MOXeT  OblTb  mpoasieH no
cornaweHnto CTOPOH.

3akasunk MoXeT NPOAOIIKNUTL
ncnonb3oBaHne Ycnyrn, npuv  yCrnoBuM
NononHeHns BanaHca ycnyrm o
ncreveHuns 14 (YeTblpHaguaTh)
KaneHaapHbIX aHen c MOMeHTa
OOCTWXKeHWss HyneBoro GanaHca wnu

GanaHca ycnyrM, HeOoCTaTOYHOro [Ans
OCYLLECTBIEHNSA CreayHoLLero cnmcaHus 3a
noTpebnsieMble pecypchl. [pu NONoHEHNUM
BanaHca ycnyru B ykasaHHbIi CPOK Mpu
HanMuuM  3aJ0SDKEHHOCTM Mo onnaTe
Ycnyru B pasmepe paHee UCnonb3oBaHHbIX
pecypcoB, CyMMa 3afOiPKEHHOCTM Oyaet
cnvicaHa B MOMeHT rnoronHeHuss BanaHca
ycnyru.

3agomkeHHOCTb MO onnate  Ycnyru
paccunTbiBaeTcs MCxoas M3 CTOMMOCTU
Pecypcoe pgna vDC, OTKMOYEHHBLIX 3a

HeynnaTty, dopmupyeTca Kak CcymMma
cToumocT 6GasoBoro pAgucka, ObicTporo
AMCKa,  XpaHeHus  Morb30BaTeNbCKMX

obpasos, nybnuyHbIX |IP-agpecoB un gpyrnx
pecypcoB, 3akpenneHHblx 3a vDC, 3a
Bpemsl, B TeyeHne kotoporo vDC Obin
OTKIHOYEH.

4.2.

4.3.

4.4.

4.5.
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a further payment for the resources used,
the access to vDC is disabled
automatically. The Contractor sends a
notification about suspension of the
Services to the Customer in the Ticket
System.

If the Service Balance is insufficient for the
following charge for 5 (five) calendar days,
the Contractor has a right to suspend the
provision of the Service.

If the Service Balance is insufficient for the
following charge during 14 (fourteen)
calendar days, the Contractor has a right to
delete all Virtual Machines, as well as any
other objects belonging to the Customer,
created as part of the Service and stored
using the Contractor's equipment. The
mentioned term can be prolonged on the
basis of the mutual consent of the Parties.

The Customer can continue to use the
Service in case of refilling the Service
Balance within 14 (fourteen) calendar days
from the moment of reaching the Service
balance insufficient for the following
charge. When replenishing the Service
Balance within the specified period, if there
is a debt to pay for the Services in the
amount of previously used resources, the
amount of debt will be debited at the time of
replenishment of the Service Balance.

The debt in payment of the Services is
calculated based on the cost of Resources
for vDC disconnected for non-payment, and
is formed as the sum of the cost of Basic
Disk, High-Speed Disk, storage of user
images, public IP-addresses and other
resources assigned to vDC for the time
during which vDC was disconnected.
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4.6.

5.1.

5.2.

B cnyyae otkasa 3akasumka oT Ycnyru
3akasuuk BnpaBe NepevncnnTb CPeacTsa c

BanaHca ycnyrm Ha Jluuesom  cyet
3akasuuka.

TPEBOBAHUA no SALUUTE
UWH®OPMALIA

3aka3umk 00s13aH npecekaTb  Cryyau
HeCaHKLUMOHMPOBAHHOIO goctyna K

NCcnonb3yeMbiM MNporpaMMHbIM CpeacTBam
N He JomnyckaTb NCMOMNb30BaHNST CBOMX UIU
npegocTaBnseMblX WcnonHutenem
pecypcoB ans NonbITOK
HECaHKUMOHMPOBAHHOIO AOCTyNa K ApYrnm
pecypcam ceTu VIHTEpHET. B 4acCTHOCTW,
3aka3uvK OOMmKeH He OonyckaTb Ha CBOMX
BupTyanbHbIx MalmnHax  cCrnegyoLmx
cUTyauumn:

¢ BupTyanbHo MawwuHbl OTNpaBnsalTCA
COOOBLLEHUS SMEKTPOHHOM MOYTbI OT UMEHU
agpecoB, He MpUHagnexawmx CeTu
(nomeHy) 3akasuuka;

nporpamMmmHoe obecneyeHne BupTyanesHon
MaLLMWHBbI ncnornb3yeT naponw,
yCTaHaBnMBaeMble Mo YMOSHaHMIo;

¢ BupTyanbHoI MaLLMHbI MICXOOAT NaKeTbl C
HeBepHbIM agpecoM mMcTodHuka (IP source
address);

¢ BupTyanbHon mMaluMHbI UCXOQAT MNakeTbl
cnyxbbl gomeHHbix uMEH (DNS) c
HaMepPEHHO MCKaXKEHHBLIMWU OaHHbIMU;

Ha BupTyanbHOM MalUMHEe NPUCYTCTBYIOT
BPEOOHOCHbIE NPOrpamMMbl;

Ha BupTyanbHOM MalUMHEe NPUCYTCTBYIOT
n/vnn paboTtaloT Nporpammebl, creymanbHO

npegHasHadyeHHble O5nA  OCyLlecCTBIieHuA

HeCaHKLMOHMPOBAHHOIO goctyna K
WHpopmaumn.
VMcnonnutenb BnpaBe  obecneynBatb

aBTOMaTMYecKylo cunsTpaumio Tpaduka c

4.6.

5.1.

5.2.
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In case of the Customer’s refusal to use the
Service, the Customer is eligible to transfer
amounts from the Service Balance to the
Customer’s Personal Account.

INFORMATION PROTECTION
REQUIREMENTS
The Customer is obliged to prevent

situations of unauthorized access to the
software used and not to allow the use of
the Customer's resources or the resources
provided by the Contractor in order to
prevent attempts of unauthorized access to
other Internet resources, in particular, the
Customer shall not allow the following
situations on the Customer's Virtual
Machines:

E-mails on behalf of the addresses that do
not belong to the Customer’s network
(domain) are being sent from the Virtual
Machine;

Virtual Machine software is using default

passwords;

Packages with an invalid source address
(IP source address) are coming from the
Virtual Machine;

Domain Name Service (DNS) packages
with intentionally distorted data come from
the Virtual Machine;

there is malicious software on the Virtual
Machine;
programs specially designed for
information are

the Virtual

unauthorized access to

present and/or active on

Machine.

The Contractor is entitled to provide
automatic traffic filtering in order to block
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6.1.

6.2.

Lenbio BNoKMpoBaHMA OTNpaBkM Tpaduka ¢
nogaenbHbIMK (He Ha3Ha4YeHHbIMK
BUPTYarbHON MaLunHe) IP 7
MAC-agpecamn.

YPOBEHb OKA3AHUS YCNYTU
(SLA)

Tabnuua Ne1

sending of the traffic with fake (not
assigned to the Virtual Machine) IP and
MAC addresses.

SERVICE LEVEL ACCOMPLISHMENT
(SLA)

Table No.1

YpoBeHb AOCTYMHOCTHU

TaHAapTHbIN vDC /

PesepBupoBaHue mexay

paboTocnocobHoOCTH 3a
mecsay, /
% (percent) of efficiency
per month

vDC / Standard vDC asymsa LLOO
vDC Accessibility Level (kaTacTpocoycToM4YnBbIN
vDC) /
Redundancy between two
DCs (disaster tolerant vDC)
% (npoueHT) 99,98 % 99,99 %

KomneHcupyetca 0.5% crtommoctn Ycnyrm
3akasumka 3a kaxgble 30  MUHYT
KOMMEHCUPYEMON HEeOOCTYMNHOCTU  Ycnyru
0o 100% ctoumocTu Ycnyru.

HepocTtynHocTb Yenyrm (npocTon)
onpefensieTcss Kak WHTepBan BpeEMEHM
MEeXy MOMEHTOM OTNpaBku CcoobLLeHus
nocpeacTtBoM TUKET-CUCTEMbI B Cryx0y
nogaepxkm UcnonHutens M MOMEHTOM
3aBEPLUEHNS BOCCTAaHOBUTENbHbLIX paboT
WcnonHutenem. OnpegenstoTcs
cnegyoLwme Buabl NpoCcTos:

Tabnuua Ne2

6.1.

6.2.

0.5% of the cost of the Customer Services
for every 30 minutes of the Service
compensated unavailability is compensated
up to 100% of the Service cost.

The unavailability of the Service (ineffective
time) is defined as the time interval
between the moment of sending a
message via the Ticket System to the
Contractor’'s support service and the
moment of completion of the recovering
work by the Contractor. There are the
following types of downtime defined:

Table No.2

KomneHcupyembin npocton /
Compensable downtime

HekomneHcupyembi npocton /

Non-compensable downtime

HepoctynHocTe BupTyanbHbixX MaLlUWH
3akas4dunka BcneacTeue cbos
NHppacTpykTypbl icnonHutens. JaHHbIN
BM, NPOCTOS1 KOMMNEHCUPYETCS COrNacHoO
pecypcam, KOTopble HEe MO BbITb
NCNonb30BaHbl BO BPEMSI MPOCTOSA

HepoctynHocTe YnpaBnsioLen NpoCnonku.
lMonHast HEBO3MOXXHOCTb BbIMNOTHEHWS
kakmx-nnbo gencteui ¢ vDC yepes MNaHenb
yrpaBreHnst y4eTHOM 3anmcbio 3akasynka, a
Takke ¢ nomollbto NaHenu ynpaeneHus
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6.3.

6.4.

6.5.

BCcneacTBue c6os BupTyanbHON MaLlWHBbI. K
HMM OTHOCSITCS: MPOLIECCOpHbIE Aapa,
onepaTtuBHas namstb, 6a3oBbIN ANCK,

ObICTPbIN ANCK, UCMIONb3YEMblE
noctpagaslen BuptyanbHon mawumHon. /
Inaccessibility of the Customer’s Virtual
Machines due to a failure of Contractor’s
infrastructure. This type of downtime is
compensated according to resources that

could not be used during downtime due to a

vDirector, nonHas HEBO3MOXHOCTb
BbINONHEHWs1 onepauni yepes API. /
Inaccessibility of the Control middleware.
Complete impossibility to perform any actions
with vDC via the Customer Profile Control
Panel, as well as using vDirector Control
Panel, complete impossibility to perform
operations via API.

Virtual Machine failure. These include:
processor cores, RAM, Basic Disk,

High-Speed Disk used by the affected Virtual

Machine.
KomneHcauus onpegensercs kak 6.3. The Compensation is defined as amounts
cpefctsa, nepeyncnsemMole NcnonHutenem transferred by the Contractor exclusively to
UCKNouUTENBHO Ha BoOHycHbIM  BanaHc the Bonus Balance for service in case of
ycnyrn B criydae HedoCTYMHOCTW YCnyrn, B unavailability of the Service, in accordance
coorBeTcTBMM ¢ Tabnuuen Ne 2. with Table No.2. The transfer to be made
[Mepeuncnenne ocyLecTBsIETCA B TEYEHNE within the first 7 (seven) working days of
nepsBbix 7 (cemn) paboumx gHen mecsua, the month following the month in which the
cnegywouwiero 3a MecsileMm, B KOTOPOM Service was unavailable, if there is a
Ycnyra 6bina HegoCTynHa, NpW Hanmu4uu message sent via the Ticket System, about
COoO0OLLEHNs, OTNPABIIEHHOIO C MOMOLLbIO the ineffective time and the requirement for
TukeT-cuCcTeMbl, 0 NPOCTOe U TpeboBaHMs compensation. Amounts from the
06 OCYLLIeCTBIEHUN KomneHcauuu. Customer’s Bonus Balance can only be
CpepnctBa ¢ boHycHoro 6anaHca 3akas4yuka used for the Service payment. The
MOFYT MCNOSb30BaTbCA TONbLKO 4S5 onnaThl Compensation to be carried out solely by
Yenyrn.  KomneHcauusi  ocyliecTensierca transferring amounts to the Bonus Balance
NCKMIOUNTENBbHO nytem 3auncneHus for service.
cpencTB Ha BoHycHbI BanaHc ycnyri.
Mpun pacyete KoMneHcauum He 6.4. When calculating the compensation, the
YUMTBLIBAOTCA  CpeacTBa, HayuCreHHble monetary funds accrued earlier to the
WcnonHntenem paHee Ha  BOHYyCHbIN Service Bonus balance by the Contractor
fanaHc ycnyrm (B pamKax peknamHbIX (as part of promotions or for violation of the
akuun unM  3a  HapylleHue  ycnosui terms and conditions for using certain
NCNoNb30BaHWUs  OTAEMbHbIX  CEpPBUCOB), services), written off by the Contractor from
cnucaHHble Wcnonuutenem ¢ BoHycHoOro the Customer’s Bonus balance as payment
OanaHca 3akas4yumka B CHET onnaTbl YCryru. for the Services.
Ecnu WcnonHutenb pacnonaraetr 6.5. If the Contractor has his own data on the

COBCTBEHHBbIMU OaHHbIMK (0] Ha4ane
NPOCTOA, yKa3biBakOWNMN Ha bonee paHee

BpeMs Hayana npocTos, 4Yem Bpems
OTNpaBKu coobLeHuns yepes
TukeT-cuctemy 3akas34yMkoM, OH MOXeET
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downtime start, indicating a earlier start
time of the downtime than the time the
message was sent via the Ticket System
by the Customer, he can use this data.
Disputes on downtime are resolved through
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6.6.

6.7.

6.8.

6.9.

1crnonb30BaTh 9TW AaHHble. PasHornacus o
BPEMEHWU MpPOCTOS paspellalTcsa nyTém
neperoeopoB CTOpoH B TUKeT-cUCTeMe.

Pabounm BpemeHeM cumTaeTcs Bpems c 8
00 23 yacos no pabounm gHam, ¢ 11 go 22
YacoB B BbIXOAHbIE W Mpa3gHUYHbLIE OHM.
OcrTanbHoe BpeMsi cuMTaeTcst Hepaboumnm.

B cny4vae coobLeHuns,
OTNpPaBnNeHHOro NnocpeacTBoM
TUKET-CUCTEMBI, M CODCTBEHHbLIX [OaHHbIX
McnonHutena o Hayane npocTos, Ycnyra
cyMTaeTcs OOCTYMHOW, @ KOMMNeHcaums He
BbiMfa4nBaeTcs.

OTCYTCTBUA

Y4étr BepéTcsa pasgenbHo Ansd  Kaxkaon
BupTyanbHon MawwnHbl. TOYHOCTb Yy4déTa
NMPOCTOSA COCTaBMSIET HE MeHee 1 MUHYTbI.
Ecnn nepuvop npoctos npuxogutcst Ha
MOJTHOYb mMexay  KOHLOM n Ha4vyarnom
Mecsiua, TO NPOCTON MNONTHOCTbI0 OTHOCUTCS
K TOMYy Mecsily, B KOTOpbIA npunacb
fonbLuas 4acTb NPOCTOS.

He noponexur
CBSI3aHHbIN c
Henpeoaonumon
obcToaTenscTBaMH,

KOMMeHcauum npocTon,
obcTosiTeENLCTBAMM
cunbl n WNHBIMU
Npon3oLIEALLINMN  He
no BuHe MWcnonHutens. He nognexut
KomneHcauum nNpocTon, Bbl3BaHHbIN
devicteusamu (besgerictenem) 3akasyumka.

6.6.

6.7.

6.8.

6.9.
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negotiations between the Parties in the
Ticket System.

Working time is considered from 8 to 23 on
weekdays, from 11 to 22 on weekends and
holidays. The remaining hours are
considered non-working.

In the absence of message sent via the
Ticket System and the Contractor's own
data on downtime start, the Service is
considered available, and compensation is
not paid.

Recording is made separately for each
Virtual Machine. The accuracy of downtime
recording is not less than 1 minute. If
downtime occurs at midnight between the
end and the beginning of the month, then
the downtime fully applies to the month in
which most of the downtime occurred.

The ineffective time is not subject to
compensation due to force majeure or
other circumstances that occurred through
no fault of the Contractor. The ineffective
time is not subject to compensation due to
actions (inaction) of the Customer.



