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YCNnoBuAa UCNONb3OBAHUA OTAENbHbIX
CEPBUCOB:
MOHUTOPUHIT OTKPbITbIX MOPTOB (6eTa)

Bepcusi om 9 okmsibpsi 2023 e.

Hactoswme ycnosusi («Ycrnosusi») sIBNSOTCS
HeoTbeMneMon 4actblo  [lonb3oBaTenbLCcKoro
comawenns  («CornaweHne») un  Ycnosun
NCMnornb30BaHUs OTAENbHbIX CepBUCOB:
“MpepoctaBneHne BbIOENEHHOrO cepBepa WU
BblOEMNeHHOro cepsepa NpOM3BONbHON
KoHurypauun”. TepMuHbI C MPONUCHON ByKBbI,
KOTOpble MWCMOMNb3YHTCH, HO He onpeaerneHbl B
HacToAWMX  YCNoBUSX, UMEKT  3HaJveHwue,
npuceBoeHHoe um B CornalueHny unu B YcrnoBusix

NCMnornb30BaHUs OTAENbHbIX CepBUCOB:
“lMpenoctaBneHne BbIOENEHHOrO cepBepa W
BblOEMNeHHOro cepsepa NpOM3BONbLHON
KOHurypauuun”.

TEPMWHbI U OMNMPEAENEHUA

OTKpbITbIA MOPT - JIOTMYECKNA CETEBOW MNOPT
KOTOPbIA  MPOCMyLUMBAET BXOAsLLME CETEBbIE
SYN-3anpocbl no npotokony TCP wn roToB
obpabarbiBaTb MX.

3aKkpbITbIA MOPT - JIOMTMYECKUA CETEBOW MOPT
KoTopbin He oTBeyvaeT Ha SYN-3anpocbl no
npotokony TCP Ha cooTBETCTBYIOLLMIA NOPT.

DoBepeHHbIN nopT - OTKpbITbIM NopT Ha IP
afjpece KOTOpbIM OTMEYEH KIIMEeHTOM  Kak
poBepeHHbin meTkon KNOWN ¢ napameTtpom
true. [ng ycTtaHOBNEHUS METKM WCNOMb3yeTcd
cooTBeTcTByoWMin API 3anpoc.

APl - nporpammHbIi  MHTEpdeENnc
aBTOMAaTM3NPOBAHHOIO YNpaBneHns YCnyrou.

ans

1. NMPEOMET

1.1. WcnonHutens npegocTtaBnser 3akasynky
ycnyry no  obHapyxeHuto  OTKpbITbIX
nopToB (ganee — «Ycnyray).

1.2. B pamkax Ycnyrv npenocTtaBnsieTcs:

. obHapyxeHne OTKpbITbIX MOPTOB AN
IP-agpecos, npegocTaBnseMblX
WcnonHutenem ycnyr 3akasquky;

. BO3MOXHOCTb 0603HaunTb [loBepeHHble

nopTbl;

CONDITIONS
SERVICES:
OPEN PORT MONITORING (beta)

FOR USING INDIVIDUAL

Revision dated October 9, 2023

These terms and conditions (“Conditions”) shall form
an integral part of the User Agreement
(“Agreement”) and Conditions for Usage of Individual
Services i.e., “Providing Dedicated server and
Dedicated server of custom configuration”.
Capitalized terms used in these Conditions but not
defined herein shall have meanings assigned to
them in the Agreement or the Conditions for Usage
of Individual Services i.e., “Providing Dedicated
server and Dedicated server of custom
configuration”.

TERMS AND DEFINITIONS

Open Port is a logical Internet port that scans
incoming network SYN requests via TCP and can
process them.

Closed Port is a logical Internet port that does not
respond to SYN requests via TCP sent to the
corresponding port.

Trusted Port is an Open Port based on an IP
address that is marked as trusted by the client with
the "KNOWN" label and the "true" value. The
appropriate API request shall be used to determine
the label.

APl is a programming interface for automated
service management.

1. SUBJECT
1.1. The Contractor shall provide the Customer
with a service for the detection of Open Ports
(hereinafter referred to as the "Service").

1.2.  The following shall be provided as part of the
Service:

. detection of Open Ports for IP addresses of
the services provided to the Customer by the
Contractor;

. option to specify Trusted Ports;
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2.1.

2.2.

2.3.

24.

3.1.

3.2.

41.

4.2.

5.1.

nony4yeHve aBTOMATM4YecKoro otyeta o6
obOHapyXeHHbix OTKpbITbIX MopTax Ha
3MEKTPOHHYI0 NOYTY M akkayHT Telegram.

noPAOOK NMPEOOCTABIJIEHUA
ycnyrum

3aka3 " noaknoYeHe Yenyrm
ocylecTBnseTcs 3aKaszqmkom
CaMOCTOATENBHO nyTem OTNpaBKu

COOTBETCTBYHLMX 3anpocoB API.

OkasaHue Ycnyrm HauvMHaeTcsa C  gathl
nogknodeHnsa nepeoro IP-agpeca k Ycnyre.

3aKkasdunk CaMOCTOSITENMbHO  WUCMONb3yeT
Ycnyry 4yepe3s API, nogkniovas K Ycnyre
Heobxoammble |IP-agpeca.

Mpn obHapyxeHun HoBoro OTKPbITOro
nopTa Ha 9NEKTPOHHYK MOYTY U akkayHT
Telegram  3akazdMka  (ykasaHHbIX B
YyeTHoMn 3anmcm) aBTOMaTU4eCcKu
nNpuUXoauT yBegomseHne ob atom.

OMNATA YCNYTU

Ycnyra siBnsetca beta-Ycnyron cornacHo
n. 1.2 CornaweHnsa, oKa3sbiBaeTcs B
TECTOBOM  pexume  Ans  nonydeHust
WHpopmaumm o e€ paboTocnocobHOCTU U
He noanexuT onnarte 3aKka3ynkom.

OcHoBHasa ycnyra onnadyvMBaeTcst B paMKax
COOTBETCTBYIOLLNX TApUKOB.

OKOHYAHUE
YCNyru

NPEAOCTABIIEHUA

3aka3umk BnpaBe oOTKasaTbCs OT YCNyru
yoanme  4epe3 APl Becb  cnucok
IP-agpecoB, NOAKMOYEHHbIX K Ycnyre.

WcnonHutenb BrpaBe no CBOEW
WHMLMaTMBE OTKasaTb B NPeLOCTaBneHun
Yenyrn, npegBapuTenbHO YyBedOMUB 00
3TOM 3akas4uka.

YPOBEHb OKA3AHUA YCNYTU (SLA)

KomneHcauus 3a HegoCTYMHOCTb
BbeTta-Ycnyru He npegycMoTpeHa.

2.1.

2.2.

2.3.

24.

3.1.

3.2.

41.

4.2.

5.1.

receipt of an automatic report on detected
Open Ports to e-mail and Telegram account.

SERVICE PROVISION PROCEDURE

The Customer shall independently order and
connect the Service by sending the
corresponding API requests.

The provision of the Service shall start from
the date of connection of the first IP address
to the Service.

The Customer shall independently use the
Service via API by connecting the required IP
addresses to the Service.

When a new Open Port is detected, a
notification shall be automatically sent to the
Customer's email and Telegram account (as
specified in the Profile).

PAYMENT FOR SERVICE

The Service is a Beta Service under clause
1.2 of the Agreement, provided in test mode
to obtain information on its performance and
not subject to payment by the Customer.

The Main Service shall be paid within the
applicable plans.

END OF SERVICE PROVISION

The Customer shall be authorized to cancel
the Service by deleting the entire list of IP
addresses connected to the Service via API.

The Contractor shall be authorized to refuse
to provide the Service on their own initiative,
having previously notified the Customer
thereof.

SERVICE
(SLA)

LEVEL ACCOMPLISHMENT

No compensation is provided for the
unavailability of the Beta Service.
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6.

6.1.

6.2.

6.3.

OrPAHUYEHUA
Bo3moxHO obHapyxeHue OTKpPbITbIX
nopToB TOMbKO ansi IP-agpecos,

npegocrtaBnsemblx 3akasuvky B pamkax
OcHoBHOM ycnyrn. 3aka3uuMk He BrpaBse

yCTaHaBnMMBaTb MOHWUTOPWHI Ha WHble
IP-agpeca.
Ycnyra MOXeT HanpasnaTb

NOXHO-NONOXUTENbHbIE YBEeAOMIEHUs 06
n3meHeHnn cratyca noptoB. O noObIx
HEeCOOTBETCTBUAX UMM olIMbKax 3akasuyuk
MOXeT HanpaBuTb yBegoMrieHme
McnonHutento B TUKET-cUCTEME.

WcnonHutenb He pekomeHayeT
ucnonb3oBatb beTta-Ycnyry B KadecTBe
€OWHCTBEHHOrO cpeacTBa obHapyxeHus
OTKpPBbITLIX NOPTOB.

6.1.

6.2.

6.3.

LIMITATIONS

Detection of Open Ports is only possible for IP
addresses provided to the Customer as part
of the Main Service. The Customer shall not
be entitled to install monitoring tools for other
IP addresses.

The Service may generate false positive alerts
of port status changes. The Customer may
notify the Contractor of any discrepancies or
errors via the Ticket System.

The Contractor shall not recommend the use
of the Beta Service as the sole means of
detecting Open Ports.
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