Selectel

ycnosusa WUCMNONb3OBAHUA OTAENbHbIX
CEPBUCOB:
NPEAOCTABIEHUE
AOMUHUCTPUPOBAHUA

ycnyr

Bepcusi om 2 mapma 2023 2.,
ecmynaem 6 cusny ¢ 17 mapma 2023 .

HacTtosuwume ycnoBusi UICNoOMNb30BaHUS OTAEMNbHbIX
cepBUCOB («YCNoBusi») ABNAOTCA HEOTHEMITEMOM
4YacTbio Monb3oBaTenbLCKOro cornatueHus
(«CornawweHne»). TepMuHbI C NPOMUCHOW BYKBBI,
KOTOpble MWCMOMb3ylTCH, HO He onpefeneHbl B
HacToAWMX  YCNOBUSX, UMEKT  3HayeHue,
npucBoeHHoe uM B CornaiueHum.

TEPMWHbI U ONMPEAENEHUA

Cucrema - COBOKYMHOCTb no n/vnm
obopynoBaHus, agMUHUCTPUPOBaHWE KOTOPOro
mMoxeT ObiTb npoBedeHo WcnonmHutenem no
3anpocy 3akasuumka B pamKax OKa3blBaemou
Yenyrw.

MHuMaeHT - HesannaHWpoBaHHble MNepepbiBb
paboTbl CUCTeMbl WUINU CHWKEHWE KadecTBa eé
paboTsbl.

3anpoc Ha ob6cnyxuBaHue - obpalleHue
3akasunka o npefocTaBneHMn MHGoOpMaLUM Unu
3KCMepTHON KOHCYnbTaumm WcnonHutens.
3anpocbl Ha obcnyxuBaHue He  TpebyloT

N3MeHeHn koHdurypaumm Cructemsl.

3anpoc Ha n3meHeHue - obpalleHne 3akasunka
C npepgnoXeHmem O BbINOJTHEHUN U3MEHEHUn B
KoHdurypaumm Cuctembl. Takon 3anpoc OOSmKeH
BKIOYaTh AeTanbHOe onvcaHve 3anpallinBaemoro
u3mMeHeHns B  KoHdurypauuu Cuctembl wn
OTAENbHO cornacoBbiBaeTcs MicnonHutenem.

anIOpVITeT - Karteropud, wucnosrnbdyemad nond
onpeaeneHnda Cpo4HOCTU peLleHns MHunpeHTa.

Bpema peakumm - Mepa BpeMeHM  OT
perucrpauum, MOCTYNMBLLEFO obpalleHus
3akasumka, 0o nepson obpaTHOMW cCBA3KU OT

WNcnonHutens.

CONDITIONS FOR USAGE OF
SERVICES:
PROVISION OF ADMINISTRATION SERVICES

INDIVIDUAL

Revision dated March 2, 2023,
will come into effect from March 17, 2023

These conditions for usage of individual services
("Conditions") are the integral part of the User
Agreement ("Agreement"). Capitalized terms
(used but not defined in these Conditions) shall
have the meanings assigned to them in the
Agreement.

TERMS AND DEFINITIONS

System is a software and / or hardware complex
administration of which can be effected by the
Contractor upon the Customer’s service request
within the scope of the Service being provided.

Incident is unplanned interruptions in the System
operation or deterioration of its performance.

Service Request is a Customer request to the
Contractor for provision of information or expert
consultation. Service Requests do not require any
changes in the System configuration.

Change Request is a Customer request with an
offer to make changes in the System
configuration. Such a request has to include a
detailed description of the requested change in
the System configuration and shall be separately
agreed by the Contractor.

Priority is a category used to determine the
priority of the Incident resolution.

Response Time is the time from logging the

request received from the Customer to the first
feedback of the Contractor.
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BpeMﬂ peweHna - makCnMMalibHOE BpeM4d nocne

perucrpauumm NHumpeHTa, oTBeAeHHoe
WcnonHuutento Ha  BOCCTaHOBreHue  paboTbl
CucTemMbl WM NpPeOoCTaBMeHUs  KOHCYNbTaumn

3aKasuuky.

Bpemsa HepocTtynHocTM ycnyru (npocTtoun) -
onpenensieTcsl kak WHTepBan BPEMEHWM MeXay
MOMEHTOM OTMNPaBkM COOBLLEHNS MOCPEaCTBOM
TWKET-CUCTEMbI MMM OMOBELLEHUS OT CUCTEMbI
MOHUTOpA " MOMEHTOM 3aBepLUeHns
BOCCTaAHOBUTENbHbLIX paboT WcnonHutenem no
nHumaeHtam 1 MNpuoputeTa.

Pexxum 8x5 - Pexum npepoctasneHunsa Ycnyru ¢
noHedenbHWKa Mo MATHULY, B pabouve OHWM C
10:00 yacos go 18:00 yacoB MO MOCKOBCKOMY
BPEMEHMN.

Pexum 24x7 - Pexvnm npepoctasneHus Ycnyr
aQMWHUCTPUPOBAHUS KPYTTIOCYTOYHO, B TOM YuMChe
B BbIXOAHbIE " npasgHnYHbIe OHK,
YCTaHOBMEHHbIEe AENCTBYOLWUM
3akoHoaatenbcTtBoM Poccuiickon depepaumn ¢
00:00 go 23:59 yacoB MO MOCKOBCKOMY BPEMEHN.

1. NPEOMET

1.1. Wcnonuutenb npepocTaBnseT 3akasquky
JocTyn K [ONOMNHWUTENbHOW  ycryre
aAMWHUCTPMPOBaAHNST CEPBUCOB (panee —
«Ycnyra»), B pamkKax okasbiBaemon /
3aKkasaHHOW OCHOBHOW YCIyru:

. MpepocTtaBneHne Bbi4ENEHHOIO cepBepa U
BblENEeHHOro  cepBepa  NPOWU3BOSbLHOM
KOHUrypauuu;

. O6nayHasa nnatdopma;

. My6nnyHoe obnako Ha 6a3e VMware.
OCHOBHbIE YCIyrM OKa3sblBaKOTCS B pamMKax
COOTBETCTBYOLLNX Ycnosuit
NUCNONb30BaHWsi  OTAErNbHbIX  CEePBUCOB.
TepMuHbl, onpegeneHHble B YCNOBUAX
UCMOMNb30BaHUA  OTAENbHbIX  CEPBUCOB,
nmetoT B HaCTOALLMX Ycnosusix
NPUCBOEHHOE UM 3HAYEeHue.

1.2.  Ycnyra cocTtouT U3 criegyoLlmx CeEpBUCOB:

Resolution Time is the maximum time after the
Incident logging allowed to the Contractor for the
System recovery or provision of a consultation to
the Customer.

Service Unavailability Time (Downtime) is
determined as a time interval between sending a
message via the Ticket System or a notification
from the monitor system and the time of
completion by the Contractor of recovery work
under 1 Priority Incidents.

8x5 mode is the mode of the Service provision
from Monday to Friday, on weekdays, from 10:00
to 18:00 Moscow time.

24x7 mode is the mode of the Administration
Service provision around the clock, including
week-ends and bank holidays established by the
legislation in force of the Russian Federation, from
00:00 to 23:59 Moscow time.

1. SUBJECT
1.1.  The Contractor provides the Customer with
access to the additional service for server
administration (hereinafter referred to as
the “Service”, “Administration Service”),
within the framework of the
rendered/ordered basic services, including:

. Providing dedicated server and dedicated
server of custom configuration;

. Cloud platform;
. Public cloud on VMware/

Basic services are provided under terms of
the relevant Conditions for usage of
individual services. Terms that are defined
in the Conditions for usage of individual
service shall have their assigned meanings
in these Conditions.

1.2. The Service consists of the following
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1.3.

2.1.

2.2.

2.3.

2.4.

2.5.

CepBucHbIe
MHumnpeHToB;

yCryru  no  YCTPaHEHUIO

MoHutopuHr Cnctembl 3akasudumka;

BHeceHne un3mMeHeHUn B KOHUrypauuto
Cucrembl.

3aka3uvKk NpMHMMaeT u onnadmneaeT Ycnyry
WcnonHutento.

NOoPAOOK NMPEAOCTABJIEHUA YCNYTU

Bbibop ¥ 3aka3 Ycnyru ocyLecTBrsieTcs
3akas4nkom Yepesd TUKET-CUCTEMY.

WcnonHntene B TedeHne 1 (ogHOrO)
paboyero gHa HanpasnseT 3akas3unky B
TukeT-cncteme ¢opMy OMPOCHOrO nucTa
ANS YTOYHEHUS] TEXHUYECKUX MapameTpoB
npegoctaBneHus Ycnyru, B TOM u4ucne
xapakTepuctmuk Cuctembl W  KOHTaKTOB
OTBETCTBEHHbIX NL, 3aKas4nka.

3akasymk 3arnonHser dopMy OMpPOCHOIo
nucTa u npuckinaetr eé B TUKeT-cUCTEME.

WcnonHuutenb  okasbiBaeT  Ycnyry B
COOTBETCTBMM  CO  CBEAEHUAMW U3
3anorfiHEHHOro  3aKas4yvMkoM  OMPOCHOTO
nvucra.

WUcnonHnTenb BrMpaBe YTOYHWUTb WHble
CBEAeHUs  Ons  oKasaHua  YCnyru.

McnonHntens Ha OCHOBE 3arnoSfIHEHHOro
OMPOCHOrO NIUCTAa U MONYyYEHHbIX CBEAEHWI
coobLaet 3akasuuky: obbem
okasblBaemow Ycryru, CpOKM OKasaHus
Ycnyrm n eé CToumMocCTb.

Mpn HeobxogmmocTn VcnonHuTenb MOXeT
WHULUMNPOBATL YCTAHOBOYHYIO BCTpeYy C
npucytcteuem npeacrasuteneri CTOpOH
npeaHasHa4YeHHOM  ONns  YTOYHEHUs U
cornacoBaHusi BCeX HeobxoouMMbiX Ans
oKasaHust Ycnyru cBefeHWn W [aHHbIX, B
TOM YuCre:

1.3.

2.1.

2.2.

2.3.

2.4.

2.5.
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features:

Incident control services;

Customer System monitoring;

Modification of the System configuration.

The Customer accepts and pays the
Service to the Contractor.

PROCEDURE FOR SERVICE PROVISION

The Customer shall select and order the
Service via the Ticket System.

The Contractor, within 1 (one) business day,
shall send to the Customer within the Ticket
System a questionnaire form  for
specification technical parameters of the
Service provision, including characteristics
of the System and contacts of the
Customer’s persons in charge.

The Customer shall fill in the questionnaire
form and return it via the Ticket System.
The Contractor shall provide the Service in
compliance with the information contained
in the questionnaire form filled in by the
Customer.

The Contractor shall be entitled to specify
other information for provision of the
Service. The Contractor, on the basis of the
questionnaire form and the obtained
information shall communicate to the
Customer: the scope, the timeline and the
value of the Service provision.

If necessary, the Contractor may initiate a
kickoff meeting to be held in the presence
of representatives of the Parties intended
for specification and agreement of all
information and data required for the
Service provision, including:
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2.6.

2.7.

2.8.

2.8.1.

2.8.2.

WHopmaumu, 3akas4mkom

cornacHo n. 2.2;

yKazaHHOW

TexHuYyeckor BO3MOXHoOcTM WcnonHutens
oKkasaHust Ycnyru B xenaemom 3aka3qmkom
obbewme;

CpoOKa Hayana npegocTaBneHus Ycnyru;
CTOMMOCTW YCnyru.

MpencraButenu CTOPOH, NPUCYTCTBYHOLLNE
Ha Takomn BCTpeue, cuymTaroTcs
YMONTHOMOYEHHbBIMY CtopoHamm Ha
NPUHATME pEeLUeHUA MO OKasaHWK YCnyru.
Utorm YyCTaHOBOYHOW BCTpeYn,
BKIIOYAKOLLME MHAOPMaLMIO O CpoKax,
CTOMMOCTU U 06beme Ycnyrn UKCUPYHOTCS
WcnonHutenem B TukeT-cucteme.

3akasuuk cornacoBbIBaeT ycroeusl
okasaHus Ycnyrn B TukeTt-cucteme. lNocne
COornacoBaHus yCcrnoBUN okasaHusa Ycnyru
McnonuuTtenb coobuaet 3akasuumky
NOPsIAOK WU CPOKM onnatbl YCryru.

Ycnyra HauvMHaeT npefocTaBnATbCcA B
TeYyeHne, HO He no3sgHee, 5 (NATK) pabounx
OHen c patel onnatel  Ycnyrum nocne
OKOHYaTEmNbHOro cornacoBaHusi BCEX
JeTanen peanusauumn npoekta 3akasdvka
o6enmn CTopoHamu.

Mopsapok oKasaHus cepBuca
«CepBUCHbIe YyCnyrM nNo YyCTPaHEeHUuIo
MHumnpeHTOB»:

Cepsuc “CepBUCHbIE ycnyrm no
yCTpaHeHuo WHumpeHToB”
npegycmarpmBaeT BbIMOSIHEHMWE

McnonHutenem HeobxoauMbIX OENCTBUN
ana yctpaHenus WHuupgeHTta, B cny4ae
ob6palleHust 3akas4mka.

Mpuoputer MHumMgeHTa ycTtaHaBnMBaeTCs
VicnonHnTenem Ha OCHOBaHWUM KPUTUYHOCTH
1 mMacwTtabHocTu nospexaeHns Cuctemsl,
ONMcaHHbIX 3aka3ynkom npu obpatleHuu, a
Takke coobuwaerca WcnomHutenem B

2.6.

2.7.

2.8.

2.8.1.

2.8.2.
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Information stated by the Customer as per
clause 2.2;

the Contractor’s technical ability to provide
the Service in the scope requested by the
Customer;

the Service start date;
the Service value.

Representatives of the Parties present at
such meeting shall be deemed authorised
by the Parties to make decisions on the
Service provision. The kickoff meeting
results, including information on the scope,
the timeline and the value of the Service
provision shall be recorded by the
Contractor in the Ticket System.

The Customer shall approve the conditions
of the Service provision in the Ticket
System. Upon approval of the conditions of
the Service provision, the Contractor shall
communicate to the Customer the
procedure and the time of payment for the
Service.

The Service provision shall start within no
later than 5 (Five) business days after
payment for the Service, upon final
agreement of all details of the Customer’s
project realisation by both Parties.

Procedure of provision of the Incident
Control Services:

The Incident Control Services stipulate
performance by the Contractor of relevant
actions to control an Incident, upon the
Customer request.

The Incident Priority shall be set by the
Contractor on the basis of the criticality and
scale of the System deterioration described
by the Customer in its request, and shall be
communicated by the Contractor in the
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2.8.3.

2.84.

2.8.5.

TukeT-cucteme.

npl/l Hanm4ymm K TOMY

[0CTaTOMHbLIX OCHOBaHWIA MO COrNacoBaHUIo
CT1opoH lMNpropnTtet MOXET ObiTb U3MEHEH.

MpenycmaTtpusaeTcs

cnenywouiaa

knaccudmkaums MproputeTos:

Mpuoputet 1 -
DYHKLMOHMPOBaHNS

nnn

MpekpalleHue =
3Ha4vyuTernbHoe

yXyAleHne kadectBa pabotel Cuctemsl;

Mpuoputet 2 -

3HaunTernbHble =

HeuncnpasHOCTU, npuBoadline K CHMXEeHUo

3asAB/IeHHbIX

©esonacHocTn nnn

ynpaenaemMoCcTu Cucrtemsl;

Mpuoputer 3 -

BO3MOXHOCTEN,

YPOBHSI
HapyLleHuto

HeVICI'IpaBHOCTVI, HE =

3aTparvBaloLlMe KayecTBo YCrnyr, Habop
BbINOMHAEMbIX (OYHKUMIA UM HOpMarbHoOe

2.8.3.

Ticket System. In the presence of sufficient
grounds, the Priority may be changed by

mutual consent of the Parties.

Priorities are classified as follows:

Priority 1 — Termination of operation or
deterioration of the System

substantial
performance;

Priority 2 — Significant failures resulting in
reduction of claimed capabilities, security
impairment  of

level or
controllability;

Priority 3 — Failures that have no effect on
functionality
operation of the

the service
performed or

quality,
normal

the

PYHKLUNOHNPOBaHNE 00bekToB Customer’s administration objects.
agMUHUCTPUpPOBaHus 3akasduka.
BpemeHHble napameTtpbl ycTpaHeHne 2.8.4. Time parameters of Incident control:
NHUnaeHToB:
L Pexum
MpuopwuTteT / Priority Bpems peakuun / Bpewms peweHus /
ob6cnyxuBaHus / . - .
. Response time Resolution time
Service mode
. 15 muHyTt / 15
MpuopwuteT 1/ Priority 1 Pexum: 24x7 | 24x7 . 2 yvaca/ 2 hours
minutes
MpuopuTteT 2 / Priority 2 Pexxum: 8x5 / 8x5 15.’ My /15 8 yacos / 8 hours
minutes
MpuopwuteT 3 / Priority 3 Pexunm: 8x5 / 8x5 1yac/ 1 hour 24 yaca / 24 hours
Vcnonuutene BbinonHaeTr pguarHoctuky m 2.8.5. The Contractor shall perform diagnostics

c6op pOaHHbIX 06 WHuUMOeHTe, a Takke
npuMeHeHve wucnpasneHnsa. [duarHoctuka
BO3HUKWeEro WHumageHTa npoBogutca C

ncnonb3oBaHNEM

cpeacTs

yAaneHHoro

0O0CTyna 1 BKIo4aeT B cebs1 , B TOM uucne:

YyacTtume B BocnpoussegeHun NHumaeHTa; .

Cbop [aHHbIX U3 >XypHanoB paboTbl =
CucTeMbl N CUCTEMbI MOHUTOPUHTA;
CeteBas anarHoctuka NHunaeHTa; .
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and collect data on the
implementation of
diagnostics shall be conducted remotely

correction.

and include, among other things:

Participation in the Incident reproduction;

Gathering of data from the logs of the

System and the monitoring system;
Network diagnostics of the Incident;

the System

Incident and
Incident
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2.8.6.

2.8.7.

2.8.8.

2.9.

2.91.

2.9.2.

C6op pononHutensHom WHdopmaunm 06
MHumnpeHTe (cueHapun nosiBNeHus,
CKPUHLLIOTbI U Mp.);

BbinonHeHne [OencTBUMW MO YCTPaHeHUIo
BO3HUKLLIErO WHumpeHTa nocre
HaXoXOEeHUA peLleHns;

BoccraHoBneHne Cucrtembl N3 pesepBHbIX
KOMNuA.

Mocne BbIMNOMHEHNS WcnonHutenem
OEenCcTBMA N0 ycTpaHeHuto WHuMaeHTa,
Vcnonuutene coobuwaetr 3akazdnky 00
yCTpaHeHWK NHumnpeHTa unu o]
HEBO3MOXXHOCTW €ro YCTpaHeHUs!, B CBS3N C
OEeNCTBUSMU, HEOOXOOUMBIMU CO CTOPOHbI
3akasumka. 3akasumk B TeyeHue 3 (Tpex)
pabounx [pOHel nopTBepXOaeT 3akpbiTue
3anpoca WAM  YTOYHSIET Heobxoaumyto
WHopmaumo. B cnyyae  oTcyTCTBUSA
oTBeTa 3akas4yMka B YyKasaHHOE BpPeEMS
3anpoc 3aKpbIBaeTCs aBTOMaTUYECKN.

B cnyyae Hecormacuss C  3aKpbITUEM
3anpoca 3akasumk B TeyeHwe 3 (Tpex)
pabo4mx aHen npucbinaet B
TukeT-cnucreme WcnonHutento
MOTMBMPOBAHHbIA OTKa3 OT 3akpbiTus. 1o
cornacosaHnto CTOPOH 3anpoc  MOXeT
ObITb OTKPbIT NOBTOPHO.

B pamkax cepuca “CepBUCHbIE yCnyru no
ycTpaHeHuto NHunaeHToB” 3akasyunk MOXeT
oTnpaBuTb B TukeT-cucteme 3anpoc Ha
obcnyxumBaHue. VicnonHutenb oTBeYaeT Ha
3anpoc ¢ B Pexume 8x7 He nosgHee 40
paboumx 4YacoB C MOMEHTa MoOny4vyeHus
3anpoca.

Mopsaok oKasaHus cepBuca
“MoHuTOpUHr CucTeMbl 3aKa3umka”:

VcnonHutenb ycTaHaBnuBaeT n
HacTpauBaeT  cCUCTEMY  MPOAKTUBHOIO
MOHUTOpPUHra Ha Cucremy,
PacnonoXeHHy Ha obopyaoBaHum

VcnonHutens B cootBeTcTBUM ¢ OCHOBHOW
YCNYyrou.

B cncteMy MOHWTOpMHIa BXOASIT MPOBEPKU
OOCTYMNHOCTU U KadecTBa pabotbl Cuctembl
B Pexume 24x7.

2.8.6.

2.8.7.

2.8.8.

2.9.

2.91.

2.9.2.
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Gathering additional information on the
Incident (appearance script, screenshots,
etc.);

Actions to control the Incident after finding
the resolution;

System backup recovery.

Upon completion by the Contractor of
Incident control activities, the Contractor
shall inform the Customer of the Incident
elimination or of inability of its elimination, in
connection with actions required from the
Customer side. The Customer shall within 3
(Three) business days confirm closing of
the service request or specify the relevant
information. In the absence of the
Customer’s response within the indicated
time, the service request shall be closed
automatically.

In case of the Customer’s disagreement
with closing of the service request, the
Customer shall within 3 (Three) business
days send to the Contractor within the
Ticket System a motivated refusal of
closing. By mutual consent of the Parties,
the service request may be reopened.

Within the scope of the Incident Control
Service, the Customer can send a Service
Request via the Ticket System. The
Contractor shall respond to the service
request within the 8x7 Mode no later than
40 working hours after the service request
receipt.

Procedure of provision of the Customer
System Monitoring service:

The Contractor shall install and set up a
proactive monitoring system on the System
running on the Contractor equipment in
accordance with the Main service.

The monitoring system comprises checks of
the System availability and performance in
the 24x7 mode.
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2.9.3. B pamkax MOHWTOpMHra 3aBMCMMOCTM OT
KPUTUYHOCTM U BAWAHWA Ha paboty
Cuctembl WcnonHutenb CBS3bIBaeTCA C
3aKkasyvkoM C Uenblo npegoTBpalleHust
BO3MOXHbIX TEXHUYECKUX Npobnem.

2.9.4. 3akasuuk obs3yeTcs yBEAOMUTb

Wcnonnutens o} NnaHoBbIX

npocunakTnyecknx paborax, NPOBOANMBIX

3aKa3unmkom CaMOCTOSATENbHO, HEe Mo3xXe,
yem 3a 24 (pBaguatb 4eTbipe) 4vaca Ao

MOMeHTa npoBegeHus pabor. B Takux

cnyyasax McnonHuTenb He pearvpyetr Ha

OTYeTbl CUCTEMbl MOHWUTOPMHIA WU He

npucTynaeT K YyCTpaHeHuo npobnem

(MHUMaeHTOoB), BO3HMKLWIUX B pesynsrare

NaHOBbIX pabot 3akasuuka, oes

COOTBETCTBYIOLLEro 3anpoca 3akasyvka B

TukeT-cucteme.

2.10. Mopspok okaszaHUA cepBuca “BHeceHue
M3MEeHeHnn B KOHcpUrypauuio
Cucrembl”:

2.10.1. B pamkax cepsuca “BHeceHune nameHeHun
B KOHGwurypauuto Cuctembl” peLuatoTcst
crnegywuine, HO He OrpaHMYMBAsCb 3TUM,
TUNOBbIE 3a4a4K:

. HacTtpolika 63kanoB AaHHbIX;

. HacTpovika cbopa M xpaHeHUs CUCTEMHbIX
FI0rOB M JTOTOB MPUITOXEHWIA;

. O6HoBneHne nporpaMmmMmHOro obecneyeHuns;

. HobaBneHve, yaaneHue v pegakTmpoBaHue
npasun cdaepBona;

. MOHWUTOPUHI Ha Hanuume YysI3BUMOCTEN U

npumeHeHne o6HoBMNEeHMI 6e30MacHOCTMW.

2.10.2. B pamkax okasaHusa cepsuca “BHeceHue
n3MeHeHu B kKoHdurypaumio Cuctemol” He

pellalTcs  BOMPOCbI,  CBA3aHHbIE  C
BeO-pa3paboTkon, nporpaMMMpOBaHMEM,
HaCTPOWMKOW  KOHTEKCTHOW peknambl WU

HaCTONKOW NOYTOBbLIX CEPBEPOB.

2.10.3. Ycnyra BKMoYaeT yTBEPXOEHHOE
CtopoHamn B TukeT-cucteme Ha aTtane
cornacoBaHusi npoekTa onpegeneHHoe

2.9.3. As part of the monitoring of criticality
dependence and impact on the System
operation, the Contractor shall contact the
Customer in order to prevent potential
technical problems.

2.9.4. The Customer undertakes to inform the

Contractor of scheduled maintenance held

by the Customer independently no later

than 24 (Twenty-four) hours prior to the
work start. In such cases, the Contractor
shall not respond to the monitoring system
reports and shall not initiate resolution of
issues (Incidents) resulting from the

Customer’s maintenance work without the

relevant service request received from the

Customer via the Ticket System.

2.10. Procedure of provision of the service
Modification of the System

Configuration:

2.10.1. The service Modification of the System

Configuration addresses the following
standard tasks, without limitation:

. Data backup setting;

. Setting of collection and storage of system
and application logs;

. Software updates;

. Addition, deletion and editing of firewall
rules;

. Vulnerabilities monitoring and application of

security updates.

2.10.2. The service Modification of the System
Configuration does not tackle tasks to do
with web design, programming, setting of
context advertising or setting of mail
servers.

2.10.3. The Service comprises the specific
number of hours of scheduled works per
month approved by the Parties in the Ticket
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3.1

3.2.

3.3.

3.4.

41.

KONMn4ecTtBO YacoB TMMJ1aHOBbIX pa60T B

mecsad. [log  nnaHoBbiMM  paBoTamu
MOHMMAIOTCA  YCIyrM MO BHECEHUIO
U3MEeHeHMA K1  HacTponike  Cucrtemsl.
MnaHoBble  paboTbl  OCYLLECTBMAOTCA
WcnonHutenem B Pexume 8x5. B cnyyae,
€CnM  KONMMYeCTBO  YacoB  McHepnaHo
3akaszunkom wnu 3akasdnky Heobxogumo
BbINOMHUTb paboThbl BHeMMNaHoBo,
BO3MOXEH 3aka3 Ycnyrm no4acoBoro

CMCTEMHOro aAMUHUCTPUPOBaHNA.
OMJIATA YCIIYTU

Ecnu vHoe He ycTaHOBMNEHO HaCTOALLMMU
Ycnosusimn, Ycnyra  onnadvBaeTcs B
nopsiake, Cpoku n opme, YCTaHOBIEHHbIE
CornaweHunem n cornacoBaHHble
CropoHamu B TukeT-cucteme.

CTonmocTb Yenyr cornacoBbIBaeTcs
CtopoHamn B Tuket-cucteme. CeeaeHus,
nony4eHHble Yyepes TukeT-cucremy,
SIBNSAOTCS OCHOBAHMEM [f1s1 BbICTABMNEHMS
cyetoB VcnomHutenem 3akasuvky Ha
onnary Ycnyru.

CTommocTb Yenyru paccumnTbiBaeTCs
VicnonHntenem no pesynsratam aHanuaa
npoekTa Ha OCHOBE CBEOEHUA W OaHHbIX,
npegocTaBsieHHbIX 3akas4ynkom B
OMNPOCHOM nucre, n CIOXHOCTU
peanusauun npoekTa, a Takke KonmyecTtsa
YacoB Ha nnaHoBble paboThbl B Mecsil,.

B cnyuae, ecnu npu 3akase Ycnyru 6bin
aKTMBUPOBAH CEepBUC aBTOMpPOASEHUd, TO
npy 3aBepLUeHWN TeKyLLEero ornayeHHoro
nepvoga Ycnyru M NpUM Hanuuuu
[OCTaTOYHOM CYMMbl [EHEeXHbIX CpecTB
Ha JluueBom cuyete 3akasumka, Ycnyra
OyoeT npopfsieHa  aBTOMaTWYeCKM  Ha
criefyroLwni mecsL.

OKOHYAHUE
YCnyru

NMPEOOCTABJIEHUA

3aKasyMk MOXeT oTKasaTbCH OT YCnyru
nMyTeM HamnpaBneHuss 3asBkM Ha eé

3.1

3.2.

3.3.

3.4.

41.
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System at the stage of the project
agreement. Scheduled works are
understood as service for the System
modification and setting. The Contractor
shall perform Scheduled works on the 8x5
basis. In the case if the Customer has used
the total number of hours or the Customer
has to do some work off-schedule, it is
possible to order the Service of hourly
system administration.

SERVICE PAYMENT

Unless otherwise stated in the present
Conditions, the Service shall be paid in
compliance with the procedure, the time
and the form set forth by the Agreement
and agreed by the Parties in the Ticket
System.

The Service value shall be agreed by the
Parties in the Ticket System. Information
received via the Ticket System shall make
grounds for the Contractor to  issue
invoices to the Customer for payment for
the Service.

The Service value shall be calculated by
the Contractor on the basis of the results of
the project review on the basis of
information and data provided by the
Customer in the questionnaire form, and
complexity of the project implementation, as
well as the number of hours for scheduled
works per month.

In the case if automatic renewal was
activated at the time of ordering the
Service, then upon completion of the
current paid period of the Service and
subject to availability of a sufficient sum of
money on the Customer personal account,
the Service shall be renewed for the
following month automatically.

END OF SERVICE PROVISION

The Customer may cancel the Service by
sending a request for disabling it in the
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OTKNtoYeHne B TWKET-CUCTEME He MeHee
yem 3a 5 (nATtb) pabounx AHen Ao
OKOHYaHMs OT4eTHOro nepwuoga. Ycnyra
Oyoetr cuuTaTbes OTKMOYEHHOW B
nocrnegHWn OeHb OTYETHOro nepuoaa, B
KOTOPOM nony4yeHo obpalleHne 3akasduka.

42. Tpu poctmxeHun Hynesoro banaHca
ycnyrn unu 6anaHca, He[oCTaToOuHOro Ans
OCYLLIECTBIEHUS CreayoLLEero cnmcaHns 3a
oKasaHue YCnyru, OTKIIoYeHue AocTyna K
Ycnyre npoucxogut aBTomatudecku. [Ons
BOCCTaHOBMEHUA  goctyna K  Ycnyre
3aKkasynk [OomKeH nononHuTb Jlvueson
cy4eT M HanmcaTtb B TuKeT-cucteme
Wcnonuutento.

5. YPOBEHb OKA3AHUA YCITYTU (SLA)
5.1. Tabnuuya OOCTYIMHOCTU cepBuca

“CepBMuCHble  yCryrM MO YCTPaAHEHUIO
MHunpoeHToB”:

4.2.

5.1.

Ticket System no less than 5 (five) business
days before the end of the reporting period.
The Service shall be deemed disabled on
the last day of the reporting period in which
the Customer’s request is received.

Upon achievement of zero Balance of the
service or a balance insufficient for the next
debit for the Service provision, the Service
access shall be cut off automatically. To
resume access to the Service, the
Customer shall have to top up the Personal
Account and write a message to the
Contractor in the Ticket System.

SERVICE LEVEL ACCOMPLISHMENT
(SLA)

Table of availability of the Incident Control
Service:

OTCYTCTBUM NMPUUYMH HEJOCTYNHOCTU ycnyru) /

reasons for the service unavailability)

MapaHTUpoBaHHaA  AOCTYNHOCTb (npwm

Guaranteed availability (in the absence of

24x7x365 — 24 yaca B CyTKH,

7 OHel B Hegento, 365 aHen B rogy /
24x7%x365 — 24 hours a day,

7 days a week, 365 days a year

% (npoueHT) paboTocnoco6HOCTU 3a OAuH

mecsy / 99,95
% (per cent) of operability within one month
5.2. [lokasaTtenu daktudeckon pgoctynHoctn 5.2. Values of actual availability of the Incident

cepsuca “CepBUCHbIE ycnyru no
yCTpaHeHuto MHunpeHToB”
paccunTbIBalOTCS E€XEeMECSIMHO Ha OCHOBe
AaHHbix  WHuupenTtoB  [Npuoputeta 1,
NoAaHHbIX yepes TukeT-cncremy
3akas4mKkoM, UNKn OMOBELLEHUN OT CUCTEMbI
MOHUTOpPMHra O MOMHOW HEAOCTYNHOCTU
cepBuca.

HocTynHocTb onpegensieTcs criegyroLmm
obpasom: BbluMTad U3 obLLEro BpeMeHu B
KaneHgapHoMm mecsile COBOKYMHOCTb
BPEMEHM HeOOoCTYMHOCTU cepsuca
“‘CepBUCHbIE  ycnyrM nNo  yCTpaHEHuIo
MHUMaeHTOB” B COOTBETCTBMM C 3asiBKaMu
Ha yCTpaHeHMe HEeUCnpPaBHOCTU, AEreHHoe

9/12

Control Service are calculated on a monthly
basis on the grounds of data of Priority 1
Incidents submitted via the Ticket System
by the Customer or an alert from the
monitoring system of total unavailability of
the service.

Availability is determined as follows: by
deducting from the total time in a calendar
month the time of unavailability of the
Incident Control Service in accordance with
fault resolution requests, divided by the
total time within the current calendar
month. The time of unavailability of the
Incident Control Service shall be counted
from the moment of submission by the
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5.3.

5.4.

Ha obLlee Bpemsl B TEKyLLEM KaneHgapHOM
mMecsiLe. Bpems HepgocTynHOCTM cepBuca
“CepBUCHbIE  YyCNyrM MO  YCTPaHEHWUIO
MHUnaeHToB” OTCYUTLIBAETCA C MOMEHTa
nogayn 3akasdMkoM 3asiBKU Ha yCcTpaHeHue
HEWCNPaBHOCTK,  HampasBreHHOMW  4epes
TukeT-cucTemy, WUInM  OMOBELUEHUs  OT
CUCTEMbI MOHUTOPWHIa, U 3aBeplUaeTcs B
MOMEHT YCTpaHeHUs HeMcCnpaBHOCTU. Y4eT
HEeOOCTYNHOCTU  BedeTca Ans  Kaxaow
€[MHULbl agMUHUCTPUPOBAHUS OTAENBHO.

He,EI,OCTyI'IHOCTb, Bbl3BaHHaA np06nemaM|/|

Ha YpOBHE WMHPaCTPYKTYpbl,
KOMMEHCUPYETCS  OTAENbHO B pamKax
OKasblBaeMblx/3aKka3aHHbIX OCHOBHBIX
YCIyr.

Ecnu [HoctynHoctb cepBuca “CepBuCHbIE
ycnyrm no yctpaHeHuoo WHuuMaeHToB” 3a
OOMH KaneHaapHbIN mecsL He
COOTBETCTBYET N. 5.1 HacToAwmX Ycrnosun,
WcnonHutene npegocTtaensaeT
KOMMeHcauuio Nno cneayowen cxeme:

5.3.

5.4.

Customer of a fault resolution request via
the Ticket System or a monitoring system
alarm, and shall end at the time of the fault
resolution. Unavailability shall be
accounted for separately for each
administration unit.

Unavailability caused by infrastructure-level
issues shall be compensated separately
within the scope of the Main services
ordered.

Should Availability of the Incident Control
Service in one calendar month fails to meet
the provisions of clause 5.1 hereof, the
Contractor shall provide compensation on
the basis of the following scheme:

Bpemsa HepocTtynHocTu cepBuca “CepBMUCHbIe

ycnyru no ycrpaHeHuto MHungeHToB” B Mecsiy/ | Pa3amep komneHcauum (B %) /

Time of unavailability of the Incident Control | Compensation rate (B %)

Service in a month

Ot 22 muHyT o 3 yacos / 10%

From 22 minutes to 3 hours °

Ot 3 yacoe 1 muHyTbI fo 10 Yacos / 30%

From 3 hours 1 minute to 10 hours °

Ot 10 yacoB 1 MUHyTbI 40 23 YacoB 59 MUHYT / 70%

From 10 hours 1 minute to 23 hours 59 minutes °

Ot 24 vacos / 0

Over 24 hours 100%

5.5. KomneHcauusa onpenensieTcs kak cpegctea, 5.5. Compensation is defined as monetary

nepedncnsemole VcnonHutenem funds transferred by the Contractor
UCKMIOUNTENBbHO Ha BoHycHbIM  BanaHc. exclusively to the Bonus Balance. The

MepeuncneHne ocyLecTBNSETCS B TeYEHME
nepebix 7 (cemn) paboumx OHen mecsua,

cregylowero 3a MecsueMm, B KOTOPOM
cepBuC “CepBuCHbIe ycnyrm no
yCTpaHeHuto WMHumpoeHToB” ObIn
HegoCTyneH, npu  HanuuuM coobLueHuns,

10/12

money shall be transferred within the first 7
(seven) business days of the month
following the Incident Control Service
unavailability month, in the presence of a
message sent via the Ticket System on the
compensation claim.
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5.6.

5.7.

5.8.

6.1.

OTNpaBfeHHOro c NMOMOLLIbIO
TukeT-cucTemsl, o) TpeboBaHum
OCYLLECTBIEHNST KOMMEHCaLUnN.

B cnyyae otcytcTBUA  COOOLUEHNS,
OTNpaBEHHOro nocpeacTsom

TukeT-cuctembl, U COBCTBEHHbIX AaHHbIX
VcnonHutensa o Hayane npocTosl, CepBUC
“‘CepBuCHbIE  yCcniyru MO YCTPaHeHuto
MHUmMpeHTOB” cuMTaeTca [OOCTYMHbIM, a
KOMMNeHcauums He BbinnaynsaeTrcs.

He noanexut
CBSI3aHHbIN c

KOMMeHcaumm npocTon,
obcroaTenscTBaMU
HenpeoaonMMon cunbl n WHBIMU
obcToaTenbcTBamMK, NpousoLledlMMn  He
no BuHe WcnonHutena. He noanexut
KOMMneHcaumm NpoCTOoM, BbI3BaHHbIN
aenicteusimu (6e3gerictenem) 3akas4ymka.

Mocne NPUHATUS peLleHns o
npeaocTaBneHnn komneHcaumm unn ob
oTKase, VicnonHutens ysegomnsietr 06 aTom
3akasz4dmka nocpeacTtBoM TUKET-CUCTEMBI.

OrPAHUYEHUA

HacToswue Ycnosus He
pacnpoCcTpaHsTCA HU Ha Kakue npobnembl
NPOM3BOANTENBHOCTU WU AOCTYNHOCTU B
CrneayrLmx crny4asx:

Ecrn npobnema obycrnoeneHa
ucrnonb3oBaHuem cnyx6, obopygosaHus
Wnu  nporpammHoro  obecneveHus, He

npenocTaBliEHHbIX Wcnonuutenewm;

Ecnun WcnonHutenb pekomeHgoBan
3akasunky N3MEHUTb napameTpbl
NCronb30BaHNa YCryrn, HO pekomeHgauuu
He ObInu BbINOMHEHbI 3aKa34ynKkoMm;

Ecnn npobnema BO3HWMKNaA BO Bpems
NCMOMNb30BaHNS WM B OTHOLUEHWUU
NCNOMb30BaHUA NpeaBapuUTErbHbLIX BEPCUi,
npegBapuTenbHbIX BbiNyckoB, BeTa-Bepcuii
unu  npobHbIX Bepcui  MPOrpamMmHOro
obecneyeHus;

5.6.

5.7.

5.8.

6.1.
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In case of absence of a Ticket System
message and the Contractor’s own data on
the downtime start, the Incident Control
Service shall be deemed available, and no
compensation shall be paid.

Not eligible for compensation shall be
downtime associated with force majeure or
other circumstances arising through no
fault of the Contractor Not eligible for
compensation shall be downtime caused by
the Customer’s actions (failure to act).

After making a decision on provision or
refusal of a compensation, the Contractor
shall notify the Customer thereof via the
Ticket System.

LIMITATIONS

The present Conditions are not applicable
to any performance or availability issues in
the following cases:

If the issue is caused by using any
services, hardware or software not
provided by the Contractor;

If the Contractor recommended the

Customer to change the parameters of
using the Service, but the Customer failed
to meet the recommendations;

If the issue arose at the time of or in
connection with use of preview versions,
preview releases, beta versions or trail
versions of software;
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7.1.

7.2.

Ecnu npobrnema BoO3HMKNa B pesynbrarte
HeCaHKLUMOHNPOBAHHOIO ﬂeﬁCTBI/Iﬂ nnn
OTCyTCTBUS OencTeus npu ero
HeobXOAMMOCTM CO CTOPOHbI 3akasduka
WM CO CTOPOHbI areHToB, MOOPSAYUKOB,
NMoCcTaBLLNKOB nnm nobbix nnu,
nonyyYmBLUMX JocTyn k cetn WcnonHuTens
Gnarogapsi MCMONb30BaHWIO Naponen unm
obopynoBaHus 3akasuuka, unm B
pesynbrate HecobnogeHus Haanexaimx
MeTogoB  obecnevyeHusi  ©e3onacHOCTU
3akasymkom.

ycnosus o HEKOHKYPEHLINA

3akazunk 06a3yeTcsa B TedeHne BCero cpoka
oKasaHus Ycnyru, a Takke B TeyeHue 12
MecsiLieB nocne OKOHYaHus ee
npegocTaBneHnsl, He HaHMMaTb Ha paboTy
COTPYAHMWKOB WcnonHutens,
3a0eNCTBOBAHHLIX B OKa3aHUKN YCNyru.

B cnyyae HapyweHus  3akaszymkom
ykazaHHoro B n. 7.1 ob6sa3arenscrea
VcnonHutens Brpase B3biCKaTb  C
3akasumka KoMneHcaLumio, B TOM 4ucre 3a
Havm 1 oby4eHne HOBOro COTPYAHMKA.

KomneHcaums paccynTbiBaeTCA COrnacHo

dopmyne:

KomneHncauuss =X * 6

20e

X - Haubornbwas MmecsiyHasi CMOUMOCTb
oKa3aHHoU 3aka3squky Yenyau 3a
rnocrnedHue 6 (wecmb) Mecsues 00

Oelicmeull 3aka34uka, yka3aHHbIx 8 1. 7.1.

7.1.

7.2.
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If the issue occurred as a result of an
unauthorised action or a failure to act when
necessary on the part of the Customer or
the Customer’s agents, contractors,
suppliers or any persons who gained
access to the Contractor network due to
use of the Customer's passwords or
hardware, or as a result of the Customer’s
failure to follow proper security procedures.

NON-COMPETE CLAUSE

The Customer undertakes during the entire
period of the Service provision, and within
12 months after the end of its provision, not
to hire the Contractor's employees involved
in the Service provision.

In case of the Customer's violation of the
obligation specified in clause 7.1, the
Contractor has the right to recover
compensation from the Customer, including
for hiring and training a new employee.

Compensation is calculated according to
the following formula:

Compensation =X * 6

where

X is the highest monthly cost of the Service
rendered to the Customer for the last six (6)
months prior to the Customer's actions
specified in clause 7.1.



