Selectel

ycnosuda UCnoJib30BAHUA OTAENbHbIX
CEPBUCOB:
AOCTYN K SELECTEL HYPERSERVER

Bepcusi om 17 sHeaps 2020 e.,
ecmynaem e cuny ¢ 01 gpesparnsa 2020 e.

HacTosilme ycrnoBusi MCNonb30BaHUA OTOENbHbIX
cepBUCOB («YCroBusa») ABMAIOTCA HEOTHEMMEMON
YacTbio [Monb3oBaTenbLCcKoro cornawieHuns
(«CornaweHnue»). TepMuHbl C NPONUCHON ByKBBI,
KOTOpble WCMONb3YyTCA, HO He onpeaerieHsl B
HacToAWMX  YCnoBusX, WMEKT  3HayeHue,
npucBoeHHoe MM B CornatueHum.

TEPMWHbI U ONPEAENEHUA

BupTtyanbHas MawuvHa - BUPTyanu3npoOBaHHbIN
cepBep, CO34aHHbIN Ha TexHW4ecKow nrowiagke
WcnonHutens 7] npegocTaBNALLNIA
BbIYUCTIUTESNbHBIE PECYpPChl 3aKasunKy.

BbigeneHHbIn cepBep - usmyecknin cepsep,
npuHagnexawiun WcnonHuTtento, pecypchl
KOTOPOro NpefoCTaBMfsAlOTCA B pacnopsbkeHune
3akasunky.

Pecypc - aTomapHasa eavHuua, NnpeacTasnsaoLwas
coBoli 4YacTb pecypcoB (PM3MYECKOro cepBepa,
nm6o MUHUMarbHO BO3MOXHYHO yacTb
NpeaocTaBnsAeMon yCnyru.

CONDITIONS FOR USAGE OF INDIVIDUAL
SERVICES:
ACCESS TO SELECTEL HYPERSERVER

Revision dated January 17, 2020,
shall enter into force from February 1, 2020.

These conditions for usage of individual services
("Conditions") are an integral part of the User
Agreement ("Agreement"). Capitalized terms (used
but not defined in these Conditions) shall have the
meanings assigned to them in the Agreement.

TERMS AND DEFINITIONS

Virtual Machine means a Vvirtualized server
created on the Contractor's Service Platform and
providing computing resources to the Customer.

Dedicated Server means a physical server owned
by the Contractor, the resources of which are
made available to the Customer.

Resource means an atomic unit being part of the
resources of a physical server, or the minimum
possible part of the service provided

Pecypchl / Resources

EnuvHuua namepennst / Measurement unit

MpoueccopHble sapa / Processor cores Wrykn / Pcs

OnepatnBHasa namatb / RAM lvrabawt / GB

BasoBbin auck / Basic disk Mirabawnt / GB

BeicTpbii gnck / Fast disk lvrabawt / GB

1. NPEAMET 1. SUBJECT

1.1. WcnonHutene npepoctaensetr 3akaszdnky 1.1. The Contractor shall provide the Customer
poctyn K BUPTYanbHOM MaLlunHe, with access to a virtual machine
peann3oBaHHOM C MOMOLLbIO r’MNepBmn3opa, implemented with the use of a hypervisor
KOTOPbIN obbeanHsaeT BblAereHHble that combines dedicated servers created on
cepBepbl, co3gaHHble Ha dusnyeckom the basis of the Contractor's physical

UHppacTpyktype WcnonHutens (nanee —
«Ycnyray).  3akasduk  npuHUMaeTr  wu
onnauusaeT Ycnyry WcnonHutento.

infrastructure (“Service”). The Customer
shall accept and pay for the Service to the
Contractor.
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2,

2.1

2.2.

2.3.

2.4.

2.5.

3.1.

4.1.

NOPAAOK NPEAOCTABJIEHUA YCNYTU 2.

3akas Yenyrm ocyulecTensieTcs
3akasunkom 4epes3 TukeT-cuctemy. [lpu
dhopmMmnpoBaHmU 3akasa, 3akasuuk
coobLliaeT Heobxoaumble [AaHHble AOns
POpMMpPOBaHUSA YCRyru: XapakTepucTUKn
BupTtyanbHoi MaLLMWHBbI (Pecypcbl),
Tpebyemyto onepaumoHHYHO CUCTEMY.

OkasaHue Ycryrm HaumHaeTcst B TeYeHue
10 (mecatn) paboumMx OHEM C MOMeHTa
3akasa Ycnyru, npy Hanmumm TeXHUYECKom
BO3MOXXHOCTU M JIOCTATOYHOIO KOnmMyecTsa
cpenctB Ha banaHce 3akasuuka.

B cnyyae OTCYTCTBMSI  TEXHUYECKOM
BO3MOXHOCTH oKasaHus Yenyru,
Wcnonnutens yBegomnseT 3akasuuka,

OTrNpaBMB COOOLLEHME Ha 3NEKTPOHHbIN
agpec 3akasuuka n/vnm Yepes
TukeT-cucTeMy C yKasaHWeM MPUYUH, MO
KoTopbIM Ycnyra He MOXeT BblTb Oka3aHa
B CPOK, yKasaHHbIn B n. 2.2 Ycrnosun, u
ykazaTb NpUMMepHble CpOKM  Havana
oKasaHus Ycnyru.

3aka3yMk camMoCTOATENIbHO OCYLLECTBISIET
aKcnnyaTaumio Ycnyr nyTeM yaaneHHoro
JOCTyna K Hei Mo ceTsM CBsiau obLiero

NnoJ1ib30BaHUA, CaMOCTOATENIbHO
yCTaHaBnmBaeT n HacTpanBaeT Ha
BVIpTyaﬂbeIX MallnHax HyxXHOe eMy

nporpaMmmMmHoe obecneyeHue.

Mpn >xenaHun 3akasyuk nonyyaet
JOCTYyNn K HEeCKOmnbkux BupTyanbHbIM
MallMHaM, CO3[aHHbIM B pamkax Ycnyru,
Kaxknasi BupTyanbHas MallunHa
onnaynBaeTcsi OTAENbHO.

OMNATA YCNYTH

Ecnu nHoe He ycTaHoBNeHo HactosAwmmn 3.1.
onnaymBaeTcs B
nopsiake, CPokn u chopme, YyCTaHOBIEHHbIX

Ycnosusmu,  Ycnyra

CornaweHunem.

2.1

2.2.

2.3.

2.4.

2.5.

3.

OKOHYAHMUE NMPEOOCTABJIEHUA YCIY! 4.

Mpn pgoctmxkeHunm Hynesoro banaHca
3akasuymka unu banaHca, HegoCcTaToYHOro
ans OCYLLIECTBIEHNS cneayoLwero
cnncaHus 3a oKasaHue Ycnyru,
Wcnonuutenb  HanpaBnsieT  3akasyuky
yBegomrieHne ob nctedeHun onnavyeHHoro
nepuoga Ycnyrm B TukeT-cucteme wu/vnum
Mo 3NEKTPOHHON NouYTeE.

4.1.

PROCEDURE FOR SERVICE PROVISION

The Customer shall order the Service
through the Ticket System. When placing
an order, the Customer shall indicate the
necessary data for the Service provision,
including the Virtual Machine characteristics
(Resources) and the required operating
system.

The Service provision shall be commenced
within 10 (ten) business days from the
moment of placing an order for the Service,
subject to the availability of technical
capability and a sufficient amount of funds
on the Customer’s Balance.

In case of lack of technical capability for the
Service provision, the Contractor shall notify
the Customer thereof by sending a
message to the Customer’s email address
and/or through the Ticket system with
indication of the reasons why the Service
cannot be provided within the time period
specified in clause 2.2 of the Terms and
Conditions and approximate time when the
Service provision can be commenced.

The Customer shall independently operate
the Service by means of remote access to it
via public communication networks,
independently installs and configures the
necessary software on the Virtual
Machines.

If desired, the Customer may have access
to several Virtual Machines created as part
of the Service, subject to separate payment
for each Virtual Machine.

SERVICE PAYMENT

Unless otherwise established by these
Terms and Conditions, the Service shall be
paid in the manner, time and form
established by the Agreement.

END OF SERVICE PROVISION

In case of the Customer’s Zero Balance or
the balance, which is insufficient for the
next debiting for the Service provision, the
Contractor shall send a notification of the
expiry of the paid period and Service
disconnection via the Ticket-System and/or
by e-mail.
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4.2.

5.1.

5.2.

B cnyyae HenononHeHus Jluuesoro cyeta
3akasunka B TeveHue 5 (nsatu) paboumx
OHen nocne nonyyeHusl yBegomneHms ob
NUCTEYEHMM ONnavyeHHoro nepuoga Ha
OEHEeXHYH CyMMy, [OOCTaTouHyl Ans
onnaTtbl OKasaHus Ycnyrn, okasaHue
Ycnyrmu  npuocTaHaBnvBaeTcsd, a Mo
ucteyeHnn 10 (gecatn) paboumx AOHen
nocne nony4eHusi 3akasuymkom
yBEOOMITEHNS VcnonHutens  Bnpase
yoanvTb BCE XpaHsiwmecs Ha
obopynoBaHun Vcnonuurtensa dannei.

TPEBOBAHMUA MO 3ALWLNUTE

WHPOPMALIUA
3akazumk 006sizaH npecekaTb  Cryyau
HeCaHKLMOHNPOBaHHOTO fJocTyna K

NCMNosb3yemMbIM NPOrpaMMHbIM CPeaCcTBaMm
N He pgonyckatb MCMNONb30BaHUSA CBOMUX
unn npegocraensieMbix McnonHuTtenem
pecypcoB ans MomMbITOK
HecaHKLMOHMPOBAHHOIO A0CTYNa K ApYrMM
pecypcam cetu WHTepHeT, B 4acTHOCTH,
3aKka3uymnk JOSKEH He AonyckaTb Ha CBOMX
BupTyanbHbiX ~ MawwuHax  crneayoLmx
cuTyauun:

¢ BupTyanbHoM MawwuHbl OTNpaBnAloTCS
COOBLLEHNS SNEKTPOHHOW MOYTbI OT MMEHU
agpecoB, He MpuHagnexawux cetu
(oomeHy) 3akasuuka;

nporpammHoe obecneveHne BupTtyanbHom
MaLLUMHbI ucnonb3yeT naponu,
yCTaHaBnNMBaeMble Mo yMOMYaHuio;

¢ BupTyanbHOW MalUWHbI UCXOOAT NaKeTbl
C HeBepHbIM agpecoM UCTOYHUKa (IP
source address);

¢ BupTtyanbHoli MallnHbI UCXOAST NakeTbl
cnyx0Obl  goMeHHbIx MMEH (DNS) ¢
HaMepPEeHHO UCKaXKEHHBIMU AaHHbIMU;

Ha BupTyanbHOW MalUMHE NPUCYTCTBYIOT
BPEL4OHOCHbIE MPOrpaMmel;

Ha BupTyanbHoOW MaluMHe MpPUCYTCTBYIOT
n/vnu paboTaloT NporpaMMbl, cneumarnbHO
npedHasHayeHHble AN OCYLEeCTBMeHUs

HeCaHKLMOHMPOBAHHOTO gocrtyna K
MHdopMaUunu.
Wcnonnutens  BnpaBe  obecneumBatb

aBToOMaTuyeckyto unsTpaumio Tpaduka c
uenbo GnokMpoBaHMs OTNpaBku Tpadumka
C noggenbHbiMW  (HEe  Ha3HayYeHHbIMU
BUPTYyarnbHON MaLLnHe) P "
MAC-agpecamu.

4.2.

5.1.

5.2.

In case that the Customer’s Personal
Account is not replenished within 5 (five)
business days upon the receipt of the
notification of the paid period expiry with an
amount sufficient for the payment for the
Service provision, the Service provision
shall be suspended, and in 10 (ten)
business days after the receipt of the
notification by the Customer the Contractor
shall have the right to delete all files stored
on the Contractor’s equipment.

INFORMATION SECURITY
REQUIREMENTS

The Customer shall prevent unauthorized
access to the used software and shall not
allow the use of its resources or the
resources provided by the Contractor for
unauthorized access to other Internet
resources; in particular, the Customer may
not allow the following situations on its
Virtual Machines:

sending e-mails from the Virtual Machine
from addresses that do not belong to the
Customer’s network (domain);

using default passwords for software

installed on the Virtual Machine;

data packets with an invalid IP source
address coming from the Virtual Machine;

Domain Name Service (DNS) packets with
intentionally distorted data coming from the
Virtual Machine;

presence of malware on the Virtual
Machine;

presence and/or functioning on the Virtual
Machine of programs specially designed for
unauthorized data access.

The Contractor shall have the right to
implement automatic traffic filtering in order
to block traffic sending with fake (not
assigned to the Virtual Machine) IP and
MAC addresses.
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6.

YPOBEHb OKA3AHUA YCITYTU (SLA)

Tabnuuya Ne1

6. SERVICE LEVEL ACCOMPLISHMENT
(SLA)
Table 1

FapaHTMpoBaHHAA AOCTYNHOCTb (Mpu ycnoBuu
OTCYTCTBUS NPUYUH HEAOCTYNHOCTU YCnyru)
Guaranteed availability (subject to absence of

24x7x365 — 24 yaca B cyTku, 7 AHeN B Hegeno,
365 gHen B rogy
24x7x365 — 24 hours a day, 7 days a week, 365

reasons for the Service unavailability) days a year

% (npoueHT) paboTOoCNOCOGHOCTU 3a MecsL 99 8 %

% (per cent) of operability per month '

6.1. HepocTynHoCTb Yenymm (mpocTton) 6.1. Service unavailability (downtime) is
onpegensieTcs Kak WHTepBan BpEMEHMU defined as the time interval between the
Mexay MOMEHTOM OTMpaBKM COOOLLEeHMS moment of sending a message through
NocpeacTBOM TUKEeT-CUCTEMBbI B CryX0y the Ticket System to the Contractor’s
nooaepXxkn McnonHutensa u  MOMEHTOM support service and the moment of the
3aBepLUEHNST BOCCTaAHOBUTENbHbLIX paboT completion of the restoration work by the
WcnonHutenem. Contractor.

6.2. Tllokasatenn dakTnyeckon poctynHoctn 6.2. Actual Service availability indicators are
Ycnyrn paccunTbIBalOTCA €XeMeCAYHO Ha calculated monthly based on the data of
OCHOBE [JaHHblIX cuUcTeMbl 3asdBOK Ha the system of trouble tickets submitted
yCTpaHeHue HeuncnpasBHOCTX, MNOAAHHbLIX through the Ticket System. Service
yepes Tuket-cuctemy. [JocTynHOCTb ycnyru availability is calculated as follows: the
onpegensietca  cnegyoowmm  obpasom: total time in the calendar month less the
BoluMTag wm3  obwero BpemMeHu B aggregate Service unavailability time
KaneHgapHOM  Mecsile  COBOKYMHOCTb according to Trouble Tickets divided by
BPEMEHN  HegocTynHoctM  Ycnyrm B the total time in the current calendar
cooTBeTCTBMM 3asiBKAMU Ha YCTpaHeHue month. Service unavailability time is
HEeUCnNpaBHOCTW, [erneHHoe Ha obuwee calculated from the moment of submitting
BpeMsi B TeKyLleM KaneHaapHOM mecsue. by the Customer of a Trouble Ticket. The
Bpewms HeZOCTYMHOCTH Yenyrm customer shall report the failure through
ncumncnsieTcs c MOMEHTa nogayu the Ticket System. Service unavailability
3akasunkoMm 3asiBKW Ha  YyCTpaHeHue time shall expire at the moment of failure
HEencnpaBHOCTMW. 3akasuunk JOIMKeH elimination. After the failure elimination,
coobwmtb 0 cboe 4vepe3 TUKET-CUCTEMY. the submitted Trouble Ticket may
Bpemsa HegocTynHoCcTM Ycnyrn uctekaet B temporarily remain open for further
MOMEHT  YCTPaHEeHWss  HeucrnpaBHOCTU. clarification of the situation and be closed
Mocne yCTpaHeHus HeucnpaBHOCTH by the Customer upon the completion of
nogaHHass 3asiBKA MOXET BpPEeMEHHO all related administrative work.
OCTaBaTbCsl OTKPbLITOM AN [arnbHeNnLero
BbISICHEHMST  CMy4YMBLUErOCs, W 3aKpbiTa
3aka34nmkoM Mocrie  BbIMOJSIHEHMS  BCEX
OTHOCSILLMXCA K TOMY agMUHUCTPaTUBHbIX
paboT.

6.3. Ecnum poctynHoctb Yenyrm 3a  oauH  6.3. If the Service availability for one calendar

KaneHaapHbIl Mecsil, He COOTBETCTBYET I.
6.1. Hactosiwmx Ycnosui, KcnonHuTtenb
ocyulecTengaet KOMMeHcavmo B
cnegyrowem nopsake:

month does not conform to clause 6.1. of
these Terms and Conditions, the
Contractor  shall compensate the
Customer for such non-conformity in the
following manner:
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6.4. Tabnuua Ne2 6.4. Table2
HdoctynHoctb  ycnyru B | Bpems HeaocTynHocTu | Paamep komneHcauuu (B %)
mecsy, ycnyru Amount of compensation (%)
Service availability per | Service unavailability time
month
oT 99,79 0o 99,58 % oT 1 yaca 31 MuHyTbl go 3
From 99.79 to 99.58% Yyacos 10 %
from 1 hour 31 minutes to 3
hours
oT 99,57 0o 98,62 % oT 3 vacoB 1 muHyTbl o 10
from 99.57 to 98.62 % Yyacos 30 %
from 3 hours 1 minute to 10
hours
oT 98,61 00 96,7 % oT 10 yacoB 1 MuUHYTbI o 23
from 98.61 to 96.7% YacoB 59 MUHYT 70 %
from 10 hours 1 minute to 23
hours 59 minutes
00 96,6 % OT 24 yacoB 100 %
up to 96.6 % from 24 hours

6.5. KomneHcauus BblpaXxxaeTcs B 6.5. The compensation shall be provided to the
npegocTaBneHun 3akaszunky Customer in the form of free Service
COOTBETCTBYIOLLErO  KONMYecTsa AHen provision for the respective number of days,
f©ecnnaTHoOro okasaHus Ycnyru, BnioTb 40 up to 1 (one) month. The amount of
1 (ogHoro) mecsiua. Pasmep KomneHcauum compensation shall be calculated based on
onpegenseTca UCXOAst U3 CyMMbl Mnartexa the amount of payment for the Service for 1
3a Ycnyry 3a 1 (ogvH) wMecsy U (one) month and the established percentage
YCT@HOBMEHHOIO MNpoLEHTa KoMMNeHcaunu. of the compensation. The Contractor shall
MNonyyeHHas cymMma nepesoguTcA convert the received amount into the
VcnonHutenem n3 NPOLIEHTOB B number of days of free Service provision.
KONMYEeCTBO [Hel 6GecnnaTHOro okasaHus
Yenyru.

6.6. KomneHcauusa 3a HegocTynHocTb Ycnyrm 6.6. Compensation for the Service unavailability
no BWHe WcnonHutena BblpaxaeTtcs through the fault of the Contractor shall be
NCKMIOYUTENBHO B npegocraBneHnu provided solely in the form of free Service
GecnnatHbIX [OHEA OKasaHusi  YCNyru. provision for a respective number of days.
MakcumanbHbld pasmep KoMneHcauum — The maximum amount of compensation is
OOMH  Mecsly  ©OecnnaTHOro  okasaHust one month of free Service provision. The
Ycnyru. KomneHcauus He MOXeT compensation shall not be provided in the
BblpaXaTbCa B  BbIMnate  OEHEeXHbIX form of funds payment or crediting to the
CPEACTB  WNU  3a4UCNATBCS  Ha  cyeT Customer’s account.
3akasuuka.

6.7. He nognexut komneHcauum npocTton, 6.7. Any downtime that happened due to force
CBSI3aHHbIN c obcrosiTenscTBamum majeure circumstances and other
HenpeoaonMmon cunbl " WHBIMU circumstances that occurred through no
obcTosiTensCcTBaMK, MPOM3OLLEAWMMN HE fault of the Contractor shall not be
no BuHe Wcnonuutensa. He nognexur compensated. Any downtime due to the
KomneHcaumm npocTon, BbI3BaHHbIN actions (omission to act) of the Customer
aencteusimn (6esgenctenem) 3akasunka. shall not be compensated.

6.8. 3agBneHuMe 3anonHsdetca no c¢opme 6.8. The application for the compensation shall
WcnonHutens, pasmeléHHOM Ha cauTe be submitted through the form present on
WcnonHntensa € ykasaHueM Homepa the Contractor's website, with indication of
TMKeTa, B KOTOpOM coobuwanocb o the number of the Ticket submitted to report
HeJOCTYNHOCTU Yenyruy, cyMMapHoe on the Service unavailability, the total
BpeMsa npocTtos, [AaTbl HeOOCTYMNHOCTU downtime, and dates of the Service

Yenyru.

unavailability.
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6.9.

6.10.

Ha ocHoBaHunm 3asBneHunst 3akasudnMka O

npeaocTaBneHnm KOMMeHcauum,
WcnonHutens B TeveHne 7  (cemwn)
KaneHgapHbix  OHeM pgenaeT  pacyeT

KOMMEHCaLUMN, a MMEHHO pacCyUTbiBaeT
KONMYEeCTBO [Hel BecnnaTHOro okasaHus
Ycnyrn, wnv npuvHYMaeT pelleHne o6
oTKase B MpedoCTaBleHUN KOMMeHcauuu,
ecnu  HepaboTOCMOCOGHOCTE  YCnyru
HacTynuna no npuyvHe, He 3aBUCSLLEN OT
WcnonuuTens, unu Gbina 3annaHMpoBaHa

WcnonHuutenem, o 4em 3akasumk Obin
yBEeOMIIEH.
Mocne NPUHATUSA peLleHus o]

npenocTaBreHMn KoMneHcaumm wunu ob
oTkase, WcnonHuTtens yBepomnseTr o6
3TOM 3akasuunka nocpencTteom
TukeT-cuCTEMBI.

6.9.

6.10.

Subiject to the Customer’s application for the
compensation, the  Contractor shall
calculate the compensation amount, i.e. the
number of days of free Service provision,
within 7 (seven) calendar days or make a
decision to refuse to provide compensation
if the Service unavailability was due to a
reason beyond the Contractor’'s control or
was planned by the Contractor, about which
the Customer had been notified.

After making a decision on providing the
compensation or on refusal to provide the
compensation, the Contractor shall notify the
Customer thereof through the Ticket
System.



