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YCNnoBuAa UCNONb3OBAHUA OTAENbHbIX
CEPBUCOB:
CEPBUC INOCT-VPN

Bepcusi om 27 okmsibpsi 2025 a.,
ecmyrnaem & cusy ¢ 15 Hosi6ps 2025 e.

Hactoswme ycnoBusi («YcnoBusi») SBMSIIOTCA
HeoTbemrnemon 4yacTtblo  [lonb3oBaTenbCKOro
comawennss  («CornaweHne») wn  Ycnosun
NCMNornb30BaHus OTAENbHbIX CEepBWCOB:
“lNpenoctaBneHne BLIOENEHHOIO cepBepa W
BblJEMNEHHOro cepsepa NpPOW3BOSILHON
KOHdUrypaumm”. TepMuHbl C NPOMUCHON ByKBbI,
KOTOpble MWCMOMNb3YHTCS, HO He ornpeaerneHbl B
HacToAWMX  YCMOBUSAX, WMEKT  3Ha4veHwue,
npucBoeHHoe uMm B CornalwieHny unu B YcrnoBusix

NCNonb30BaHus OTAENbHbIX CEpPBUCOB:
“lNpenoctaBneHne BbLIOENEHHOIO cepBepa W
BblENeHHOro cepBepa NMPOUN3BOSILHOMN
KOHduMrypaummn”.

TEPMWHbI U ONPEAEJNEHUA
CeptudmympoBaHHoe cpencTBo
Kpuntorpacgpumyeckon 3awmutbl MHGOpMauum

(nanee — CK3W) — ceptucmumuposaHHbii ®CH
Poccun KOMINEKC, npuHagnexatiun
Vicnonuutento u wcnonb3yembli Ansi OKa3aHus
Yenyrw.

Cetb ViPNet — BupTyanbHas 3awmiieHHas ceTb,
pasBepHyTasli NOBEpX JoKarbHbIX U rnodanbHbIX
ceTen, COCToALLasn U3 CeTeBbIX Y3N0B, Ha KOTOPbIX

YCTaHOBMNEHO nporpaMmmHoe obecneveHne
ViPNet. Kaxpas cetb ViPNet Bkntoyaetr Bce
HeobOxogumoe ansg  ee  PYHKUMOHWPOBaHUSA
nporpaMmHoe  obecneyeHne, UMeeT  CBOW
YHUKanbHbIN HoMep 7 npuHagnexuT
WcnonHutento, 3akasyuky WMnmM MHOMY TPEeTbeMy
nigy, C€ cornacus  3TOoro  TPETbEro  nvua

ykaszaHHoMy 3akasumkom VcnonHuTento.

[oBepeHHasa cetb — Cetb ViPNet, ¢ kotopon
YyCTaHOBMEHO MeXceTeBoe B3aMMOaencTBue.

UHnumaTtop MexceTeBOro B3aMMOAEACTBUSA -
CTOpOHa, cosgawllas nepBuyHyto MexceTeByto
UHopMmaumio 1 MexceTeBo MacTep-knw4 B

pamMkax HaCTPOWNKM MEXCETEBOIO
B3aMMOOENCTBMS.

Btopas cTopoHa - CTOpOHa, npuHMMatoLwas
nepsuyHyto  MexceTeBylo  MHopmaumio n

CONDITIONS
SERVICES:
GOST-VPN SERVICE

FOR USING INDIVIDUAL

Revision dated October 27, 2025,
will come into effect from November 15, 2025

These terms and conditions (“Conditions”) shall form
an integral part of the User Agreement
(“Agreement”) and Conditions for Usage of Individual
Services i.e., “Providing Dedicated server and
Dedicated server of custom configuration”.
Capitalized terms used in these Conditions but not
defined herein shall have meanings assigned to
them in the Agreement or the Conditions for Usage
of Individual Services i.e., “Providing Dedicated
server and Dedicated server of custom
configuration”.

TERMS AND DEFINITIONS

Certified Cryptographic Information Security Tool
(hereinafter referred to as CIST) is a system
certified by the Federal Security Service of Russia,
which is owned by the Contractor and is used to
provide the Service.

ViPNet Network is a virtual secure network
deployed over local and global networks, consisting
of network nodes on which ViPNet software is
installed. Each ViPNet Network includes all the
necessary software for its functioning, has its unique
number, and belongs to the Contractor, Customer or
other third party, with the consent of this third party
stated by the Customer to the Contractor.

Trusted Network is the ViPNet Network with which
Internetworking is established.

Initiator of Internetwork Communication is the
party that creates the initial Internetwork Data and
the Internetwork Master Key as part of setting up
Internetwork Communication.

The Second Party is the party that accepts the
initial Internetwork Data and the Internetwork Master
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MexceTeBol MacTep-kfioY B pamKax HaCTPOWKM
MEXCETEBOTO B3aMMOLENCTBUS.

MexceTeBowm MacTep-Knioy - Krtod,
npeaHasHayeHHbI Ans opMmUpOBaHUS Kroyewn
Ons  3awmweHHoro obmeHa uHdopmaumen ¢
[loBepeHHON CeThH0.

KoopauHaTtop — mapuwpyTtusatop Cetu ViPNet.

TyHHenupyemble y3nbl — CeTeBble Y3fbl, Yen
Tpaduk Ha yyacTke ceTn NHTepHeT 3awmaeTcs
¢ nomouwbto KoopanHartopa.

LLino3oBon koopauHatop — KoopauHatop Cetu
ViPNet, ncnonb3yemMbin ans nepepayn
TPaHCMOPTHbLIX KOHBEPTOB Mexay [loBepeHHbIMU
CETAMMN.

dann mexcereBon uHdopmaumnm — dann,
cogepxawmn uHgopmaumo, Heobxogumyro Ansi
opraHmsaumm MexceTeBoro B3anmMoaencTeus.

MexceTeBoe B3aumopevMcTBMEe — NpoLece
opraHusaumm [losepeHHoNn cetn Mexay
LLinto3oBbiMK KoopauHaTopamu,

npuHagnexawmnmmn Cetn ViPNet 3akasdnka un
Cetun ViPNet UcnonHutens c uenbto 6e3onacHoro
obmeHa nHdopmaumen mexay TyHHenupyembiMu
pecypcamu.

1. NPEOMET
1.1. WcnonHutenb npepoctaBngeT 3akasuvuky
OOMONHUTENbHYID  ycryry — goctyna K
CepBucy FOCT-VPN Ha 6ase ViPNet —
ycnyre no npegocTaBleHUIO TEXHUYECKON
BO3MOXXHOCTU OpraHun3auun 3aluLeHHOro
KaHarna CBfi3W C  WUCMONb30BaHUEM
kpunTtorpaduyecknx anroputmo MOCT Ha
6asze ceptuduumposaHHoro CK3U (manee
- Yecnyra) B pamkax
3aKasaHHOW/oKa3biBaeMon OCHOBHOWM
ycnyrm 13 rpynnbl - ycniyr - “CeTeBoe
obopynoBaHve” (Oanee “OcHoBHad
ycnyra”). 3akasunk npuHUMaeT "
onnaymeaet Ycnyry McnonnuTtento.

OcHoBHas ycnyra OKa3blBae€TCA B paMKax

COOTBETCTBYHOLLMX Ycnosun
NCNONb30BaHMUsSl  OTAENbHbLIX  CEepBMCOB.
TepMuHbI, oOnpedeneHHble B YCrnoBusiX
NCNONb30BaHMUsl  OTAENbHbIX  CEepBMCOB,

Key as part of Internetwork

Communication.

setting up

Internetworking Master Key is a key intended for
generating keys for secure information exchange
with the Trusted Network.

Coordinator is a router of the ViPNet Network.

Tunneling Nodes are network nodes whose traffic
on the Internet is protected using the Coordinator.

Network
transport

Gateway Coordinator is a ViPNet
Coordinator used for transferring
envelopes between Trusted Networks.

Internetworking Information File is a file that
contains information for Internetworking.

Internetworking is the process of organizing a
Trusted Network between Gateway Coordinators
belonging to the Customer's ViPNet Network and the
Contractor's ViPNet Network to provide secure

information exchange between Tunneling
Resources.

1. SUBJECT

1.1. The Contractor provides the Customer with

an additional service: access to the
GOST-VPN Service based on ViPNet — a
service for providing technical capability to
organize a secure communication channel
using GOST cryptographic algorithms based
on a certified CIST (hereinafter referred to as
the Service) as part of the provided/ordered
main service from the "Network Equipment"
group of services (hereinafter referred to as
the "Main Service"). The Customer shall
accept and pay for the Service to the
Contractor.

The main service shall be provided in
compliance with the respective Condition for
using Individual Services. All terms shall be
used within their definitions specified in
theCondition for using Individual Services.
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1.2

21.

nmerT B HaCTOALLMX Ycnosusix
NMPUCBOEHHOE NM 3HAYEHNME.

Ycnyra BKroYaerT:

OpraHusaumMio 1M HacTpOWKYy  OOHOrO
MexceTeBoro B3aMMOAENCTBUS  MeXOY

Cetbto ViPNet WcnonHutena un CeTtbio
ViPNet 3akasunka nnu Tpetbero nuua;
Mopnepxky LUnto3oBoro kKoopauHaTopa B
Cetn ViPNet WcnonHutens B
paboTocnocoBHOM COCTOSAHUN;

Hactpoviky LUno3oBoro koopguHatopa B
Cetn ViPNet WcnonHutensa no 3anpocy

3akasuvka B TukeT-cucteme  Aans
opraHvzauuu ZJOCTYMHOCTU
TyHHEenMpyembIx pecypcos mexay

[loBepeHHbIMK ceTsamun.

Ycnyra He BKnoYaeT npeaocTaBeHue:

Cetn ViPNet 3akasuuky nnu tpetbemy
nuuy;

LLinto3oBoro koopamHaTopa,
npuHaanexattero Cetn ViPNet 3akasunka
UNn TpeTbero Nuua;

LLinto3oBoro KoopauHaTopa,
npuHagnexatiero Cetn ViPNet
Wcnonuutena®.

B pamkax Ycnyru VicnonHutens
obecneynBaer:

MoHuTOpUHT paboTtocnocobHOCTH
Lnto3oBoro koopanHaTtopa B Cetn ViPNet
WcnonHutens;

YctaHoBky o6HoBneHun B Cetn ViPNet
WcnonHutens;

Mo 3asBke 3akaszdnmka B TuKeT-cucteme
nameHeHun npasun gns  LWnio3sosoro
KoopauHaTopa, KOTOpbIN NpeaocTaBnsieTcs
B pamkax OCHOBHOW yCnyru.

NnoPAAOK
YCNyru

NPEAOCTABIIEHUA

Bbibop n 3aka3 Ycnyrm ocyuiecTtBnsietcd
3akaszdnkom vyepes TUKET-CUCTEMY.

1.2

21.

The Service includes:

provision and configuration of one
Internetworking between the Contractor's
ViPNet Network and the Customer's or third
party's ViPNet Network;

operability support for the Gateway
Coordinator in the Contractor's ViPNet
Network;

setting up the Gateway Coordinator in the
Contractor's ViPNet Network, as requested by
the Customer in the Ticket System, to enable
access to Tunneling Resources between
Trusted Networks.

The service does not include the provision of:

ViPNet Network to the Customer or third
party;

Gateway Coordinator belonging to the
Customer's or third party's ViPNet Network;
Gateway Coordinator belonging to the
Contractor's ViPNet Network?.

As part of the Service, the Contractor

provides:

operability monitoring of the Gateway
Coordinator in the Contractor's ViPNet
Network;

installation of updates in the Contractor's
ViPNet Network;

at the Customer's request in the Ticket
system, changes to the rules for the Gateway
Coordinator provided as part of the Main
Service.

SERVICE PROVISION PROCEDURE

The Customer shall select and order the
Service through the Ticket System.

"Mcnonuutens npepoctasnset 3akasunky CK3W ons ucrnonb3oBaHus B kadectse LUno3osoro koopauHatopa B
Ka4yecTBe OTAENMbHOW YCnyru, NPEeLoOCTaBMEHNE KOTOPOW PErynupyetcsi YCNOBUSMW UCMONb30BaHUS OTAENbHbIX
cepsucoB: CeTeBoe 06opygoBaHue.
2The Contractor provides the Customer with the CIST to use as the Gateway Coordinator as a separate service, the
provision of which is regulated by the Terms for Use of Individual Services: Network Equipment.
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2.2.

2.3.

2.4.

2.5.

2.6.

Mpwu 3akasze  3akasyuMKk  ykasblBaeT
crneayoLlme ceBeaeHus:
Homep Cetn ViPNet, npuHagnexawen

3akasuuky unv TpeTeemy nuuy;

Xernaemyto cxemy nogKIto4eHus;
BO3MOXHYO aarty npoBeaeHus
yCTaHOBOYHOW BCTpeum ¢ McnonHutenem.

VcnonHutenb BMpaBe YTOYHUTb MHblE
cBedeHuss Ons  okasaHus  Ycnyrm  unu
NMOPEKOMEHAOBATb  WHblE  TEXHUYECKUe
XapaKTEPUCTUKMN.

WcnonHutenb B TeveHue 3 (Tpex) paboumnx
OHEeN C MOMEHTa MosnyyYeHnss HeoBXxoaNMbIX
cBedeHun cornacyet B TUKeT-cucteme C
3aka3umMkom BpemMsi 1 gaty YCTaHOBOYHOW
BCTpeYn unm yBEeOOMIISIET, yTO
yCTaHOBOYHas BCTpeYva He noTpebyeTcs.

Mpn HeobxogumocTn CTOPOHbLI NpPOBOAAT
YCTAHOBOYHYIO BCTpEYYy C MNpPUCYTCTBUEM
npeactasutenelt CTOPOH B COrnacoBaHHOM

dopmMaTte M npegHasHavyeHHyl  OnsS
YTOYHEHNS " cornacosaHus BCEX
HeoOXoOWMbIX ANA  oKasauus  Ycnyru

CBEEHU U JaHHbIX, B TOM YuChe:

pellaeMbix 3aKkaszdmMkom 3aaay;
TEXHUYEeCKOoW BO3MOXHOCTU WcnonHutens
Onst  okasaHus  Ycryru B kenaemom
3akasdynkom oobeMe;

Cpoka Havana npegocTasneHust Ycnyru.

MpencraButenn CTOPOH, NPUCYTCTBYHOLLNE
Ha Takom BCTpeYe, cymTaoTCs
YNONHOMOYEHHBIMU CtopoHamm Ha
NPUHATUE PEeLLEHUA No oKasaHuio Ycnyru.

NTtorm YCTaHOBOYHOW BCTpEYH,
BKNIOYaoLWmMe MHgpopmaumo O cpokax W
obbeme Yenyru dukcupyroTca

WcnonHutenem B TukeT-cucteme.

WcnonHutene HauynHaeT okasaHue Ycnyru
He no3gHee 30 (Tpuauatn) pabounx gHen ¢
MOMeHTa cornacoBaHus BCEX
HeobXOAMMbIX YCIOBUA C 3akasynmkom u
yBegomnsieT  3akasuMka O Hadane
oKasaHus Yenyru nocpencTteoM
TukeT-cuctemMsl.

B cnyyae, korga VcnonHutenb opraHm3yeT
n HacTpaunBaeT MeXceTeBoe
B3ammopencTeue ¢ Cetbto ViPNet TpeTbero
nvua. 3akasdmk 0bsi3yeTcs npegocTaBUTb
cornacue Ha YCTaAHOBIIEHME MEXCETEBOIO
B3aMMOAENCTBUS MOAMMCAHHOE TPeTbUM
nuuom no opme, YCTaHOBMEHHOW Ha

2.2.

2.3.

2.4.

2.5.

2.6.

When ordering, the Customer shall clarify the
following information:

number of ViPNet Network owned by the
Customer or third party;

desired connection scheme;

possible date for the introductory meeting with
the Contractor.

The Contractor is entitled to request further
information for providing the Service or
recommend other technical specifications.

The Contractor shall approve the time and
date of the introductory meeting with the
Customer in the Ticket system within 3 (three)
working days from the receipt of the
necessary information, or notify that the
introductory meeting will not be required.

If necessary, the Parties hold an introductory
meeting with representatives of the Parties, as
is agreed between the Parties, in order to
specify and agree on all the information and
data required to provide the Service,
including:

tasks to be solved by the Customer;
Contractor's technical capabilities to provide
the Service in the scope required by the
Customer;

start date for the provision of the Service.

Representatives of the Parties present at such
meeting shall be deemed authorized
representatives of the Parties for making
decisions on the provision of the Service.
Results of the introductory meeting, including
the information about the period and scope of
the Service, shall be recorded by the
Contractor in the Ticket System.

The Contractor shall begin the provision of the
Service no later than 30 (thirty) working days
from the moment of agreeing on all necessary
conditions with the Customer and shall notify
the Customer about the start of the provision
of the Service via the Ticket system.

In the event that the Contractor organizes and
configures inter-network interaction with a
third party's ViPNet Network, the Customer
undertakes to provide consent to the
establishment of inter-network interaction
signed by a third party in the form established
on the Contractor's website -
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2.7.

2.8.

2.9.

3.1.

3.2.

cante WcnonHutens -
https://selectel.ru/services/additional/gost-v
pn/ nnu no COrnacoBaHuio c
VicnonHuTenem WHble [JoKkasaTenbCcTBa
cornacust  TpeTbero nuua (Hanpumep,
oduumanbHOe MNUCbMO C  MPUIIOXKEHMEM

CKaHMPOBaHHOW KOMWW [JOKYMeHTa Ansi
TpeTbero nuua C  ykasaHuem CeTu
WcnonHuTtensi,  CKaHMpPOBaHHOW  KOMWMK

poroBopa 3akasuuka U TpeTbero nuua u
NHoE)

MameHeHne xapaktepuctuk Ycnyru BO
BpeMsSl €€ OKa3aHus He npoM3BOOUTCS.

MN3meHeHne XapaKTepucTuk Yenyru
BO3MOXHO TONMbKO MpU HOBOM 3akase
Yenyru.

B cnyyae Bbixoga u3 ctpos LUno3oBoro
KoopauHaTopa, npuHagnexawero Cetu
ViPNet WcnonHuTtens, WNcnonHutenb
00s3yeTcsl 3a CBOWM CYET B TeveHue 24
(BBaguaTM 4eTblpex) 4YacoB C MOMeEHTa
yBe4OMINEHUSA 3akasunka yepes
TukeT-cuctemy, 3aameHuTb obopyaoBaHve n

(vnn)  Bce  BbllegwmMe U3 CTpoS
KOMMMeKTyowme Ha aHanorudHole. [Mpwu
OTCYTCTBMU HEeoOXOAMMBIX  3anacHbIX
yacTten y WcnonHutens - BO3MOXHO
BPEMEHHOEe ncnonb3oBaHue Oonee
EMKMX/BbICTPbIX petanew unn

obopygoBaHus. Ecnn ¢ MomeHTa Bbixoga
M3 cTposi o6opydoBaHUS [0 OKOHYaHUS
PEMOHTHbIX paboT npowno 6onee 24
(oBapuatM  yeTbipex) 4YacoB, 3akas3duk
MMEeT npaBoO Ha KOMMEHcauuw B
COOTBETCTBUM C HACTOALLMMU YCNOBUAMN.

M3meHeHus HaCTpoekK LLinto3oBoro
KoopauHaTopa, npuHagnexawero Cetu
ViPNet WcnonHutens, ocywecTenaeTcs no
3anpocy 3aka3duka B TukeT-cucteme B
TedeHne 3 paboumx OHEM C MOMEHTa
cornacoBaHusi UaMeHeHnn VicnonHuTtenem.

OMNATA YCNYTU

Ecnn vHoe He ycTaHOBNEHO HacTOSWMUMU
Ycnosusimn, Ycnyra onnadnBaetcs B
nopsigke, CPoku 1 hopme, YCTaHOBMNEHHbIX
CornawweHuem.

CtommocTb Yenyru 3aBUCUT oT
okasblBaemonn OCHOBHOW ycryru, Kotopas
HeobxoavMma Ans okasaHusa Ycnyru.

2.7.

2.8.

2.9.

3.1

3.2.

https://selectel.ru/services/additional/gost-vpn/
or, as agreed with the Contractor, other
evidence of the third party's consent (for
example, an official letter with a scanned copy
of the document for the third party indicating
the Contractor's network, a scanned copy of
the contract between the Customer and the
third party, etc.).

Changes to the Service characteristics during
its provision are not allowed. Changes to the
Service characteristics are only possible in
case a new Service is ordered.

In the event of failure of the Gateway
Coordinator belonging to the Contractor's
ViPNet Network, the Contractor agrees to
replace the equipment and/or  all
malfunctioning components with similar ones
at the Contractor's expense within 24
(twenty-four) hours from the moment the
Customer sends the notification via the Ticket
system. In case of lack of the necessary
components, the Contractor may temporarily
use more capacious/fast components or
equipment. If more than 24 (twenty-four)
hours have elapsed from the moment of
failure of the equipment to the end of the
restoration work, the Customer shall have the
right to receive compensation in accordance
with these Terms.

Changes shall be made to the settings of the
Gateway Coordinator belonging to the
Contractor's ViPNet Network upon the
Customer's request via the Ticket system
within 3 (three) business days from the time of
approval by the Contractor.

PAYMENT FOR SERVICE

Unless otherwise established by these
Conditions, the Service shall be paid in the
manner, time and form established by the
Agreement.

The cost of the Service depends on the Main
Service provided, which is necessary for
delivering the Service.
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4. OKOHYAHUE NMPEOOCTABIJIEHUA
YCNYIT

4.1. 3akasunmk MOXeT oTkasaTbCa OT Ycnyru
nyTeM HanpaBneHus 3asBkM Ha ee
oTKMoYeHne yepes TukeT-cuctemy. OTkas
nnm NpVUoCTaHOBMEHNE oKasaHus
OcHOBHOW  ycryrM  aBTOMaTUYEeCKU He
BMMSIET Ha OKasaHwe Ycnyru.

4.2. Tlpn Hanuumn  3aaBkM  McnonHuTenb
npekpawaer  okasaHue  Ycnyru  Ha
cnegylwmi  OeHb MOCrne  OKOHYaHus
OTYETHOro nepvoaa.

4.3. [lpu poctmxkeHun bBanaHca 3akasuuka,
HeQoCTaTOMHOrO  Ans  OCYLeCTBreHus
crefyloLlero CnucaHWst 3a  okasaHue
Ycnyrn WcnonHuTenb BnpaBe OTKIOYUTb
poctyn Kk Ycnyre 4yepes 96 (goeBsiHOCTO
LIeCTb) Yacos.

4.4. Tpn banaHce 3akasuymka, HegOCTATOYHOM
ans OCYLLIECTBIEHUS cneayoLlero
CrMcaHusa 3a oKasaHue YCryru, B Te4eHue
144 (cTto copoka 4YeTblpex) 4YacoB nocrie
OTKITOMEHUS poctyna K Yenyre
VcnonHuTenb  mpekpawaer  okasaHue
Yenyrn 1 ygansieT Bce Mnorfb3oBaTernbCekue

HaCTPOWKM OcHoBHOM ycnyru,
ncnornb3yemMble Npu okasaHuu Ycnyru, 6e3
BO3MOXHOCTM BOCCTaHOBIEHNS.

YKa3aHHbI CPOK MOXET BObiTb NpoAdsieH no
cornaweHnto CTOpPOH.

4.5. 3akasuuk MOXeT NPOOOITXNUTb
ucnonb3oBaHve Ycnyru, npu  ycnosum
nononHeHnss banaHca  3akasunka B
TedyeHne 240 (4ByxCOT COpoOkKa) 4acoB C
MOMEHTa HeonnaThl Yenyru. Mpn
nononHeHnn banaHca 3akasdnka B
yKa3aHHbI CpOK npu Hanu4nu
3a[I0fKEHHOCTM Mo onnare Ycnyrn, cymma
3a[I0MKeHHOCTM ByadeT cnucaHa B MOMEHT
nononHeHus banaHca 3akasdnka.

5. YPOBEHb OKA3AHUA YCIYTU (SLA)

5.1.

4, END OF SERVICE PROVISION

4.1. The Customer may discontinue the use of the
Service by submitting a ticket for deactivation
through the Ticket System. Refusal or
suspension of the Main Service does not
automatically affect the provision of the
Service.

4.2. In the presence of a request, the Contractor
shall stop providing the Service on the day
following the end of the reporting period.

4.3. If the Customer's Balance is insufficient for the
next Service charge, the Contractor is entitled
to disable the access to the Service after 96
(ninety-six) hours.

4.4. When the Customer's Balance is insufficient
for the next Service charge, within 144 (one
hundred and forty-four) hours after the
Service access is disabled, the Contractor
terminates the provision of the Service and
deletes all user settings of Main Service used
during the Service provision without the
possibility of recovery. The indicated period
may be extended by agreement of the Parties

4.5. The Customer can continue using the Service
if the Customer's Balance is replenished
within 240 (two hundred and forty) hours from
the moment of non-payment for the Service.
When replenishing the Customer's Balance
within the specified period, and if there are
arrears in the Service payment, the amount of
arrears will be debited at the time of the
Customer's Balance replenishment.

5. SERVICE LEVEL ACCOMPLISHMENT
(SLA)
5.1.

KomneHcupyemas HegocTynHoCTb /
Compensable Unavailability

HekomMneHcupyemas HegoCTYNHOCTb /
Non-compensable Unavailability

. Heﬂ,OCTyI'IHOCTb, noene4vyeHHas
HeOOCTYNHOCTbIO HE MeHee [OBYyX OCHOBHBbIX
ycnyr, CO34aHHbIX B OTKa30yCTOI7ILII/IBOM

. HepaboTtocnocoGHOCTb LLinto3oBoro
KoopavHaTtopa, npuHagnexaiwero Cetun ViPNet
3akasuuka. /
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knactepe. /
Unavailability caused by unavailability of at
least two Main Services designed in a

fault-tolerant cluster.
. HepocTtynHocTb Ycnyrm no npuyvHam,
HaxoaAawmmcesa B 30HE OTBETCTBEHHOCTU

WcnonHutena cormacHo n. 1.4 YcroBun un
npesbilleHne cpokos no n. 2.7. /

Service unavailability due to reasons within the
responsibility of the Contractor as written in
clause 1.4 and including exceeding the terms
as stated in clause 2.7.

Inoperability of the Gateway Coordinator
belonging to the Customer's ViPNet Network.

. HepocTynHocTb, rnoerneyeHHas
HeOO0CTYNMHOCTbIO OcHoBHbIX  ycnyr  6e3
MCMNonb30BaHMs 0TKa30yCcTOMYMBOro Knacrtepa. /
Unavailability caused by the unavailability of Main
Services without the use of a fault-tolerant
cluster.

. HepoctynHocTe Ycnyrm no npuyvHam,
HaxogsWwmMmMcss B 30He  OTBETCTBEHHOCTM
3akasumka, BKIOYasi, HO He OrpaHW4MBasiChb,
oWwmnbKN KoHUrypauum, HeBepHble HaCTPONKK
MapwpyTusaumm  TyHHenupyemblX  pecypcos,
UCTEYEeHME CpoKa AENCTBUS MEXCETEBbIX WM
WHbIX Kntoyen. /

Unavailability of the Service due to reasons within
the Customer's responsibility, including but not
limited to configuration errors, incorrect routing
settings for Tunneling Resources, and the
expiration of internetworking keys or other keys.

rapaHTMpOBaHHaﬂ AOCTYNHOCTb

(npm

for the Service unavailability)

OTCYTCTBUA NPUYUH HegocTynHocTu Yenyru) /
Guaranteed availability (provided there are no reasons

ycnosum
353013418 m

% (npoueHT) paboTocnoco6HocTHu 3a mecsL, /
% (per cent) of operability per month

96,8 %

JocTtynHocTb Ycnyru B Mecsy,
/
Service availability per month

Yenymm /

Bpems HegocTynHoOCTU

Service unavailability time

Pasmep komneHcauum /
Amount of compensation

0o 96,8 %
from 96.8 %

[0 24 yacos

up to 24 hours

He KOMMeHcupyeTcs
not subject to compensation

oT 96,8 00 93,43 % oT 24 yacoB o 48 yacos 70 %
from 96.8 t0 93.43 % from 24 hours to 48 hours

o1 93,43 % oT 48 100 %
from 93.43 % from 48

5.2. WcnonHutenb obGecneumBaeT AOCTYMNHOCTb
Ycnyrn B TeYEHUE BPEMEHU, yKazaHHOro B
nyHkte 5.1, 3a WCKMIOYEHNEM BpPEMEHMU
nposeaeHns aBapUNHbIX n
nNpodnnNakTN4eCcKmx pabor. Bpewms
npoBefeHnsi NpodunakTnyeckmx paboTt He
ABMNAETCA  BPEMEHEM  HEOOCTYMHOCTU
Yenyru, nognexatmm KoMmneHcaumn.

5.3. HepocTtynHoCTb Yenyrun (npocTon)
onpefenseTca Kak WHTepBan BpPEMEHU
MeXay MOMEHTOM OTMNpaBku COOBLLEHUS
3aka3umMkom nocpencTBoM TUKET-CUCTEMBI

5.2.

5.3.

The Contractor shall ensure the Service is
available for the time specified in Clause 5.1,
except for emergency and maintenance
works. The time of maintenance works is not
considered as the time of the Service
unavailability that is subject to compensation.

Service unavailability (downtime) is defined as
the time interval between sending the
message via the Ticket System to the
Contractor's technical support service and the
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5.4.

5.5.

5.6.

5.7.

5.8.

5.9.

B cnyxby nopaepxkn WcnonHutens w

MOMEHTOM 3aBepLUeHus
BOCCTaHOBUTENbHbIX pabot
WcnonHutenem.

KomneHcauus BblpaXkaetcs B
npeaocTaBneHnn 3akaszunky
COOTBETCTBYIOLLErO  KONMMYecTBa  OHen

BGecnnartHoro okasaHus Ycnyru, BnAoTb A0
1 (ogHoro) mecsiua. Pasmep komneHcauum
onpefensieTcss UCxoast U3 CyMMbl nrarexa
3a VYenyry 3a 1 (oguH) Mecsay M
YCTaHOBIEHHOIO MpPOLEHTa KOoMMNeHcaumm
n. 5.1. MNMony4yeHHas cymma nepeBOAUTCA
Wcnonnutenem n3 NPOLEHTOB B
KonmyectBo AHen 6GecnnaTtHOro okasaHus
Yenyrw.

B cnyyae notepu/noBpexaeHnst AaHHbIX B
pesynsrate aBapuu Mo BUMHe McnonHutens
3akasuumky Oyoert npeaocTaBreHa
KOMMeHcaumMss B pasMepe CTOMMOCTU
ycnyru 3a 1 mecs,.

KomneHcaums 3a HegoCTynHOCTb YCnyru
no BuHe VcnomHuTenss  Bblpaxaetcs
NCKITHOYUTENBHO B npeaocTaBneHnn
OecnnaTHbIX gHen okasaHusa  Ycnyru.
MakcumanbHbIi pasmep KOMMeHcaumm —
OOuMH  Mecsl ©OecnnatHOro  okasaHusi
Yenyru. KomneHcaums He MOXeET
BblpaxaTbCA B BbiNNaTe  OEHEXHbIX
CPEACTB MMM 3a4UCIIATbCA  Ha  cyeT
3akasuuka.

KomneHcauwus, He npu KaKnx
obcToaTeNbCTBAaX, HE MOXET NpeBbILATb
pasvep CyMMbl OMia4eHHON 3aka34ymKom
3a MecsL, Nonb3oBaHNSa YCnyromn.

He nognexut KomneHcauun Bpems
HeJOCTyMHOCTU  Ycryru, CBsi3aHHOe ¢
npoBedeHnem NpodunakTMyeckux pabor.

He nognexut komneHcauum MpOCTOMN,
CBSI3aHHbIN c obcToaTenscTBaMM
HenpeoaonMMon cunbl " NHbIMU
obcToaTenbCcTBAMKM, MNpousoLeawnMmn He
no BuHe WcnonHutena. He nognexut
KoMneHcaumm npocTou, BbI3BaHHbIN
aenicteusimu (b6esgerictenem) 3akas4ymka.

5.4.

5.5.

5.6.

5.7.

5.8.

5.9.

moment of completion of the recovery works
performed by the Contractor.

The compensation shall provide the Customer
with an appropriate number of days of free
provision of the Service, up to 1 (one) month.
The amount of compensation is determined
based on the amount of payment for the
Service for 1 (one) month and the percentage
of compensation specified in Clause 5.1. The
received amount is transferred by the
Contractor from an interest rate to the number
of days of free provision of the Service.

In case of loss/damage of data as a result of
an accident caused by the Contractor, the
Customer  shall be provided  with
compensation in the amount of the service
cost for 1 month.

The compensation for the Service's
unavailability due to the Contractor's fault
shall be resulted solely in assigning free days
of service provision. The maximum amount of
compensation shall be limited to one month of
free provision of the Service. The
compensation may not result in payment of
funds or be credited to the Customer's
account.

The compensation cannot exceed the amount
paid by the Customer for a month of use of
the Service under no circumstances.

The time of unavailability of the Service due to

maintenance works shall not be
compensated.
Any downtime due to force majeure

circumstances and other circumstances not
resulting from the Contractor's fault shall not
be compensated. Any downtime due to the
actions (omission to act) of the Customer shall
not be compensated.
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5.10.

5.11.

5.12.

6.1.

[Ona nonyyeHnss komneHcauum 3akasyuk
rnocrne OKOHYaHus Mecsila, B KOTOPOM
Ycnyra ©Obina HeOoCTynHa, HanpaensieT
WcnonHutento 3asBrneHne Ha
npegocTaBneHne KoMneHcauuu.
3asiBneHne 3anonHsaetca  no  dopme
McnonHutens, pasMelleHHONn Ha caunte
WcnonHutena ¢ ykasaHuem Homepa
TMKETa, B KOTopom coobwanocb O
HeOOCTYNHOCTU YCIyru, CyMMapHOe BpeMsi
NpocTos, AaTbl HELOCTYNHOCTK YCnyru.

Ha ocHoBaHuM 3asiBneHust 3akasymka o
npegocTaBneHnm KOMMeHcaumu,
UcnonHntene B TedeHue 7  (cemu)
KaneHdapHblx  OHeW  genaeT  pacder
KOMMeHcaumMmM, a WMEHHO paccYMTbIBAET
KONM4ecTBO AHeW GecnnaTHOro okasaHus
Ycnyru, unu  nNpuvHUMaeT pelleHue 06
oTkasze B NpedoCTaBEHMU KOMMeHcaumu,
ecnm HepabotocnocobHocTb  Ycnyru
HacTynumna no npu4YuHe, He 3aBUCALLEN OT
WcnonHutensa, unu 6bina 3annaHuposaHa

WcnonHutenem, o 4em 3akasymk Obin
yBE€OOMIIEH.

Mocne NPUHATUS pelueHus o
npegocTaBneHMm KomneHcauun wnun o6

oTKase, VicnonHutens yBegoMnsaeT 06 3Tom
3akasunka nocpeacTBOM TUKET-CUCTEMBI.

noPAOOK OPIFAHU3ALIUN
MEXXCETEBOIO B3AUMOOENCTBUA U

HACTPOWKWU CETEBOIO
OBOPYOOBAHUA
WcnonHutenb  opraHudyet MexceteBoe

B3auMmogdencTBue B crieqytoLlem nopsiake:

Mocne 3akasa Ycnyrm 3akasuvk oxupaert

yBegoMrieHme oT WcnonHutens o]
rOTOBHOCTM opraHu3auun MexceTeBoro
B3aMOOEeNCTBUS;

WcnonHutens BMecTe C yBeaoMIieHnem o

rOTOBHOCTM opraHu3aunm MexceTeBoro
B3aUMOZENCTBUS:

yKasblBaeT, 4YTO COrMacHO TEXHUYECKNX
npasunam 3akasuuk sABNseTCA
WHuumaTtopom MeXCeTeBoro

B3aMMOOENCTBUS, UMK

nepexoguTt K cnegywuwemMy nyHKTy, 4TO
O3HavaeT, 41O MWcnonHutenb saBNseTcd
VlHI/ILI,I/IaTOpOM MeXCEeTeBOoro

5.10. In

5.11.

5.12.

6.1

order to receive compensation, the
Customer shall send to the Contractor an
application for compensation after the end of
the month in which the Service was
unavailable. The application shall be filled in
according to the form of the Contractor
available on the Contractor's website
indicating the number of the ticket in which the
Service was reported to be unavailable, the
total duration of downtime, the date of
unavailability of the Service.

Based on the Customer's application for
compensation, the Contractor within 7 (seven)
calendar days shall calculate compensation,
namely, calculate the number of days of free
provision of the Service, or decide to refuse to
provide compensation if the Service is
disabled due to a reason beyond the
Contractor's control, or was planned by the
Contractor, about which the Customer was
informed.

After deciding on providing the compensation
or on refusal to provide the compensation, the
Contractor shall notify the Customer thereof
via the Ticket System.

PROCEDURE FOR ORGANIZATION OF
INTERNETWORKING AND NETWORK
EQUIPMENT CONFIGURATION

.The Contractor organizes Internetworking as

follows:

After the Service is booked, the Customer shall
expect a notification from the Contractor about
the availability of Internetworking;

Together with the notification of availability of
Internetworking, the Contractor shall:

indicate that the Customer is the Initiator of the
Internetwork Communication as per the
technical rules, or

proceed to the next clause, which means that
the Contractor is the Initiator of the Internetwork
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B3aMMOOENCTBUS.

. 3akazunk-UHnumatop MEXCETEBOIO
B3aUMOAENCTBNA B TedeHue 5 (nAtm)
KaneHgapHblX OHeW nocre nony4YeHus
yBegomMneHusi, a icnonHutenb-MHuumnartop
MEXCEeTEBOrO B3aUMOAENCTBUS npu
OTMpaBneHUN  yBeOOMIIEHMS,  cO3daeT
dan  MexceTteBoM  MHOPMaUUK U
MexceTeBoW MacTep-Kiod, U yBeaoMnsieT
Btopyto cTtopoHy B TukeT-cucteme o garte,
BpeMeHn 1 BbibpaHHOM cnocobe nepegayn
darina MexceTeBOM WHGoOpMauUm U1
MexceTeBoro macTep-Kkntoua:

- nyTem nepegadv Ha PU3N4ECKoOM HocuTene
(usb flash HakonuTene unu cd gucke);

- C MNOMOLLbBI YCRyr KypbepCKOW ChnyxObl
depnepansHoro rocygapcTBEHHOro
YHUTapHOro npeanpusatus “fMmaeHbIA LEHTP
cneumanbHon ceasun” (GIryn ruce);

- nyTem WwndpoBaHUs nepegaBaembIxX
¢annos ¢ nomouibio anroputmos [OCT
28147-89 wnn TOCT P 34.12-2015 u
oTnpaske 3alwmMpoBaHHbIX annos Yyepes

Tuker-cuctemy WnM MO 3MNEKTPOHHOM
nouTe.

Mepenava darina MEeXCeTEBON
nHdopmaumm " MexceTeBoro

mMacTep-knoda Bo3moxHa B OyagHn ¢ 09:00
Ao 18:00, ecnu CTOpOHbI HE AOrOBOPUNNCH
06 MHOM BpemeHun nepegaudu.

. MHnumaTop MEeXCceTeBoro B3aMmogencTBums
B  COMacoBaHHOe Bpems nepegaet
BblOpaHHbIM cnocobom danin MexceTeBom
MHdopMaummn n MexceteBon mMacTep-KIiod
BTopow cTtopoHe.

. lMocne BbIMonHeHuss pabotr  Btopas
CTOpoHa dopmupyeT oTBeTHbin  dann
MeXCceTeBoM WHgopMaunmm un nepegaet
WHnumnaTopy MEXCEeTeBOro
B3aMMOAEeNCTBUA B TUKET-CUCTEME UIK MO
3NEKTPOHHOM nouTe.

. MHnumaTop MEeXceTeBoro B3aMmogencTBums
NPUHMMAaeT OTBETHLIN dann MexceTeBomn
MHdopMaLmu;

. 3akasumk un WcnonHutene dopMupyiot
HOBblE  CMPaBOYHUKA M KIKOYN U

oTnpaensoT ux Ha y3nbl Cetn ViPNet.

[Mocne BbINOMHEHUSA yKa3aHHbIX AENCTBUN
MexceTeBoe B3aMMOZENCTBME CYMTAETCH
OopraHu3oBaHHbIM McnonHutenem.

Communication.

The Customer-Initiator ~ of Internetwork
Communication within 5 (five) calendar days
after the notification is received and the
Contractor-Initiator ~ of  the Internetwork
Communication at the time of sending the
notification shall create an Internetworking
Information File and an Internetworking Master
Key and shall notify the Second Party of the
Ticket System of the date, time and the selected
method of transmission of thelnternetworking
Information File and the Internetworking Master
Key:

by handing it over on a physical medium (USB
flash drive or CD disk);

by the courier service of the Federal State
Unitary Enterprise “Main Center for Special
Communication” (FSUE GCSS);

by encrypting the transferred files using the
algorithms of GOST 28147-89 or GOST R
34.12-2015 and sending the encrypted files
through the Ticket System or by e-mail.

The transfer of the Internetworking Information
File and the Internetworking Master Key is
possible on weekdays between 09:00 and
18:00, unless the Parties have agreed on other
transfer times.

The Initiator of the Internetwork Communication
shall transfer the Internetworking Information
File and the Internetworking Master Key to the
Second Party by the selected method.

After the work is completed, the Second Party
shall generate a response Internetworking
Information File and transfer it to the Initiator of
Internetwork Communication via the Ticketing
System or by e-mail.

The Initiator of Internetwork Communication
shall accept the response Internetwork Data File

The Customer and the Contractor will create
new directories and keys and send them to the
ViPNet Network nodes.

After completing the above actions, the
Internetworking shall be considered established
by the Contractor.
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6.2.

6.3.

B crtoMmocTb Ycnyrn BXxoguT opraHum3aums
ogHoro MexceTeBOro B3aMMOAENCTBUS C
ncnonb3oBaHnem CeteBoro obopygoBaHust
B kadecTBe LLnto3oBoro koopgmHatopa.

Hactporika LUnw3oBoro KoopauHaTopa,
npuHagnexawero Cetn ViPNet 3akasuuka,
a Tawkke HacTpoWka MapLupyTusauum
TYHHENMpyeMbIX y3roB n WHOrO
obopyaoBaHusl, He BXOOAWT B CTOMMOCTb
Yenyrua.

6.2.Service cost includes the organization of one
Internetworking using Network Equipment as the
Gateway Coordinator.

6.3.Service cost does not include configuration of
the Gateway Coordinator belonging to the
Customer's  ViPNet Network and the
configuration of routing for tunneling nodes and
other equipment.
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