Selectel

ycnosusa UCNOJIb30OBAHUA OTOAEJIbHbIX
CEPBMCOB: 3ALLUTA OT DDOS-ATAK

Bepcusi om 15 agaycma 2019 e.,
ecmyrniaem 8 cury ¢ 01 ceHmsabps 2019 a.

HacToswwme ycnosus NCnonb30BaHUs
OTAENbHbIX CEPBUCOB («YCMOBUAY) SABMAOTCA
HeoTbeMnemon 4actbto [lonb3oBaTenNbCKOro
cornawenns («CornaweHve»). TepMuHbl C
NponncHon BykBbl, KOTOPbIE WCMOMb3YHTCH, HO
He onpederneHbl B HACTOALWNX YCNoBUsSX, UMEKT
3Ha4yeHwue, NnpucBoeHHoe v B CornalueHun.

1. NPEOMET

1.1. VcnonHutenb npepocTaBnsieT 3akasumky
JOCTYN K KOMMJEKCY  TEXHWUYECKUX
MepPONPUATUIA, HanpaBneHHbIX Ha
YMEHbLUEHNe KonuyecTea

HenerMTMMHOro Tpaduka M3 MHTepHeTa
Ha obopygoBaHue 3aka3uuka (oanee —
«Ycnyra»). 3aka3uuk MpUHMMaeT wu
onnaymnsaet Ycnyry McnonHutento.

2, NOPAOOK NMPEOOCTABIEHUA
ycnyru
2.1. Mpn dopmupoBaHun 3akasa 3akasuuk

coobwaet VcnonHutento Heobxoaumble
AaHHble ana  dopmupoBaHus  Ycnyru
(IP-apgpec, ooMeH, KOTopbl HeEOBXOOUMO
3alUTUT, [AOMNOMHUTESbHYHO
TEXHUYECKYI0 MHopMauuo), AaHHble
Heobxoammble ans OPMUPOBAHMSA U
goctyna K JInyHomy kabuHeTy Ha naHenu
DdoSGuard gnsa ynpaeneHus Ycnyron u
NMpOCMOTpa CTaTUCTUKM.

2.2. OkazaHne  Ycnyru  HauMHaeTcs B
TeyeHne, HO He nosgHee, 1 (ogHoOro)
Yaca C MOMeHTa 3aka3a Ycnyrm u ee
onnatbl, MpPW HaMU4MU TEXHUYECKOWN

BO3MOXHOCTMW.
2.3. B cnyyae OTCyTCTBUS TEXHUYECKOW
BO3MOXHOCTU oKasaHwusi Ycnyrm,

Wcnonuutenb yBegomnsieT 3akasduka,
OTNpaBMB COOOLLEHNE HA SMNEKTPOHHBIN
agpec 3akasuuka n/vnu yepes
TukeT-cMCTEMY C yKa3aHWeM MPUYMH, MO
KOTOpbIM Ycriyra He MOXeT ObiTb
oKasaHa B CpOK, YKasaHHbIi B n. 2.2
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CONDITIONS FOR USAGE OF INDIVIDUAL
SERVICES: PROTECTION FROM DDOS
ATTACKS

(Distributed Denial of Service attacks)

Revision dated August 15, 2019,
will come into effect from September 1, 2019.

These conditions for usage of individual services
("Conditions") are an integral part of the User
Agreement ("Agreement"). Capitalized terms (used
but not defined in these Conditions) shall have the
meanings assigned to them in the Agreement.

1. SUBJECT

1.1. The Contractor will provide the Customer
with access to a range of technical
measures designed to reduce the amount of
illegal traffic from the Internet to the
Customer’s equipment (hereinafter referred
to as "Service"). The Customer accepts and
pays the Service to the Contractor.

2. PROCEDURE FOR SERVICE PROVISION

21 When placing an order, the Customer
provides the Contractor with the data
relevant for Service set-up (IP-address,
domain name that needs to be protected,
additional technical information), the data
necessary for Personal Account set-up and
access on the DdoSGuard panel for Service
management and statistics review.

2.2. Provision of Services starts, if technically
feasible, within but not later than 1 (one)
hour from the moment of Service order and
payment.

2.3. If the feasibility is unavailable, the
Contractor will inform the Customer with an
e-mail and-or via Ticket-system, stating the
reasons why the Service cannot be provided
within the time period defined in Clause 2.2
of these Terms and Conditions, and specify
the approximate starting date of the Service
provision.
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2.4.

2.5.

2.6.

2.7.

2.8.

YcnoBuin, U ykasaTb NPUMEPHbLIE CPOKM
Hayara okasaHusi YCnyru.

McnonHutenb BblgenseT 3aljullieHHble 2.4.

IP-agpeca pgnsa okasaHua Ycnyrn v
MapLUpyTU3MpyeT WX Ha YyKasaHHble
nybnuyHbele agpeca 3aka3umka BHYTPU
cetn Wcnonnutens.

Ycnyra
VcnonHntenem CoBMECTHO C NApTHEPOM.
3akasuvk yBeOMIIEH N COrnaceH C TeM,
yTo Tpadwmk OymeT npoxoauTb B TOM
yucne 1 Yyepes ceTb NapTHepa.

Ucnonuutenb rapaHTupyet paboTy cetn  2.6.

B paMKax CBOEW 30Hbl OTBETCTBEHHOCTU
MW He HeceT OTBETCTBEHHOCTb 3a
BO3MOXHbl€ Henomnagkn B CeTdxX 3a
npegenamMu  30Hbl  OTBETCTBEHHOCTM
Ucnonuutensa. CeTb napTtHepa no
OKasaHuo YCNyrn Takke siBfsieTCa 30HON
OTBETCTBEHHOCTU McnonHuTens.

Ycnyra obecneunBaeT oTpaxeHue Bcex 2.7.

Buaoos DdoS artak mouwHocTbio go 1.5
Tbps no ceteBoMy W TpaHCNOPTHOMY

YPOBHSAM. Mpwn 3akase Yenyrm
npeaoCcTaBnsATCS:

HeorpaHuyeHHas nonoca unbTpaLmm, .
HeorpaHudeHHas nonoca punbTpaLmm, .
3aluTa Noaa0MEHOB, .
3awmnueHHbIn DNS-xocTuHr, .

KSLIMpOBaHWE U AOCTaBKa CTaTUYECKOro .
koHTeHTa (CDN),

nogaepxka HTTP/2 n SPDY, .
nogaepxka SSL/TLS 1.2&1.3 .
LwncposaHus,

3awmta HTTPS, .
noaaepxka CTOPOHHUX

SSL-cepTudumkaTos.

Ycnyra npegoctaBnaeTtcs COBMeCTHO ¢ 2.8.

yCNyrov 4ocTyna B MHTEPHET.
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npegocraensetrca  2.5.

The Contractor allocates protected IP
addresses for the provision of the Service
and routes them to the specified public
IP-addresses of the Customer in the network
of the Contractor.

The service is provided by the Contractor
together with the partner. The customer is
notified and agrees that the traffic will be
routed through the partner network as well.

The Contractor guarantees the network
operation within its area of responsibility and
is not responsible for probable network
failures beyond the responsibility of the
Contractor. The network of the Service
Partner is also included in the Contractor’s
area of responsibility.

The Service provides the rebuff of all DdoS
attack types with the capacity of 1.5 Tbps on
the network and transport levels. The
following items are available when the
Service is ordered:

unlimited band of the legal Internet traffic,
unbound filtration band,

subdomain protection,

secured DNS-hosting,

cashing and distribution of the
uncategorised content (CDN),

HTTP/2 and SPDY support,

SSL/TLS 1.2&1.3 encryption support,

HTTPS security,

third party SSL-certificate support.

The Service is available along with the
Internet access service.
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2.9.

2.10.

3.1.

41.

5.1.

Mpn 3akase Ycnyrm npepoctasnsetca  2.9.

OAWH  3awmuwieHHbli  IP-agpec. [lpu
HeobxoauMocTH JOMNONTHUTENbHbIE
3alMLLEHHble IP-agpeca 3akasuunk
MoXeT npuobpecTn B MNanenu
yrnpaBneHus YYETHOM 3anucblo
3akasuyuka.

PaboTtocnocobHocTb cetn WcnonHutena  2.10.

" Ycnyrm MOXeT ObITb
npoaHanuMaMpoBaHa npwm Hanuynuu
COOTBETCTBYIOLLETO TUKeTa oT
3akasuuka.

ONNATA YCNIYITU 3.

Ecnn nHoe He ycTaHoBneHo HacToswmummn 3.1,

Ycnosuamu, Ycnyra onnadveBaeTca B
nopsgke, CpOKM " dopme,
YCTaHOBMEHHbIX CornaweHuvem "
Tapuamu.

OKOHYAHUE NMPEOOCTABJIEHNA 4.
ycnyru

Mpu poctwxkeHun Hynesoro banaHca 4.1.

ycnyrm  mnm GanaHca, HegoCTaTOYHOro
ona  onnartbl  cnegywwero  nepuoaa
OKa3aHusA yCJ'IyFI/I, OTKIMK4YeHne gocrtyna K

Ycnyre  NpoucxXoauT — aBTOMaTUYECKM.
WcnonHutenb oTtnpaBnsieT 3akasuduky
yBeoMNneHne 06 ncTeveHuu

ONnrayeHHoOro nepuoga W OTKAYEHUN
Yenyru B TukeT-cucteme wu/unu  no
3NEKTPOHHON nouTe.

YPOBEHb OKA3AHWUA YCITYTU (SLA) 5.

5.1.

One secure IP-address is provided when the
Service is ordered. If necessary, the
Customer can purchase additional secure
IP-addresses in the Customer account
control Panel.

The Contractor’'s network and Service health
can be analysed if there is an appropriate
ticket from the Customer.

SERVICE PAYMENT

Unless otherwise established by these
Terms and Conditions, the Service is paid in
the manner, time and form established by
the Agreement and tariffs.

END OF SERVICE PROVISION

When the Balance for service reaches zero
or the amount which is not enough to make
further Service payments, the suspension of
access to the Service is to be done
automatically. The Contractor informs the
Customer about the paid expiry and
suspension of the Service via the Ticket
System or e-mail.

SERVICE LEVEL ACCOMPLISHMENT
(SLA)

MapaHTUpoOBaHHasa AOCTYNHOCTb (Npun
yCNOBUM OTCYTCTBUSA NPUYUH
HeaocTynHocTu Ycnyru) /
Guaranteed availability (provided that
there are no reasons for the Service
non-availability)

24x7x365 — 24 yaca B CyTKW,
7 oHew B Hegento, 365 gHewn B roay /
24x7x365 — 24 hours a day,
7 days a week, 365 days a year

% (npoueHT) paboTocnoco6HoOCTH 3a
mecsy /
% (percent) of efficiency per month

99.7 %
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5.2.

5.3.

5.4.

HepocTynHocTb Yenyru
onpegenseTcs Kak WHTepBan BpeMeHu
MeX4y MOMEHTOM OTMpaBKkyu COoobLLeHus
nocpeacTBOM TUKeT-CUCTEMbl B CryXOy
nogaepxkn McnonHntens M MOMEHTOM
3aBepLUeHnss BOCCTaAHOBUTEMbHbLIX paboT
WUcnonHutenem.

MokasaTenn dakTnyeckon poctynHocTn 5.3.

Ycnyrn paccuntbiBalOTCH €XXEMECAYHO Ha
OCHOBE [aHHbIX CUCTEMbl 3asBOK Ha
yCTpaHeHne HeUcnpaBHOCTM, MNOAAHHbIX
yepes  Tuket-cuctemy.  [OCTYynHOCTb
ycnyrm onpegensiercd cnegyowmm
obpasom: BbluuTasa M3 obLiero BpemMeHu B
KaneHgapHOM  Mecsille  COBOKYMHOCTb
BPEMEHM  HeJoCTymHocTM  Ycnyrm B
cooTBeTCTBMM 3asiBkaMu Ha yCTpaHeHue
HeucnpaBHOCTW, [JeneHHoe Ha obuwee
BpeMs B TEKyLLEeM KarneHOapHOM Mecsiue.
Bpema HegocTynHOCTM YCnyru HadnHaeT
TeYb C MOMEHTa nojayM 3aka3uyumkoM
3asBkM Ha yCTpaHEHUe HEUCNPaBHOCTMU.
3akasynk fgormkeH coobwutb o cboe
yepes TukeT-cuctemy. Bpewms
HedoOCTyMmHOCTM  YCnyrm  ucTekaeT B
MOMEHT  YCTPaHEHUS  HEWUCMNpPaBHOCTMU.
lMocne  ycTpaHeHUss  HeMcnpaBHOCTU
nogaHHast 3asBka MOXET BpPEMEHHO
OCTaBaTbCs OTKPbLITOW AN OanbHEenLwwero
BbISICHEHUS CIyYMBLUErocsl, W 3akpbiTa
3aka34MkoM nocne BbINOMHEHUS BceX
OTHOCALLUXCSA K TOMY aAMUHUCTPATUBHBIX
paborT.

CymmapHoe Bpems
OTBEeAEHHoe Ha nnaHoBble
npodmnakTnyeckne paboTbl He [AOMKHO
npesBbiwats 16 4yacos B roa. Bpems

nepepbLIBOB B okaszaHum  Ycnyrn,
3aTpadeHHoe Ha npodmnakTuyeckme
pabotbl, cBbille 16 uvacoB B rog,
NOANEXNT KOMMeHcauumm.
EavHoBpeMeHHbI nepepbIs ans

MraHoBbIX paboT He AOImKeH MpeBbliwaTh
no AnuTenbHocTM 3 4Yaca, B Mecsl
cyMMapHast NPOAOIKUTENBHOCTD
MraHoBbIX paboT He AOoMkHa MpeBblWaTh
4 yaca, nnaHoBble paGoTbl  MOryT
MPOBOAUTLCS He Yalle OByX pa3 B Mecsil,.
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(npocton) 5.2.

nepepbisos, 5.4.

The unavailability of the Service (ineffective
time) is defined as the time interval between
the moment of sending a message via the
Ticket System to the Contractor's support
service and the moment of completion of
the recovering work by the Contractor.

The indicators of the actual availability of
the Service are calculated on a monthly
basis taking into account the data from the
Troubleshooting Ticket System submitted
via the Ticket System. Service availability is
defined as follows: subtract the aggregate of
the service unavailability time from the total
time in the calendar month in accordance
with the Troubleshooting Tickets and divide
by the total time in the current calendar
month. The time of the Service unavailability
begins to run from the date of the Customer
submitting the trouble ticket. The Customer
must inform of the failure via the Ticket
system. The Service unavailability time
expires at the moment of fault correction.
After the malfunction elimination, the
submitted Ticket may temporarily remain
open for further clarification of the incident,
and is closed by the Customer after all
administrative work related to it has been
completed.

The total break time allotted for scheduled
preventive maintenance should not exceed
16 hours per year. The time of interruptions
in the Service provision spent on
maintenance work, which exceeds 16 hours
per year, is subjected to be compensated. A
single break for scheduled work should not
exceed 3 hours, the total duration of
scheduled work should not exceed 4 hours
per month, scheduled work can be carried
out no more than twice a month.
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5.5.

5.6.
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Ecnn poctynHocte Ycnyrm 3a oguH 5.5, If the Service Availability for one calendar
KaneHJapHbIN Mecsl He COOTBETCTBYET M. month does not comply with Clause 5.1 of
5.1. HacTosAwmx Ycnosun, WcnonHutenb these Terms and Conditions, the Contractor
ocyulecTBnseT KOMMeHcaumio B shall provide compensation in the following
cneayoLem nopsigke: order:
[DoctynHocTb Bpems Pa3amep komneHcauum (B %) /
ycnyrm B HEeAOCTYMNMHOCTU Amount of compensation (%)
mecsau/ ycnyrm /
Service Service maintenance
availability per objective
month
00 99,80 % / up no 1 4yaca 30 MUHyT / 5%
t0 99.80 % up to 1 hour 30 minutes
o1 99,79 no oT 1 4yaca 31 MUHyTbI 10 %
99,58 % / no 3 vacos /
from 99.79 to from 1 hour 31 minutes
99.58 % to 3 hours
o1 99,57 po oT 3 4acoB 1 MUHYTHI 30 %
98,62 % / no 10 vacos /
from 99.57 to from 3 hours 1 minute
99.62 % to 10 hours
ot 98,61 0o 96,7 | ot 10 yacoB 1 MUHYTHI 70 %
% / 0o 23 yacoB 59 MUHyT /
from 98.31 to from 10 hours 1 minute
96.7 % to 23 hours 59 minutes
00 96,6 % / up oT 24 yacos / from 24 100
t0 96.6 % hours
KomneHcaums BblpaxkaeTcsi B 5.6. Compensation is expressed in providing the
npegocraBneHnn 3akaszuuky Customer with the appropriate number of
COOTBETCTBYIOLIErO KOMMYECTBa [Hel days of free Service provision, up to 1 (one)

GecnnaTtHOro okasaHusi yCJ'IyFI/I, BMNINoTb

o 1

(ogHoro)

mecsaiua.  Pasmep

KOMNeHcaumm onpegensieTcs mucxogs u3
CyMMbl nnatexa 3a Ycnyry 3a 1 (oauH)

Mecsal, W
KOMMeHcaLnu.
nepeeoauTcs
MPOLIEHTOB B

yCTaHOBMEHHOro
MonyyeHHas
McnonHutenem n3

npoueHTa
cymMmma

KOJNM4YecTBO aHen

BGecnnaTtHOro okasaHus Ycnyru.
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month. The amount of compensation is
determined based on the amount of
payment for 1 (one) month of Service and
the established percent of compensation.
The amount received is transferred by the
Contractor from percentage to the number
of days of free Service provision.
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5.7.

5.8.

5.9.

5.10.

5.11.

5.12.
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KomneHcaums 3a HeOOoCTYNHOCTb YCner
no BuHe WcnonHutens BblpaXaeTca
NCKIMKYNTENTBHO B npegoctaBlieHNN
OecnnaTtHbIX [OHEN oOKasaHus ycnyru.
MakcumanbHbIn pa3mep KomneHcauun -—

OAMH Mecsal ©OecnnaTHOrO  oKasaHus
Yenyru. KomneHcauusa He MOXeT
BblpaXaTbCA B  BbINNaTe  AEHEXHbIX
CpeacTB  MAM  3a4MCnATbCA  Ha  cyeT
3akasuuka.

He nognexut komneHcauum MPOCTOMN,
CBSA3aHHbIN c obcToaTenscTBaMM
HenpeoaonMMomn cunebl " WUHBbIMU

obcTosiTenscTBaMK, NpousoLLeLINMN He
no BuHe WcnonHutenda. He noanexunt
KOMMneHcaumm NpoCTOn, BbI3BaHHbIN
aencteusimn (6esgencranem) 3akasyumka.

[Ona nonyyeHus KomneHcauum 3akasymk
nocrne OKOH4YaHMs Mecsia, B KOTOPOM
Ycnyra Obina HeOoOCTynHa, HanpaensieT
Wcnonuutento 3adaBneHne Ha
npegocTaBreHne KOMMeHcauuun.
3asBneHne 3anonHsetcs no  dopme
VcnonHuutensa, pasmMewEHHOW Ha canTte
Wcnonuutena ¢ ykasaHumem Homepa
TMKeTa, B KOTOpOM coobuwanocb o
HedoOCTyMmHOCTM  YcrnyrM,  CyMMapHoe
BpeMsl MpoCTos, AaTbl HELOCTYNMHOCTU
Yenyru.

Ha ocHoBaHuM 3asiBreHust 3akasuyuka o
npenocTaBrneHnm KomMmmeHcauuu,
UcnonHutens B TedveHne 7 (cemu)
KaneHoapHblX OHeW OenaeTt  pacyet
KOMMeHcaumMmM, a MMEHHO paccyuUTbiBaeT
KONNYECTBO aHen 6ecnnaTHoro
okasaHus  Ycnyru, wunu  nNpuvHUMaeT
pelweHne o6 oTkasze B MnpegocTaBrieHun
KomneHcauuu, ecnm
HepaboTocnocobHOCTL Yenyrn HacTynuna
no  npuyunHe, He 3aBuUcCAWlEN  OT
WcnonHutens, unu 6eina 3annaHnpoBaHa
VcnonHutenem, o 4eM 3akas3uuk Obin
yBE€AOMIIEH.

Mocne NPUHATUS peLueHus o]
npegocTaBrieHMM KomneHcauum unm o6
oTkase, Wcnonuutens yBegomnsieT 06
3TOM 3akasuuka nocpencTsom
TukeT-cucTembl.

Yyer HeOOCTYNHOCTU yCﬂerI n pacyet
KoOMneHcauunn ocyLiecTBnsdaeTCA
aBTOMaTU4ECKN.

5.7.

5.8.

5.9.

5.10.

5.11.

5.12.

Compensation for the unavailability of the
Service due to the Contractor's fault is
expressed exclusively in the provision of
free Service days. The maximum amount of
compensation is one month of free Service
provision. The compensation cannot be
expressed in the payment of monetary
funds or credited to the Customer's account.

The ineffective time is not subject to
compensation due to force majeure or other
circumstances that occurred through no
fault of the Contractor. The ineffective time
is not subject to compensation due to
actions (inaction) of the Customer.

The Customer sends an application for
compensation to the Contractor after the
end of each month in which the Service was
unavailable. The application is filled in
according to the Contractor’s form available
on the Contractor's website specifying the
ticket number indicating the Service
unavailability, the total downtime, the dates
of Service unavailability.

Basing on the Customer’s application for
compensation, the Contractor calculates the
compensation within 7 (seven) calendar
days, namely, calculates the number of
days for free Service provision, or declines
the compensation provision if the Service
failed due to reasons not dependent on the
Contractor or it was planned by the
Contractor, of which the Customer was duly
notified.

After making a decision on the
compensation provision or refusal, the
Contractor shall notify the Customer thereof
via the Ticket System.

and
recorded

The Service
compensation
automatically.

unavailability
calculation are
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