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ycnoeua UCNONb30OBAHUA OTAENbHbIX
CEPBUCOB: 3ALLUNTA OT DDOS-ATAK

Bepcusi om 12 mapma 2024 e.,
ecmyrniaem 8 cusy ¢ 1 anperns 2024 a.

HacTtoswue ycnoBumsa ncnonb3oBaHUsa oTAerNbHbIX
cepBuUCOB («Ycnosusi») ABMNAIOTCA
HeoTbemreMmon yvacTtbio  [lorb3oBaTernbCKoro
comaweHns («CormaweHue»). TepMuHbl C
NMPONNCHON OYKBbI, KOTOPbIE MCMOMb3YIOTCS, HO
He onpefeneHbl B HACTOALWNX YCNOBUAX, UMEIOT
3HayeHue, NnpucBoeHHoe M B CornaiueHmu.

1. NPEOMET

1.1. McnonHuTtenb npegoctaBnsieT 3akasyunky
AOCTYN K KOMMMEKCY  TEXHUYECKUX
MEPONPUATUNA, HanpaBneHHbIX Ha
YMEHbLUEHNEe KonuuyecTea

HEeNnermTMMHOro Tpaduka M3 WHTEPHETa
Ha obopygoBaHue 3akas3uyuka (Oanee —
«Ycnyra»). 3aka3uuk MNpvHMMaeT MU
onnayusaet Ycnyry NcnonHutento.

2, NOPALOOK NPEOOCTABINEHUA
ycnyru
2.1. Mpn dopmmpoBaHnn 3akasa 3akasumk

coobuwaer WcnonHutento Heobxoaumble
OaHHble Ona  QopmupoBaHua  Ycnyrm
(IP-agpec, OoOMEH, KOTopbI HeobxoanumMo
3alMTUTb, OOMONHUTENBHYIO
TEXHUYECKYIO WHGOPMaUnIo), AaHHble
Heobxogumble Ons  opMUpoBaHMS U
poctyna K JlInyHomy KabuHeTy Ha naHenu
DdoSGuard ansa ynpaeneHus Ycnyron u
NpoOCMOTpa CTaTUCTUKN.

2.2. OkaszaHne  Ycnyrm  HadMHaeTcsa B
TeyeHune, Ho He nosaHee, 1 (ogHoro) yaca
C MOMEHTa 3akasa YCrnyrm u ee onnarbl,
npw HaNM4YnMn TEXHNYECKON BO3MOXXHOCTM.

2.3. B cnyyae oTcyTCTBUA  TEXHUYECKOM
BO3MOXHOCTU oKasaHus Yenyrm,
Wcnonuutene yBegomnsieT 3akas4yuka,
OTMpaBMB COOOLLEHME HAa 3MNEKTPOHHbIV
agpec 3akasuuka n/vnu yepes
TukeT-cncTemy C ykasaHveM Mpu4vH, No
KOTOpbIM Ycryra He MOXeT ObITb OKasaHa
B CPOK, YKasaHHblA B M. 2.2 Ycrnosuin, 1
yKasaTb MpUMMEpHble CPOKM Hayana
oKasaHus Ycnyru.
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CONDITIONS FOR USAGE OF INDIVIDUAL
SERVICES: PROTECTION FROM DDOS
ATTACKS

Revision dated March 12, 2024,
will come into effect from April 1, 2024.

These conditions for usage of individual services
("Conditions") are an integral part of the User
Agreement ("Agreement"). Capitalized terms (used
but not defined in these Conditions) shall have the
meanings assigned to them in the Agreement.

1. SUBJECT

1.1. The Contractor will provide the Customer
with access to a range of technical
measures designed to reduce the amount of
illegal traffic from the Internet to the
Customer’s equipment (hereinafter referred
to as "Service"). The Customer accepts and
pays the Service to the Contractor.

2. PROCEDURE FOR SERVICE PROVISION

21  When placing an order, the Customer
provides the Contractor with the data
relevant for Service set-up (IP-address,
domain name that needs to be protected,
additional technical information), the data
necessary for Personal Account set-up and
access on the DdoSGuard panel for Service
management and statistics review.

2.2. Provision of Services starts, if technically
feasible, within but not later than 1 (one)
hour from the moment of Service order and
payment.

2.3. If the feasibility is wunavailable, the
Contractor will inform the Customer with an
e-mail and-or via Ticket-system, stating the
reasons why the Service cannot be provided
within the time period defined in Clause 2.2
of these Terms and Conditions, and specify
the approximate starting date of the Service
provision.
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2.4.

2.5.

2.6.

2.7.

2.8.

2.9.

McnonHutenb BblOensieT 3awuileHHble 2.4.

IP-agpeca pgns okasaHus Ycnyrm u
MapLpyTU3MpyeT UX Ha YyKal3aHHble
nyonuuHble agpeca 3akasdnka BHYTpU
cetn Ncnonnutens.

Ycnyra npegoctasnsaetca cnonHutenem  2.5.

COBMECTHO C napTHepoM. 3akasduk
yBelOMNeH W cornaceH C TeMm, u4To
Tpaduk 6yaet npoxoauTb B TOM YuUcre U
yepes ceTb NapTHepa.

WcnonHuTtenb rapaHTupyet paboty cetm  2.6.

B pamMKax CBOEWN 30Hbl OTBETCTBEHHOCTU U
He HeceT OTBETCTBEHHOCTb 3a
BO3MOXHbIE Henoragkm B CeTax 3a
npegenamyv  30Hbl  OTBETCTBEHHOCTM
Wcnonnutens. CeTb napTHepa no
OKasaHuIo YCryrn Takke siBnsieTcs 30HOMm
OTBETCTBEHHOCTU McnonHutens.

Ycnyra obecneunmBaeT oTpaxeHue Bcex 2.7.

BuaoB DdoS artak mowHocTtbio go 1.5
Tbps no ceteBoMy UM TpaHCMOPTHOMY

YPOBHSAM. Mpwn 3akase Yenyrun
npenocTaBnsAloTCA:

HeorpaHuyeHHas noroca unsTpauuu, .
HeorpaHuyeHHas nosfoca unsTpauuu, .
3aluMTa Noaa0MEHOB, .
3awmLLeHHbI DNS-xocTuHr, .

K3lUMpOBaHMe W OOCTaBKa CTaTUYeCcKoro
KoHTeHTa (CDN),

nogaepxka HTTP/2 n SPDY, .
nogaepxka SSL/TLS 1.2&1.3 .
wndpposaHus,

3awmTa HTTPS, .
nogaepxka CTOPOHHUX .

SSL-cepTtncmkatos.

Ycnyra npepoctaBnseTcs COBMECTHO ¢ 2.8.

yCrnyrov JOCTYNa B UHTEPHET.

Mpu 3akase Ycnyrum npepoctaenserca  2.9.

OoavH  3awmuweHHbin  IP-agpec. [lpu
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The Contractor allocates protected IP
addresses for the provision of the Service
and routes them to the specified public
IP-addresses of the Customer in the network
of the Contractor.

The service is provided by the Contractor
together with the partner. The customer is
notified and agrees that the traffic will be
routed through the partner network as well.

The Contractor guarantees the network
operation within its area of responsibility and
is not responsible for probable network
failures beyond the responsibility of the
Contractor. The network of the Service
Partner is also included in the Contractor’s
area of responsibility.

The Service provides the rebuff of all DdoS
attack types with the capacity of 1.5 Tbps on
the network and transport levels. The
following items are available when the
Service is ordered:

unlimited band of the legal Internet traffic,
unbound filtration band,

subdomain protection,

secured DNS-hosting,

cashing and distribution of the
uncategorised content (CDN),

HTTP/2 and SPDY support,

SSL/TLS 1.2&1.3 encryption support,

HTTPS security,

third party SSL-certificate support.

The Service is available along with the
Internet access service.

One secure IP-address is provided when the
Service is ordered. If necessary, the
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2.10.

3.1.

3.2.

4.1.

4.2.

5.1.
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HeobxoanmMocTu [OMNOMHUTENbHbIE
3allULLEeHHbIe IP-agpeca 3aKasyuk
MOXEeT npuobpectn B MaHenu
yrnpaBneHus y4eTHOM 3anuncbio
3akasuuka.

PabotocnocobHocTb cetn McnonHutens
" Yenyrum MOXET ObITb
npoaHanuaMpoBaHa npu Hanu4um

COOTBETCTBYIOLLEro TUKETa OT 3aKasduka.
OMNATA YCIIYTU

Ecnn nHoe He ycTaHOBMEHO HACTOALMMM

Ycnosusamu, Ycnyra onnadyvBaeTtca B
nopsgke, CPOKM " dopme,
YCTaHOBIEHHbIX CornaweHnem n
Tapuamu.

Mpw NOAKIOYEHNM aBTONpOASIEHNS
Ycnyra Oyoet npogrieBaTbCs
aBTOMaTUYeCKN.

OKOHYAHME NMPEOOCTABIEHUA
ycnyru

3aka3umk BripaBe OTKasaTbCs OT YChyru

MyTeEM HamnpaBfieHWsi 3asiBKM Ha eé
oTKMnoYeHne B TUKeT-cucTemMe  Uiu
CaMOCTOATENbHO OTKITHOYUTL

aBtonpoanieHne Ycnyrm. Ycnyra 6yget
OTKIOYEHa MO 3aBEPLUEHUIO OMNNavyeHHOoro
nepuoga.

Mpn pocTwxkeHun Hynesoro banaHca
ycnyrm unu GanaHca, HegoCTaTOYHOro
AN onnatbl  cniegylowero nepvoga
oKasaHus Ycrnyru, OTKMNioYeHre gocTyna K
Ycnyre  mpoucxogutT  aBTOMaTUYEeCKW.
WcnonHutene otnpaender  3akas4vuky
yBegomneHve 06 ncTedeHun
ONflayeHHOro nepvoga W  OTKIKOYEHUM
Yenyrm B Tuket-cucteme  w/wunm  no
3NEKTPOHHOWN noYTe.

YPOBEHb OKA3AHUA YCINYTU (SLA)

2.10.

3.1.

3.2.

4.1.

4.2.

5.

5.1.

Customer can purchase additional secure
IP-addresses in the Customer account
control Panel.

The Contractor’s network and Service health
can be analysed if there is an appropriate
ticket from the Customer.

SERVICE PAYMENT

Unless otherwise established by these
Terms and Conditions, the Service is paid in
the manner, time and form established by
the Agreement and tariffs.

Upon enabling auto-renewal, the Service
shall be renewed automatically.

END OF SERVICE PROVISION

The Customer shall be entitled to refuse the
Service by submitting a request for its
disabling via the Ticket System or by
independently disabling the auto-renewal of
the Service. The Service will be disabled at
the end of the paid period.

When the Balance for service reaches zero
or the amount which is not enough to make
further Service payments, the suspension of
access to the Service is to be done
automatically. The Contractor informs the
Customer about the paid expiry and
suspension of the Service via the Ticket
System or e-mail.

SERVICE LEVEL ACCOMPLISHMENT
(SLA)

YCNOBUM OTCYTCTBUS NPUYMH
HegocTynHocTu Ycnyrum) /

non-availability)

FapaHTUpoBaHHas JOCTYMHOCTL (Npu

Guaranteed availability (provided that
there are no reasons for the Service

24x7x365 — 24 yaca B CyTKW,
7 oHew B Hepento, 365 aHen B rogy /
24x7x365 — 24 hours a day,
7 days a week, 365 days a year
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5.2.

5.3.

5.4.
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mecsy /

% (npoueHT) paboTocnoCOGHOCTH 3a

% (percent) of efficiency per month

99.7 %

HepoctynHocTb Yenyrm (npocTon)
onpefensieTcs Kak WHTepBan BpeMEHU
Mexgy MOMEHTOM OTMpaBKU COOBLLEeHUS
nocpeacTtBOM TUKET-CUCTEMBI B CRyOy
nogaepxkn WMcnonHutens M MOMEHTOM
3aBepLUEHNsT BOCCTAHOBUTENbHbLIX paboT
WcnonHutenem.

lMokasatenu dakTnyeckon [OCTYNHOCTU
Ycnyrm paccymTbiBalOTCA €XEMECSHYHO Ha
OCHOBE [aHHbIX cuctembl 3asBOK Ha
yCTpaHeHne HeucnpaBHOCTM, MNOAAHHbIX
yepes TukeT-cuctemy.  [JOCTYMHOCTb
ycnyrm onpepensiercs cnegyowum
obpasom: BbluMTas M3 00LEro BpEMEHN B
KaneHgapHoOM  Mecsiue  COBOKYMHOCTb
BPEMEHN  HedocTynmHocTM  Ycnyriu B
cooTBeTCTBUM 3asiBKaMu Ha ycCTpaHeHue
HencnpaBHOCTW, gdeneHHoe Ha obuee
BpEMS B TEKyLLeM KaneHgapHOM Mecsue.
Bpems HegocTynHoOCTM YcnyrM HayvuHaeT
Te4b C MOMEHTa nopaynm 3aKaszqynkom
3asBKkM Ha yCTpaHeHue HeMCnpaBHOCTW.
3aKkasynk [gomkeH coobwutb o cboe
yepes TukeT-cucTemy. Bpemsa
HeJoCTynHoCTM  Ycnyrm  uUcTekaeT B
MOMEHT  YCTPaHEHUs  HEeUCrnpaBHOCTMU.
lMocne  ycTpaHeHWss  HeucnpaBHOCTU
nogaHHass 3asiBka MOXET BpPEMEHHO
OCTaBaTbCA OTKPbLITON ANA AanbHenwero
BbIICHEHMS CINyYMBLLErOCs, M 3aKkpbiTa
3akasynkom Mocne BbINOMHEHNS BCeX
OTHOCALLMXCH K TOMY afMWHUCTPATUBHbIX
pabor.

CymmapHoe BpeMs nepepLIBOB,
oTBedeHHOe Ha nrnaHoBble
npodunakTuyeckne paboTbl He [AOIHKHO
npeBbilwatb 16 vacoB B rog. Bpewms

nepepbiBoB B oKasaHuu Yenyrw,
3aTpayeHHoe Ha  npodwunakTudeckne
paboTtbl, cBblle 16 yacoB B rog,
NoANeXuT KOMMeHcaumm.
EovHOBpeMeHHbIN nepepbIs ans

MnaHoBbIX paboT He AOMKeH MpeBbllaTb
no pAnurtenbHoctTM 3 yaca, B Mecsl
cyMMapHasi NPOOOIMKUTENBHOCTD
MnaHoBbIX paboT He AOoMmKHa MpeBblaTh
4 yvaca, nnaHoBble paboTbl MOryT
NpPoBOAUTLCS He Yallle AByX pa3 B Mecsl,.

5.2.

5.3.

5.4.
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The unavailability of the Service (ineffective
time) is defined as the time interval between
the moment of sending a message via the
Ticket System to the Contractor’s support
service and the moment of completion of
the recovering work by the Contractor.

The indicators of the actual availability of
the Service are calculated on a monthly
basis taking into account the data from the
Troubleshooting Ticket System submitted
via the Ticket System. Service availability is
defined as follows: subtract the aggregate of
the service unavailability time from the total
time in the calendar month in accordance
with the Troubleshooting Tickets and divide
by the total time in the current calendar
month. The time of the Service unavailability
begins to run from the date of the Customer
submitting the trouble ticket. The Customer
must inform of the failure via the Ticket
system. The Service unavailability time
expires at the moment of fault correction.
After the malfunction elimination, the
submitted Ticket may temporarily remain
open for further clarification of the incident,
and is closed by the Customer after all
administrative work related to it has been
completed.

The total break time allotted for scheduled
preventive maintenance should not exceed
16 hours per year. The time of interruptions
in the Service provision spent on
maintenance work, which exceeds 16 hours
per year, is subjected to be compensated. A
single break for scheduled work should not
exceed 3 hours, the total duration of
scheduled work should not exceed 4 hours
per month, scheduled work can be carried
out no more than twice a month.
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5.5. Ecnm poctynHocTe Yenyrm 3a oamH 5.5,  If the Service Availability for one calendar
KaneHgapHbIi Mecsil, He COOTBETCTBYET M. month does not comply with Clause 5.1 of
5.1. HacTtoswmx Ycnosun, McnonHutenb these Terms and Conditions, the Contractor
ocyLlecTBnsieT KomMneHcauuio B shall provide compensation in the following
cnegyoLlem nopsigke: order:

HdocTynHocTb Bpems Pa3mep komneHcauum (B %) /
ycnyrm B HeAOCTYMNHOCTH Amount of compensation (%)
mecsu/ ycnyrm |
Service Service maintenance
availability per objective
month
00 99,80 % / up no 1 vyaca 30 MuHyT / 5%
t0 99.80 % up to 1 hour 30 minutes
oT 99,79 no oT 1 yaca 31 MUHyThI 10 %
99,58 % / no 3 yacos /
from 99.79 to from 1 hour 31 minutes
99.58 % to 3 hours
ot 99,57 no oT 3 4acoB 1 MUHYTHI 30 %
98,62 % / po 10 yacos /
from 99.57 to from 3 hours 1 minute
99.62 % to 10 hours
o7 98,61 00 96,7 | ot 10 yacoB 1 MUHYTBI 70 %
% / 00 23 yacoB 59 MUHyT /
from 98.31 to from 10 hours 1 minute
96.7 % to 23 hours 59 minutes
00 96,6 % / up oT 24 vacos / from 24 100
t0 96.6 % hours

5.6. KomneHcauus BblpaXkaeTcs B 5.6. Compensation is expressed in providing the
npegocTaBrneHnm 3akasuuky Customer with the appropriate number of
COOTBETCTBYIOLLEr0  Konuyectsa  OHeW days of free Service provision, up to 1 (one)
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fecnnartHoro okasaHus Ycnyru, BnnoTtb 40
1 (ogHoro) mecsua. Pasamep komneHcauum
onpepensieTcss ucxodst M3 CyMMbl nnaTexa
3a Yenyry 3a 1 (ogwH) wmecay u
YCTAHOBIEHHOMO MPOLEHTa KOMNeHcaumm.
Mony4yeHHas cyMmma nepeeoguTCs
WcnonHutenem n3 NPOLEHTOB B
KonmnyectBo AHen 6ecnnaTtHoOro okasaHus
Yenyru.
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month. The amount of compensation is
determined based on the amount of
payment for 1 (one) month of Service and
the established percent of compensation.
The amount received is transferred by the
Contractor from percentage to the number
of days of free Service provision.
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5.7.

5.8.

5.9.

5.10.

5.11.

5.12.
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KoMneHcaums 3a HegoCTYNHOCTb YCRyru
no BuHe WcnonmHuTtenss BblpaXaeTcs
WCKNIOYNTENBbHO B npeaocTaBneHnn
OecnnaTtHbIX [OHEW oOKasaHus  YCnyru.
MakcumarnbHbIn pasMep KoMmneHcaunm —

oaMH Mecsil, GecnnaTtHOro  oKasaHus
Yenyru. KomneHcauus He MOXET
BblpaxaTbCA B  BbiMfate  OeHEeXHbIX
CPEACTB WM 3a4NCNATBCS  Ha  CcyeT
3akasyuka.

He nognexut KomneHcauun mnpocTon,
CBSI3aHHbIN c obcTodaATenbcTBaMm
HenpeoaonMmMon cunbl " NHBIMU

obcToaTenbCcTBaMU, NPOU3OLIEALLIMMA He
no BuHe WcnonHutena. He nognexut
KOMMeHcaumm NpoCTOM, BbI3BaHHbIN
aencteusimu (6esgencTeuem) 3akasumka.

Ona nonyyeHuss komneHcaumm 3akasuvuk
nocrie OKOHYaHMs Mecsua, B KOTOPOM
Ycniyra 6bina HedocTynHa, HanpaensieT
WcnonHutento 3asBneHne Ha
npeaocTaBneHne KomneHcauuu.
3agaBneHne 3anonHaetca no  copme
McnonHuTtens, pasmelléHHOM Ha cainTe
McnonHutena C  yka3aHMem Homepa
TMKeTa, B KOTOpoM coobwanocb o
HedocTynHocTn  Yenyru, CymMMapHoe
BpeEMS MpOCTOs, AaTbl HEAOCTYMHOCTU
Yenyru.

Ha ocHoBaHun 3asiBneHus 3akasuuka o
npegocTaBneHnn KoMMeHcaumu,
McnonHutens B TeveHume 7 (cemn)
KanenZapHblX [HeW JernaeT  pacyer
KOMMNeHcaumM1M, a UMEHHO pacCyUTbIBaET
KONUYyecTBO AHeW GecnnaTHOro okasaHus
Ycnyrn, wnuM nNpuHMMaeT pelueHne o6
oTKase B NpedoCTaBiEHUN KOMMEHcaLum,
ecnn  HepaboTtocnocobHocTb  Ycnyru
HacTynuna no NpuYnHe, He 3aBUCSILLEN OT
WcnonnuTtensa, unu Geina 3annaHupoBaHa
Wcnonuutenem, o 4Yem 3akasuvk Obin
yBEAOMITEH.

Mocne NPUHATUNA peleHns o]
NpeaoCcTaBNeHnn KoMmneHcauum wunu ob
oTkase, WcnonHutenb yBegomnser o6
3TOM 3akas4yunka nocpeacTeom
TukeT-cnctemsl.

YyeT HemocTynHoOCTU Ycnyrm u pacyer
KOMMeHcaunn ocyLLecTBnseTcs
aBTOMaTUYeCKM.

5.7.

5.8.

5.9.

5.10.

5.11.

5.12.
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Compensation for the unavailability of the
Service due to the Contractor's fault is
expressed exclusively in the provision of
free Service days. The maximum amount of
compensation is one month of free Service
provision. The compensation cannot be
expressed in the payment of monetary
funds or credited to the Customer's account.

The ineffective time is not subject to
compensation due to force majeure or other
circumstances that occurred through no
fault of the Contractor. The ineffective time
is not subject to compensation due to
actions (inaction) of the Customer.

The Customer sends an application for
compensation to the Contractor after the
end of each month in which the Service was
unavailable. The application is filled in
according to the Contractor’s form available
on the Contractor’s website specifying the
ticket number indicating the Service
unavailability, the total downtime, the dates
of Service unavailability.

Basing on the Customer’s application for
compensation, the Contractor calculates the
compensation within 7 (seven) calendar
days, namely, calculates the number of
days for free Service provision, or declines
the compensation provision if the Service
failed due to reasons not dependent on the
Contractor or it was planned by the
Contractor, of which the Customer was duly
notified.

After making a decision on the
compensation provision or refusal, the
Contractor shall notify the Customer thereof
via the Ticket System.

and
recorded

The Service unavailability
compensation calculation are
automatically.



