Selectel

ycnosus UCMOJb3OBAHUA OTAENbHbIX
CEPBUCOB:
rPYMNA YCNYIr “OBNAYHAS MNAT®OPMA™"

Bepcusi om 30 okmsibpsi 2023 e.,
ecmyrnaem 8 cury ¢ 2 Hosibpsi 2023 a.

Hactosiwue ycnoBusi NCNonb3oBaHWs OTAEMbHbIX
cepBUCOB («YCNOBUSI») SABNSAOTCS HEOTbEMIEMOW
4YacTbio Monb3oBaTenLCcKoro cornatleHus
(«CornaweHune»). TepMuHbI C NPOMUCHOW OYKBHI,
KOTOpble WCNOMb3YITCA, HO He onpeaeneHbl B

HacTosilUMX  YCrnoBusX, MMEKT  3HayeHwue,
npuceoeHHoe um B CornatueHmu.
TEPMWHbI U ONPEOENEHNA
ATTecTOBaHHbIN ob6na4yHbIn cepBep
(ATTecToBaHHOe  obnako, ATTecToBaHHas
obnavyHasa nnartcgopma) — COBOKYNHOCTb 30H

JocTynHocTu  (gis), AN KOTOpbIX nNpoBedeHa
npouedypa afrectauum B  COOTBETCTBUM C
TpeboBaHuamu lMpukasa PCTIK Poccumn Ne77 ot
29 anpena 2021 roga “Ob YTBEPXIOEHNU
MOPAOKA OPTAHU3AUUN W TIPOBEOEHUA
PABOT Mo  ATTECTAUMM  OBBEKTOB
NHOOPMATU3ALUMMN HA COOTBETCTBUE
TPEBOBAHNAM O 3AWLMTE NHOOPMALINA

OrPAHNYEHHOTO AOCTVYIA, HE
COCTABJAIOLEN MOCYOAPCTBEHHYIO
TANHY”.

BupTtyanbHass mawimHa — BUPTyanu3npoBaHHbIN
cepBep, CO30aHHbIA Ha TEXHMYECKOW noLwiaike
Mcnonnutens " npegocTaBnstoLwmimi
BbIYMCNTENBHBIE PECYPChl 3aKa3uunKy.

MpepbiBaemas BupTyanbHasa  mawuHa -
BupTyanbHasas mawwuHa, wcnonb3yemasd — Ans
MacLITabupoBaHMs MHPPACTPYKTYpbl B CUCTEMAX,
aBTOMAaTMYEeCKN pacnpenensitolmx Harpysky no
BupTyanbHbim MaLumHam. lNpepbiBaemas
BupTyanbHas malwuvHa paboTaeT HeENpepbIBHO HE
oornee 24 4acoB U MOXET ObITb B NtO6ON MOMEHT
octaHoBneHa WcnonHutenem. Ha lNpepbiBaemyto
BupTyanbHylo MawuvHYy He pacnpocTpaHAeTcs
SLA 1 He npenocTaBnsieTcsi KOMMeHcauust npwm
HELOCTYMHOCTMW.

CONDITIONS FOR USAGE OF INDIVIDUAL
SERVICES:
“CLOUD PLATFORM” SERVICE GROUP?

Revision dated October 30, 2023,
will come into effect from November 2,2023

These conditions for usage of individual services
("Conditions") are the integral part of the User
Agreement ("Agreement"). Capitalized terms
(used but not defined in these Conditions) shall
have the meanings assigned to them in the
Agreement.

TERMS AND DEFINITIONS

Certified Cloud Server (Certified Cloud,
Certified Cloud Platform) is a combination of
Availability Zones (gis) which underwent a
certification procedure pursuant to Order of
FSTEC of Russia No. 77 dated April 29, 2021 “ON
APPROVING THE PROCEDURE AND
PERFORMANCE OF SOFTWARE
CERTIFICATION FOR COMPLIANCE WITH THE
REQUIREMENTS FOR PROTECTION OF
RESTRICTED ACCESS INFORMATION THAT IS
NOT A STATE SECRET.”

Virtual Machine — a virtual server created on the
Contractor's Service Platform and offering
computing resources to the Customer.

Discrete Virtual machine is a virtual machine
used to scale infrastructures in systems that
automatically distribute loads across Virtual
Machines. The Discrete Virtual machine runs
continuously for no more than 24 hours and can
be shut down by the Contractor at any time. The
Discrete Virtual machine is not covered by the
SLA and no compensation is provided in case of
its unavailability.

' B cueT-thakType, akTe 06 OKasaHHbIX ycnyrax unu YIM[ B 3aBMCMMOCTM OT 3aKasa yKasblBalOTCS ycnyra
O6nayHble cepBepbl U/UNN KOHKPEeTHbIe 3aKa3aHHble pecypchbl U3 cnucka: Obna4vHble 6a3bl gaHHbIX (KnacTep 6a3
AaHHbIX)

2 The invoice, certificate of services rendered or integrated delivery note shall specify the Cloud servers service
and/or the following ordered services: Cloud Databases (Database Cluster)
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BuptyanbHaa mawunHa ¢ SGX — BupTtyanbHas
MawmrHa ¢ HabopoM cneumanbHbIX WHCTPYKLUIA
npoueccopa, nossornstoLas peanusoBaTb
3almnpoBaHHbIe BbIYUCIIEHUS, AOCTYMN K KOTOPbIM
BO3MOXEH TOMbKO Bnajgenbuem BupTyanbHown
MaLUWHbI.

30Ha [OCTYNHOCTU — 3TO OAMH WU HECKOSbKO
,Cl.aTa—Ll,eHTF)OB BHyTpVI ogHoro peFI/IOHa, B TOM
ymcne 3oHa GIS.

BuptyanbHbli AUCK — BblAENEHHbLIN 00beM
OWCKOBOro MNPOCTPaHCTBA, pPasMEeLlaeMbli  Ha
TexHuyeckon nnowaake McnonHutens.

BuptyanbHas ceTb - N30MNNPOBaHHbIN
BUPTYyanbHbIA KOMMYyTaTop, K KOTOopoMy
NOAKIHYaKTCS BupTyanbHble MaLLWHbI
3akasuuka.

Monb3oBaTenb - napa NUMS-Naponb,
onpepnenstollas BrnagenbLa 0ObeKTOoB.

Monb3oBaTenu co3aalTca 3akazvyMKoM B pamKax
JloMeHa.

MpoekT — noruyeckn u3onNMpoBaHHas rpynna
PecypcoB, K KOTOpOW MOXET WMEeTb LOCTynN
Monb3oBatenb. [lepBbii  [poekT cosgaetcs
aBTOMATUYECKM nocne 3akasa Yenyrw,
nocneaywoLiune 3akasunky Heobxognmo
co3gaBaTb CaMOCTOSTENBHO.

Pecypc - aTtomapHas eavHuua,
npeacTtaensawass coborM  4vacTb  pecypcos
dusnyeckoro  (obnayHoro) cepeepa, nwmbo
MWHMMaIbHO BO3MOXHYHO YyacTb

npenocTaBrsieMol YCryru.

SGX Virtual machine is a virtual machine with a
set of special processor instructions that allows
the implementation of encrypted calculations
accessible only to the Virtual machine owner.

Availability Zone is one or several data centers
within a region, including a GIS zone.

Virtual Disc is an allotment of the disc space
allocated on the Contractor's Service Platform.

Virtual Network is an isolated virtual switchboard
to which the Customer's virtual machines are
connected.

User is a login-password pair which identifies the
owner of the objects. Users are created by the
Customer within the domain.

Project — a logically isolated group of Resources
to which the User can have access. The first
Project is created automatically after ordering the
Service, the subsequent Projects need to be
created by the Customer independently.

Resource is an atomic unit which is either part of
the physical (cloud) server resources or a
minimum possible part of the service provided.

Pecypchl / Resources

EpuHuua uamepenus / Measuring Unit

MpoueccopHble aapa / Processor Cores

LWrykn / Pieces

Custom Image Storage

OnepaTnBHas namstb / RAM lurabawnT / Gigabyte
Bbasosbii anck / Basic Disc lwrabant / Gigabyte
Beictpbii guck / High-Speed Disk lurabawnT / Gigabyte
YHuBepcanbHbii anck / Versatile Disk lwrabant / Gigabyte
JlokanbHbIn guck / Local Disk lurabawnT / Gigabyte
XpaHeHne nonb3oBaTenbCcknx obpasos / lwrabant / Gigabyte

padhmnueckun npoueccop (GPU) /
Graphical Processing Unit (GPU)

Wrykn / Pieces

BblaeneHHble aHKNaBbl onepaTUBHOM NaMATU
ans BuptyansHon mawmHel ¢ SGX /
Dedicated RAM enclaves for SGX Virtual
machines

lwrabant / Gigabyte

https://selectel.ru/about/documents/
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OnepartueHasa namatb SGX /
SGX RAM

LWrykn / Pieces

MpoueccopHble agpa SGX /
SGX processor cores

LWrykn / Pieces

My6nuynbin IP-agpec / Public IP-address

LWrykn / Pieces

MpoueccopHble sapa, npepbiBaemble /
Discrete processor cores

LWTtykn / Pieces

OnepaTtnBHas NnamsTb, NpepbiBaemas /
Discrete RAM

lurabawnt / Gigabyte

padpmnueckun npoueccop (GPU),
npepbiBaembIn /
Discrete GPU

LWrykn / Pieces

My6nuyHas noacetb IP-agpecos/
Public IP Subnetwork

LWTykn / Pieces

Bxogawmi n ncxogswmn tpaduk /
Terminating and outgoing traffic

lwrabant / Gigabyte

JlokanbHas ceTb mexay permoHamu /
Local Area Network

LWTtyku / Pieces

VRRP-noacetb / VRRP-subnet

LWTtyku / Pieces

BanaHcupoBLmkn Harpysku / load balancers

Ltykn / Pieces

File storage, Fast disc

Bakan / Backup lurabawnt / Gigabyte
darinoBoe xpaHunuule, 6a3oBbin gUck / lwrabant / Gigabyte
File storage, Basic disc
darinoBoe xpaHunuile, yHMBepcarbHbIA auck / lvrabant / Gigabyte
File storage, Versatile disc
darinoBoe xpaHunuile, ObICTpbIA ANCK / lvrabawnt / Gigabyte

MpoueccopHble sapa ans basbl gaHHbIX /
Processor cores for Database

LWTykn / Pieces

OnepaTtnBHasa namaTtb ona basbl gaHHbIX / lwrabant / Gigabyte
RAM for Database
JlokanbHbI anck ansa basbl gaHHbIX / lwrabant / Gigabyte
Local drive for Database
XpaHeHue pe3epBHbIX konuin basbl gaHHbIX/ lvrabawnt / Gigabyte
Database's backup storage
CHanuwor / lwrabant / Gigabyte
Snapshot

Bakan — 310 Pecypc, No3BonsoLwWmii Npon3BoauTb
KonupoBaHWe W XpaHeHue pdaHHbix basosoro,
BbicTporo n YHuBepcanbHOro amcka.

ba3sa AdHHbIX - COBOKYMNHOCTb AaHHbIX,
XpaHUMbIX B COOTBETCTBUU CO CXEMOW OaHHbIX,
MaHunynmposaHme KOTOPbIMWU  BbINONTHAKT B
COOTBETCTBUN C npasunamu cpeacTs
MoaeNnMpoBaHNA OaHHbIX.

KnacTep 6a3bl gaHHbIX — 06LEKT, CO34aBaemblIn
3aKasynmkoMm, COCTOSALMIA U3  OOHOW  UNnKn
HECKOIbKNX BupTyanbHbIx MaLLVH, c
yCcTaHoBneHHon ba3on AaHHbIX, MEXay KOTOPbIMU
HacTpoeHa pennukawms.

https://selectel.ru/about/documents/

Backup means a resource used for copying and
storing data of a Basic, Fast and Versatile disk.

Database is a data collection stored in
accordance with the database schema, the
manipulation of which is performed in accordance
with the rules of data modeling tools.

Database Cluster is an object created by the
Customer and consisting of one or several Virtual
Machines with the Database, between which
replication is configured.
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OTka3oyctonumBbin Knactep 6a3bl AaHHbIX -
Knactep ©0a3bl [aHHbIX, KOTOPLIA COCTOUT U3

HECKOJTbKNX bas OaHHbIX, cosgarmnxes
pacnpeneneHHo Ha Pa3HbIX Bu pTyanbHbIX
MaLlnHax, mexay KOTOPbIMU HacCTpoOeHa

pennukauna gaHHblx. [pyM HeQOCTYyNHOCTU OAHOM
BupTtyansHoi MaLUUHbI OTkasoycToNuMBbIV
Knactep 6a3bl gaHHbIX OyoeT 4OoCcTyneH.

dannoBoe xpaHunuuwe Selectel
XpaHunuiie) - OTKa3oycTon4mBas
MacwTabupyemasa cpannosas cuctema Aand
XpaHeHus BonbLUMX obbemoB [OaHHbIX,
nogknoyaemasi no fiokanbHON CeTu.

(Panvnosoe

NumuT yyetHoW 3anucwn, JIMMUT akkayHTa —
NMMUT  PEcypcoB, KOTOpble  MOryT  ObiTb
MCNOJ1Ib30BaHbI A4J14 cOo34aHNA 0oObEKTOB B pamMKax
OHOW YYEeTHOW 3anucu.

Numut npoekta — numut PecypcoB, KoTopble
MOryT ObiTb  UCNONb30BaHbl ANA  CO34aHUA
06bekToB B pamkax ogHoro Npoekta. MoxeT 6biTb

M3MEHEH NO  uWHUUMaTMBe  3akasynka Mo
CornacoBaHuio c VMcnonnutenem B
TukeT-cucrteme.

KBota (nonb3oBaTenbckKas) —

ycTaHaBnmeaemoe [lonb3oBaTtenem orpaHvyeHue
Ha konunyecTBo Pecypca, koTopoe MOXeT ObITb
MCMOmNb30BaHO ANS co34aHMs OObeKTOB B pamMKkax
ogHoro [MpoekTta. MNMpn cosgaHun lNpoekta KBoTa
Ha pecypc aBTOMaTM4eCKM YyCTaHaBNMBAaETCH
paBHon JlumnTy npoekTta npoekTa Ha Pecypc.

BHewHAsA naHenb ynpaBreHUS NPOEKTOM —
OoTAenbHasd NaHenb  ynpaBreHUs  MNpPOEeKTOM,
npegocTaensiemMas B paMkax ycnyru. Tpetbu nuua
MOryT nofydatb fJoctyn K BHewHen naHenwu
ynpaeneHns no uHuumatnee 3akasumka 0e3
3aBefleHns OTAEeNbHOW yYeTHoW 3anucuy B [NaHenun
yrnpaBneHns y4eTHoOM 3anucbio 3akasyuka.

YnpaBnsowas npocrionka — COBOKYMNHOCTb
MaHenn ynpasreHus y4yeTHoMn 3anuncblo
3akasuuka, APl n BHelwlHUX naHenen ynpaBneHusi
NpoeKTaMu, CO34aHHbIX 3aKa34nKoM.

APl - nporpammHbIi NUHTepdenc
aBTOMaTM3NPOBAHHOIO YNPaBIIEHWS YCITYTON.

ans

1. NMPEOMET

https://selectel.ru/about/documents/

Fault-tolerant Database Cluster refers to a
Database Cluster that consists of multiple
Databases which are distributed on different
Virtual Machines with data replication set up
between them to ensure reliability. In the event
that one Virtual Machine becomes unavailable,
the Fault-tolerant Database Cluster will remain
available.

Selectel file storage (File storage) is a scalable
file system for storing large amounts of data
connected over a local network.

Profile Limit, Account Limit - is the limit of
resources that can be used to create objects
within the framework of one Account.

Project Limit means the limit of Resources that
can be used to create objects within one Project. It
can be changed at the Customer’s initiative by
agreement with the Contractor in the Ticket
System.

Quota (User's Quota) means the limit set by the
User on the amount of the Resource that may be
used to create objects within one Project. When
creating a Project, the Quota per Resource is
automatically set equal to the Project Limit per
Resource.

External project management panel - a
separate panel for project management provided
as part of the service. Third parties can be
granted access to the External Control Panel at
the initiative of the Customer without establishing
a separate profile at the Customer Profile Control
Panel.

Control Middleware is a set of the Customer
Profile Control Panel, APl and External Project
Control Panels created by the Customer.

APl is the software interface for automated

service management.

1. SUBJECT
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WcnonHuutene npepoctaBnser 3akasuuky 1.1. The Contractor provides the Customer with
JOCTyn K ycnyram no opraHusauuu access to the virtual infrastructure hosting
XOCTMHra BUPTyanbHOW WHGPaACTPYKTYpHI, services, placing a portion of the
npegocTaBnss B pacnopshkeHne 3akas4yuka infrastructure resources located on the
YyacTb pecypcoB WMHPaCTPYKTYphl, Technical site of the Contractor at the
pasmellaeMon Ha TexHudeckow nnolagke Customer's disposal (hereinafter referred to
Wcnonuutens  (manee —  «Ycnyray). as the Service). The Customer shall accept
3akasyvk NpUHMMaEeT 1 onnadueaeT Ycnyry and pay the Services of Contractor in full.
WcnonHuTento.

2, NMOPAOOK NPEOOCTABINEHUA YCITYTU 2. PROCEDURE FOR SERVICE PROVISION

2.1. 3akasuuk 3akasbiBaeT Ycnyry B [laHenn 2.1. The Customer orders the Service in the
yrnpaBneHus. Control Panel.

2.2. 3akasuduk BrnpaBe 3aka3aTb ATTecTtoBaHHbli 2.2. The Customer may order a Certified Cloud
obnayHbli cepsep, BbiGpaB npu 3akase Server by selecting a gis Availability Zone
Yenyrm - "OBnauHbii - cepsep”  30Hy when ordering the Cloud Server Service
AOCTYMHOCTM gis (TONMbKO Ha TeppuTopun (only in the territory of the Russian
P®). [ononHuTenbHble XapakTepPUCTUKK . . -
ATTECTOBAHHOTO  OBMadHoro  cepeepa Fedslarahon). Additional characterlst!cs of .a
yKasaHbl B pasaene 7. Certified Cloud Server are provided in

section 7.

2.3. OkasaHue Ycnyrm HaumHaetcs ¢ momeHTa 2.3. The provision of the Service begins from
co3gaHua Pecypca BHyTpu [lpoekta npwu the moment the Resource is created within
Hanu4mMm A0CTaTO4HOro KonunyecTea the Project given a sufficient amount of
cpencTtB Ha banaHce ycnyrm (unun BanaHce funds on the Service Balance (or the
3akazuuka®) ans Hayana npefocTaBrieHus Customer’s Balance?) to start providing the
Ycnyrv v BbiNnonHeHUs ycnosui n. 2.1. Service and fulfill the conditions of Clause

21.

2.4. 3akasymk MOXeT ocyulectBnaTb paboty ¢ 2.4. The Customer may proceed to either work
[poekToM HenocpeacTtBeHHO w3 [laHenwn on the Project directly from the Customer
yrNpaBneHnss y4eTHon 3anucbio 3akasduka, Profile Control Panel or provide third
nMbo npepocTaBUTb  TPETbBUM  NULAM parties with a link to the External Project
CCbinky Ha BHewHo0 naHens ynpasneHus Management Panel.

NMPOEKTOM.

2.5. [Ona poctyna k [lpoekty nocpegctBom 2.5. In order to access the Project via the
BHelwHen naHenun ynpaeneHus MNpPOEKTOM External Project Management Panel, an
Tpebyetcs npegsapuTensHO cosgaTtb Account has to be created and a password
[Nonb3oBaTensa v 3agatb AM9 HEro nNaporib, for it has to be set using the Customer
nonb3yschb cpeacTeamu MaHenun Profile Control Panel tools.
yNpaBneHnsi y4eTHOW 3anucblo 3akas4vmka.

2.6. 3akasumk cosgaer Pecypcbl B pamkax 2.6. The Customer creates Resources within

JinmnutoB yyétHom 3anucu u JlumuTtos
npoekTa, nnu ykasaHHbix 3akasdmkom Kot

the Account Limits and Project Limits, or
the Quotas specified by the Customer in
the Project External Control Panel.

% 3peck 1 ganee no TeKcTy npu oTcyTeTeuM y 3akasumka B MaHenu ynpasnexus banaHca ycnyri nog TepMiHoM “BanaHc
ycnyrn” noHnmaetca u banaHc 3akasuvka

4 Should the Customer's Control Panel not contain the Service Balance section, the term “Service Balance” shall
hereinafter mean the Customer’s Balance.

https://selectel.ru/about/documents/ 5/16



Selectel

BO BHeluHen naHenu ynpaeneHus
NPOEKTOM.

2.7. 3akasdMk MOXeT co3gaBaTb BTOPOA W
nocrniegywouime MpoekTbl B  pamkax

orpaHuyeHumn Ha MakcumarnsHoe
KonuyectBo [MpOeKTOB, YCTaHOBMEHHbIX
WcnonHutenem.

2.8. 3akasumk camocTosTenbHO  Bblbupaer
KOHcurypaumio  BupTyanbHbIX — MaLUWH,
BupTyanbHbix anckoB UK BupTyanbHbix
CeTel 3a WCKNIYEeHMEM cryvaeB, Korga
TaKoOBble CO3JalTCA B aBTOMaTUYECKOM
pexume VicnonHutenem.

2.9. CepBep, Ha KOTOpPOM pa3MeLlaeTcs
BupTyanbHas MallvHa 3akasuuka,
NogkmnyYeH K cetu Ha ckopoctn 10000
M6uTt/cek; paHHaa nonoca pasgensercs
Mexay Bcemu BupTyanbHbiMM MalLuMHamum,
3anyLeHHbIMU Ha cepsepe WcnonHuTens.
MoTpebneHHbIN 3akasymkom Tpaduk
Tapuduumpyetca B COOTBETCTBUN  C
Tapudamy,  ykalaHHbIMM  Ha  caunTe
WcnonHutena w/vwnn lMaHenu ynpaeneHus
y4eTHOM 3anncy 3akasyuka.

2.10. Tapudukauum nOONEXUT BXOAAWMNA W
ucxogawmn tpaduk B UHTepHer. Tpaduk
mexay ycnyron “O6nadHbii cepBep” W
cnegywowmmmn - yenyramn — VicnonHurens:
“MNMpepnocTtaeneHne BbigeneHHoro cepeepa
n BblgoeneHHoOro cepeepa NpPOW3BOIbLHON
KOHcpurypaummn”, “MpenocTtaBneHne
o6bekTHOro  xpaHunuwa®,  “lNyébnuyHoe
obnako Ha 6a3e VMware”, ecnu IP-agpeca
AHOHCUPYIOTCSI M3 aBTOHOMHBIX CUCTEM
WcnonHuTtena — He TapuduumpyeTtcs.

2.11. Tlonoca nponyckaHus  Ans  Kaxgowm
BupTyansHo MaluuHbl orpaHudeHa 1000
M6wurT/c.

2.12. doctyn B WHTepHeT pgns BwupTyanbHbix 2.12.

MaLlnH 3akasuuka ocyLllecTBndeTcA

nocpeacTBOM:

. My6nnyHbIX IP-agpecos;

. MybnuuHbix nogcetem mM3 5 wnn Gonee
a[lpecos.

https://selectel.ru/about/documents/
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The Customer may create the second and
further Projects within the limits on the
maximum number of Projects established
by the Contractor.

The Customer chooses the configuration of
Virtual Machines, Virtual Disks and Virtual
Networks independently, except when they
are created by the Contractor in an
automatic mode.

The server hosting the Customer’s Virtual
Machine is connected to the network at the
speed of 10,000 Mbps/s; this band is
shared between all the Virtual Machines
running on the Contractor's server. The
traffic used by the Customer is charged as
per the tariffs indicated on the Contractor’s
website and/or on the Customer Profile
Control Panel.

Ingoing and outgoing Internet traffic is also
charged. Traffic between servece “Cloud
Server” and services of the Contractor
(Providing dedicated server and dedicated
server of custom configuration, Provision of
cloud object storage, Public cloud on
VMware) is not charged, if IP-addresses
are announced from the Contractor’s
autonomous systems.

The bandwidth for each Virtual Machine is
limited to 1,000 Mbps/s.

Internet access for the Customer's Virtual
Machines is provided through:

Public IP-addresses;

Public subnets out of 5 or more addresses.
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2.13. Pacwupenune Jlumuta Y4eTHOW 3anucu Ha
nogcetn IP-agpecoB  npoucxoguT U3
pacyeta oguH IP- agpec Ha ofgHoO
MpoueccopHoe sapo.

2.14. JInMnt Y4YeTHOW 3anucu ycTaHaBIMBaETCA
WcnonHutenem aBTOMaTU4ECKM U MOXET
ObITb M3MEHEH MO 3anpocy NpW HanMynm
TEXHUYECKOW BO3MOXHOCTH.

2.15. Jlnmut MpoekTa yCTaHaBnuBaeTcs
WcnonHutenem aBTOMaTU4ECKM U MOXET
ObiTb M3MEHEH MO 3anpocy NpW HanMynu
TEXHUYECKOW BO3MOXHOCTMU.

2.16. NcnonHutenb MOXET B OOHOCTOPOHHEM
nopsgke  yMeHbWwuTb JIUMUT  y4YeTHOW
3anucu, Jlumut npoekta w/unu Koty Ha
IP-agpeca. WcnonHutenb MOXET
paspewnTs  3akasduMky  MCNonb3oBaTb
BblgeneHHole |P-agpeca npu  ycnosuu
onnarsl BTOPOro M1 nocrnegyoLwmx
IP-agppecoB  Ha ogHy BupTyanbHyto
MaLLIHY.

2.17. 3akasz4mk MOXeT B 060N  MOMEHT
nameHnts  Keotbl  nwboro  [MpoekTa
CO34aHHOro B paMkax JoMeHa 3akasyuka.

2.18. CornacoBaHue Ha MCMonb30oBaHne
BbloeneHHbIx IP-agpecoB ocyllecTBnsieTcst
B cooTBeTcTBMM c CornalueHmem.

2.19. B Lensx npegoTBpaLLeHns
pacnpeaeneHHbIX artak OoTKasa oT
o6cnyxumeaHus (DDoS):

. obwas nponyckHass cnocobHocTb  Ans
UDP-tpadumka Ha noptsl 0, 16, 19, 53, 123,
1900 orpaHnumusaetcsa go 500 MoéuT/c;

. npv npeBbileHUn 3akasdnkom nopora B
150  ThICAY nakeToB B CeKyHay
McnonHuTtenb BnpaBe OrpaHu4YMTb MOocy
nponyckanusa go 100 MéuTt/cek;

. WcnonHuTtene BnpaBe OrpaHn4MTb MOmocy
MponycKaHus CEepBUCOB, KOTOpble MOryT
ucnonb3oBatbCcsa And arak knacca UDP
amplification nnn orpaHN4YUTL BO3MOXHOCTb
NCNonb30BaHus OaHHbIX CEepBUCOB,
yBegoMuB 3akasynka He MeHee 4eM 3a 7
OHen.

https://selectel.ru/about/documents/
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2.17.

2.18.
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Expansion of the Account Limit on the IP
Subnet is based on the calculation of one
IP address per Processor Core.

The Account Limit shall be set by the
Contractor automatically and can be
changed upon request, subject to technical
availability.

The Project Limit is set automatically by the
Contractor and can be changed upon
request if technically possible.

The Contractor may reduce for
convenience the Account Limit, Project
Limit and/or the IP Quota. The Contractor
may allow the Customer to use dedicated
IP addresses provided that the second
and further IP addresses are charged for
one Virtual Machine.

The Customer may at any time change
the Quotas of any Project created within
the Customer's domain.

The approval of the dedicated IP addresses
usage is carried out pursuant to the
Agreement.

For the purpose of preventing distributed
denial of service (DDoS):

total bandwidth for UDP traffic on ports 0,
16, 19, 53, 123, 1900 is limited to 500
Mbps;

If the Customer exceeds the threshold of
150 thousand packets per second, the
Contractor is entitled to limit the bandwidth
to 100 Mbps;

The Contractor has the right to limit the
bandwidth of services that can be used for
the UDP amplification class attacks or to
limit the possibility of using these services
by notifying the Customer at least 7 days in
advance.
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2.20. 3akasyMKk CamMoCTOATENbHO OCYyLLecTBnsieT

2.21.

3.1.

3.2.

3.3.

41.

4.2. Ecnu

aKcrnyaTaumilo  BupTyanbHbIX  MalUuH
nyTeM ydaneHHoro [nocTyna K HuMM To
ceTsM CBA3M OOLIEro nonb3oBaHua Wnm

yepe3 BHewHO naHenb ynpaBneHus
npoektoMm unu [MaHenb  ynpaeneHus,
CaMOCTOATENBHO ycTaHaBnuBaet n

HacTpauBaeT Ha BupTyanbHbIX MaluMHax
HYy)XHOe eMy nporpaMmmMmHoe obecrneveHue.

3akaszdynk BrNpaBe 3agjaTb pacnucaHue
Bakana ¢ OOCTYNHOM 4acToTOM CO3[4aHus
Bakana. 3aKkasyuk Bnpase 3agartb
HEeCKOmnbKo pacnuncaHuin bakana.

OMNATA YCNYTU

KoHeuyHas CTOMMOCTb ycnyrm
paccynTbIBaETCA M3 AaHHbIX O (DaKTUYECKM
notpebneHHbIx pecypcax. Tapudbl Ha
pecypcbl YCTAHOBMEHbLI 3a OMNpeaerieHHyo
WcnonHntenem MUHMMAnbHYO — eauMHuULy
obbema noTpebnsiemoro pecypca.

Onnate noanexuTt
notpebneHve pecypcos
nocnegHuin yac Ao
o4YepeHoro cnucaHus.

dakTnyeckoe
Mpoekta 3a
BbIMONHEHUSI

Onnarta npon3BoanTCA no dakty
pesepBupoBaHus PecypcoB 3akasynkom
nyTeM CAMCaHUA [OEHEXHbIX CpeacTB C
BanaHca ycnyru 1 pa3 B uvac. Pasmep
CMMcaHusa 3a KaXabl Yac MOXET MEHATLCH
B cnyyae  M3MeHeHuMr  3akasvyuMkom
napamMmeTpoB YCnyru.

OKOHYAHUE
yYCnyru

NMPEOOCTABJIEHUA

Mpn  pocTwkeHun Hyneesoro banaHca
ycnyrm unu 6anaHca, HegoCTaTouHOro Anis
OCYLLIECTBITEHUS CrEAYIOLLIEro CnncaHns 3a
noTpebnsiemble  pecypcbl,  OTKIOYEHUE
joctyna K Yenyre npomcxoout
aBTOMaTu4ecku. VicnonHutens otnpaensiet
3akasumky yBegomrieHne 006 OTKIoYeHun
Ycnyru no anekTpoHHOM noyTe.

npu
“Ipadnueckni
ycnyru

NCronb30BaHUK
npoweccop”
HegocTaToueH

Pecypca
BanaHc
ans

https://selectel.ru/about/documents/

2.20. The Customer independently operates the

2.21.

3.1.

3.2.

3.3.

41.

4.2.

8/16

Virtual Machines by remotely accessing
them via public communication networks or
through the External Project Management
Panel or Control Panel, installing and
configuring the necessary software on the
Virtual Machines on a standalone basis.

The Customer shall be entitled to set the
Backup schedule with an available Backup
creation frequency. The Customer shall be
entitled to set several Backup schedules.

SERVICE PAYMENT

The final cost of the Service shall be
counted from the data on actually
consumed resources. The rates for
resources are scheduled for the minimum
volume unit of consumed resource defined
by the Contractor.

The actual consumption of the Project
Resources shall be paid for the last hour
before the next charge-off.

The payment is made by the Customer
upon reservation of Resources by debiting
funds from the Service Balance once per
hour. The amount of charge for each hour
may change if the Customer changes the
Service parameters.

END OF SERVICE PROVISION

When the Balance for service reaches zero
or the amount which is not enough to make
a further payment for the resources used,
the access to the Service is disabled
automatically. The Contractor sends a
notification about suspension of the Service
to the Customer by email.

If the Service Balance is insufficient to
perform the next debiting for the Resources
employed during a 12 (twelve) hour period
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4.3.

4.4.

4.5.

4.6.

OCYLLIeCTBMEHUS creayoLero cnucaHus
3a notpebnsiemble Pecypcbl B TeuyeHue
12 (oBeHaguaTn) 4yacos, TO
WcnonHuTtens yaansetr Ha BuptyansHon
MaLumHe Takme Pecypcel Kak:
padhmnueckun npoueccop, BupTyansHbin
npoueccop u OnepatvBHas namATb.
YnaneHue ocTarbHbIX Pecypcos
npoucxoanT B 0bLLEM MOPSiAKE COrMacHo
n. 4.3 Ycnosuin.

Mpn BanaHce ycnyrn, HeJOCTAaTOMHOM ANs
OCYLLECTBIEHNST CNEeAyLEero cnnucaHms 3a
notpebnsiemole Pecypcbl B TeuyeHune 14
(yeTblpHagLaTh) KaneHgapHblX  OHeRn,
WcnonHutens  BnpaBe yganuTb  BCe
BupTyanbHble MawuHbl, a Takke nobble
apyrve o6bekTbl 3akasynka, Co3faHHble B
pamkax Ycnyrm Kn  XpaHdawmecs  Ha
obopygoBaHum VcnonHutens. YkasaHHbIN
CpoOK  MOXeT  OblTb  mpoasieH no
cornatueHnio CTOpoH.

3akasunk MOXeT NPOAOIIKNTL
ncnonb3oBaHne Ycnyrn, npuv  yCrnoBum
NononHeHns BanaHca ycnyrm o
ncreyeHuns 14 (YeTblpHagUaTK)
KaneHaapHbIX aHen c MOMeHTa
NMPUOCTaHOBKU oKasaHus Yenyru.

YnaneHHble cornacHo n. 4.2 Ycnosun
Pecypcbl BocCTaHOBMNEHMIO He nognexart u
3aKasblBalOTCsl 3aHOBO W3 OOCTYMHbIX Ha
3TOT MOMeHT PecypcoB. Npu nononHeHuu
BanaHca ycnyrm B yKasaHHbIA CPOK Npwu
HanMYuMM  3aJ0SMKEHHOCTM Mno  onnaTte
Ycnyrn B pasmepe paHee UCMosib30BaHHbIX
PecypcoB, cymma 3agormkeHHocTn Oyaet
cnncaHa B MOMEHT nononHeHnst banaHca
ycnyru.

3agomKeHHOCTb MO onnate pecypcoB Ans
[MpoekToB, OTKMIOYEHHbIX 3a Heynnary,
hopmMuMpyeTca Kak cymma CTOMMOCTW BCeX
HeygoaneHHblx PecypcoB [lpoekta 3a
BpeMsi, B Te4yeHue kotoporo lMpoekT Obin
OTKIHOYEH.

B cnyyae otkasza 3akasuvka oOT Ycnyru
3akasyvk BnpaBe NepeyncnuTs CpeacTsa ¢

BanaHca ycnyru Ha Jluuesown  cyet
3akasuuka.

TPEBEOBAHUA no SALLUTE
MH®OPMAL U

https://selectel.ru/about/documents/
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while using the "GPU" Resource, the
Contractor shall remove the following
Resources from the Virtual Machine: GPU,
Virtual Processor and RAM. Removal of
other Resources is to be carried out
according to the standard procedure as per
cl. 4.3 of the Conditions.

If the Service Balance is insufficient for the
next write-off for the consumed Resources
during 14 (fourteen) calendar days, the
Contractor has a right to delete all Virtual
Machines, as well as any other objects
belonging to the Customer, created as part
of the Service and stored using the
Contractor’'s equipment. The mentioned
term can be prolonged on the basis of the
mutual consent of the Parties.

The Customer may continue using the
Service if the Service Balance is
replenished not later than 14 (fourteen)
calendar days after the moment of the
suspension of the Service. Resources
removed as per cl. 4.2 of the Conditions
are unrecoverable and shall be reordered
from the Resources available at the
moment. When replenishing the Service
Balance within the specified period, if there
are arrears of payment of the Service in the
amount of previously used Resources, the
amount of arrears will be debited at the
time of replenishing the Service Balance.

The debt for the payment of resources for
the Projects disconnected for non-payment
is formed as the sum of the cost of all
Project Resources that have not been
removed for the time during which the
Project was disconnected.

In case of the Customer’s refusal to use the
Service, the Customer is eligible to transfer
amounts from the Service Balance to the
Customer’s Personal Account.

INFORMATION
REQUIREMENTS

PROTECTION
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5.1.

5.2.

6.1.

3akasunk 0bsA3aH npecekatb  cny4vau
HeCaHKLMOHNPOBaHHOMO goctyna K
NCMNonb3yeMbiM MPOrpaMMHbIM CpeacTBamM
W He JonycKaTb UCMONb30BaHUS CBOUX UMK
npefocTaBnsiemMbix WcnonHutenem
pecypcos ans MOnbITOK
HeCaHKLUMOHNPOBaAHHOIO AOCTYNa K Apyrum
pecypcam cetu WHTepHET. B 4acTHOCTW,
3akas3unk OOoMmKeH He JonyckaTb Ha CBOUX
BupTyanbHbIX ~ MawuHax  CneaymoLimx
cuUTyauui:

Cc BupTyanbHOW MalKWHbLI OTMPaBAAOTCS
COOOLLEHUSA 3NEKTPOHHOM MOYTbI OT UMEHU
agpecoB, He nMpuHagnexawmx CeTu
(momeHy) 3akasuuka;

nporpaMmHoe obecriedyeHne BupTyanbHoii
MaLLMWHbI ncnonb3yeT naponu,
yCcTaHaBnMBaeMble Mo YMOMYaHMIo;

¢ BupTyanbHo# MalmnHbl nCxogaT nakeTbl C
HeBepHbIM agpecom UcTovHuka (IP source
address);

¢ BupTyanbHon MalLMHbI UCXOAAT NakeThbl
cnyx6bbel  gomeHHbix wumeH (DNS) c
HaMepeHHO UCKaXXEeHHBbIMW JaHHbIMU;

Ha BupTyanbHOM MallnHEe MNpUCYTCTBYIOT
BPEAOHOCHbIE NPOorpammel;

Ha BupTyanbHoW MallvHe NpPUCYTCTBYIOT
n/vnn paboTtaloT nNporpammel, creumanbHO
npegHasHayeHHble ANns  OCYLIECTBMEHUS

HeCaHKLUMOHMPOBAHHOIO aoctyna K
WHopmaumn.
WcnonHuutenb BnpaBe  obecneunBatb

aBTOMaTn4yeckyto dunstpaumio Tpaduka ¢
Lenblo GNoKMpoBaHWs oTNpaBky Tpadmka ¢
nogaenbHbIMK (He HasHa4YeHHbIMU
BUPTYyanbHON MaLLMHe) IP "
MAC-agpecamu.

YPOBEHb OKA3AHUA YCIYTU (SLA)

Lns Pecypcos, ecriu He yka3aHo UHOE:

6.1.1. Tabnuua Ne 1
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6.1.
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The Customer is obliged to prevent
situations of unauthorized access to the
software used and not to allow the use of
the Customer's resources or the resources
provided by the Contractor in order to
prevent attempts of unauthorized access to
other Internet resources, in particular, the
Customer shall not allow the following
situations on the Customer's Virtual
Machines:

E-mails on behalf of the addresses that do
not belong to the Customer’s network
(domain) are being sent from the Virtual
Machine;

Virtual Machine software is using default
passwords;

Packages with an invalid source address
(IP source address) are coming from the
Virtual Machine;

Domain Name Service (DNS) packages
with intentionally distorted data are coming
from the Virtual Machine;

there is malicious software on the Virtual
Machine;

programs specially designed for
unauthorized access to information are
present and/or active on the Virtual
Machine.

The Contractor is entitled to provide
automatic traffic filtering in order to block
sending of the traffic with fake (not assigned
to the Virtual Machine) IP and MAC
addresses.

SERVICE LEVEL ACCOMPLISHMENT
(SLA)

For the Resources, unless otherwise
noted herein:

Table No.1
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KomneHcupyembin npocton /| Compensable
downtime

HekomneHcupyembin npocton /
Non-compensable downtime

HepocTynHOCTb BMPTYanbHbIX MalmH 3akas4qmka
BCneacTeue cbos NMHPACTPYKTYpbI
WcnonHutens. [aHHbIN BUA npocTtosi
KOMMNeHcUpyeTcsi cornacHo Pecypcam, KoTopble
He Mornu 6bITb NCNOb30BaHbI BO

BpeMs npoctos Bcneacteue cbost BupTyansHon
MalUMHbl. K HWUM OTHOocsATCs: [poueccopHble
sapa, MNMpoueccopHble sgpa SGX, OnepaTtuBHas
namsTb, OnepaTtnBHas namsitb SGX,
BblaeneHHble aHknaBbl ONepaTUBHOW MNaMsTH
ana BuptyanbHon MmawwuHbl cepBepa ¢ SGX
basoBbI anck, beICTpbIn gucK, JTokanbHbIN UCK
N YHuBepcanbHbIi anck, PannoBoe XxpaHUnuLle,
ucnone3yemble nocTpagaswen BupTyansHon
MaLUMHOW. /

Inaccessibility of the Customer’s Virtual
machines due to a failure of the Contractor’s
infrastructure. This type of downtime shall be
compensated according to the Resources that
could not have been used during

standby time due to Virtual machine failure.
These include: Processor cores, SGX processor
cores, RAM, SGX RAM, Dedicated RAM
enclaves for SGX Virtual machines, SGX
servers, Basic disk, Fast disk, Local disk, and
Versatile disk, File storage used by the affected
Virtual machine.

HepocTynHocTb YnpaBnsiioLwen npocnokn /
Inaccessibility of the Control Middleware

HepocTtynHocTb Pecypcos lNpepbiBaemon
BupTtyanbHoi mauHbl /
Inaccessible Discrete VM Resources

B cnyvae HepoctynHocTy BanaHcupoBLuka
Harpysku (noTepsi paboTtocnocobHoCTH
BanaHcuposLmka Harpyskm) no BUHE

McnonHutens, korga Bce BupTyanbHble MalUVHbI,

NOAKMIOYEHHblIE K BanaHcupoBLUMKY —Harpysku
HaxogaTcs B paboTocnocoBbHOM  COCTOSIHUM
(ctatyc  Online) wn rotoBbl ob6pabatbiBaTh

nocTynarolme K HUM 3anpochbl, KOMMNEHCUMpYeTCs
TONbKO cTouMMOCTb BanaHcupoBlMka Harpysku.
He KOMMNeHcupyeTcs BUpTyanbHas
uHppacTpyktypa (Pecypchbl), Haxogswasica 3a
BanaHcMpoBLLMKOM Harpysku.

Tabnuua Ne 2

If the Load Balancer is unavailable (loss of
function of the Load Balancer) which was caused
by the Contractor, given that all the virtual
machines connected to the Load Balancer are in a
good shape (Online status) and ready to process
requests coming, only the cost of the Load
Balancer shall be compensated. The virtual
infrastructure (Resources) located behind the
Load Balancer shall not be compensated.

Table No.2

FapaHTMpoBaHHas OOCTYNHOCTb (npwn
YCNOBUWN OTCYTCTBUS NPUYMH HEQOCTYNMHOCTHU
Ycnyrm) /

24x7x365 — 24 yaca B CyTKM,
7 oHen B Hepgernto, 365 oHewn B rogy /
24x7x365 — 24 hours a day,
7 days a week, 365 days a year

https://selectel.ru/about/documents/
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Guaranteed availability (provided that there
are no reasons for the Service
non-availability)

% (npoueHT) paboTocnocobHocTH 3a mecsy, /
% (percent) of efficiency per month

99.98 %

6.1.2. KomneHcupyetca 0.5% cTtommocTtn Ycnyrm
3akasdumka 3a kKaxgble 30  MWUHYT
KOMMEHCUPYEMON HEeJOCTYMHOCTU  YCryru
0o 100% croumocTu Yenyru.

6.2.
OaHHbIX:

6.2.1. Tabnuua Ne 1

Hns Omka3soycmouyusozo Knacmepa 6a3bl 6.2.

6.2.1.

0.5% of the cost of the Customer Services
for every 30 minutes of the Service
compensated unavailability is
compensated up to 100% of the Service
cost.

For the Fault-tolerant Database Cluster:

Table 1

KomneHcupyemsbin npocton /| Compensable
downtime

HekomneHcupyembin npocton /
Non-compensable downtime

HepoctynHocte OTkasoyctonumBoro Knactepa
fasbl OaHHbIX Ha onepauum YTeHue wu\nnu
3annck BcriegcTBue  cbost  MHAPaCTPYKTypbl
WcnonHutena. /

Inaccessibility of the Fault-tolerant Database
Cluster when reading and/or recording due to a
failure of the Contractor's infrastructure.

= HepocTtynHoCTb Ynpasnstowen Npocrnonku;

. HepoctynHocTb OTka3oycTON4MBOro
Knactepa 6a3bl gaHHbIX Onis  onepaumm
3anMcM B Criyyae 3anofiHEHMSI  MOJSHOro
obbema OVCKOBOrO npocCTpaHCcTBa
BupTyanbHOM MalUMHBI.

. HepoctynHocTb OTka3oycTON4MBOro
Knactepa 6asbl [aHHbIX Ans  onepauui
3anvMcy n YTeHWe B Crlydae BOCCTaHOBMEHMS
OaHHbIX M3 pe3epBHOM KOMuW, MpoBedeHus
Nonb3oBaTenem onepaunmn
MacLuTabupoBaHus 1 OOGHOBNEHUS.

. HepoctynHoctb Knactepa ©asbl gaHHbIX He
ABMAIOLLErocst 0TKa3oyCTon4mBbIM/

= Inaccessibility of the Control Middleware;

= Inaccessibility of the Fault-tolerant Database
Cluster for recording in case of filling the full
amount of drive space of the Virtual Machine.

= Inaccessibility of the Fault-tolerant Database
Cluster for recording and reading in case of
data recovery from the backup, scaling or
upgrading by the User.

= Inaccessibility of the Database Cluster that
isn’'t Fault-tolerant

Tabnuua Ne 2 / Table No.2

FapaHTMpoBaHHasA OOCTYNHOCTb (npm
YCNOBUU OTCYTCTBUSA NMPUYMH HEAOCTYMHOCTHU
Yenyru) /

Guaranteed availability (provided that there

24x7x365 — 24 yaca B CyTKW,
7 nHen B Hepento, 365 aHen B roay /
24x7x365 — 24 hours a day,

are no reasons for the Service 7 days a week, 365 days a year
non-availability)
https://selectel.ru/about/documents/ 12/ 16



Selectel

% (npoueHT) pabotocnocobHocTM 3a Mecsl 99,95 %
ans onepauun 3anucu B basy paHHbIx /

% (percent) of monthly working efficiency for

recording into the Database

% (npoueHT) pabotocnocobHocTM 3a Mecsl 99,99 %

Ans onepauun YteHne us basbl gaHHbIX /
% (percent) of monthly working efficiency for
reading from the Database

6.2.2. KomneHcupyeTca 0.5% CTOMMOCTH
OTkasoycTon4mBoro Knactepa 6a3bl
OaHHbIX 3a Kaxable 30 MUHYT

KOMMNeHcupyemon HegoctynHocTn. Obuwas
KoMneHcaunsi He MoXeT npesbiwaTtb 30%
CTOMMOCTM 3a MecsiL.

6.3. [ns bakarnos:

6.3.1. Tabnuua Ne 1

6.2.2.

6.3.

6.3.1.

0.5% of the cost of the Fault-tolerant
Database Cluster is compensated for
every 30 minutes of compensated
inaccessibility. The total compensation
may not exceed 30% of the cost per
month.

For Backups:

Table 1

KomneHcupyembin npocton / Compensable
downtime

HekomneHcupyembin npocton /
Non-compensable downtime

HeBO3MOXHOCTb KOPPEKTHOTO BOCCTaHOBMEHUS
KonuuM B CBA3M C MOTepen Bcex AaHHbIX bakana
Wy UX YacTu no BuHe McnonHutens. /

Inability to correctly restore copies due to the loss
of all or part of Backup data caused by the
Contractor.

HepocTynHocTb YNpaBnstoLen Npocnonku. /
Inaccessibility of the Control Middleware;

6.3.2. ina nonyyeHns komneHcaumm 3aka3duk 6.3.2. To

oba3aH npepoctaBute McnonHutenio B
Tuket-cucteme noaTBepXxaeHue
HEKOPPEKTHOCTN BOCCTAHOBIIEHHOW KOMUU
UNn  HEBO3MOXHOCTU  BOCCTAHOBMEHUSA
Konum.

6.3.3. KomneHcupyetca 100% CTOMMOCTU

HepaboTtocnocobHoro bakana.

6.3.3.

receive the compensation, the
Customer shall provide the Contractor in
the Ticket system a confirmation of
restored copy incorrectness or inability to
restore a copy.

100 % of invalid Backup shall be subject
to compensation.

6.4. EcnuM He yKkasaHO WHOe, HeOoCTYynHoCTb 6.4. Unless otherwise noted herein, the
Yenyrn n Pecypcos (npocTomn) unavailability of the Service and Resources
onpenensdeTca Kak WHTepBan BpeMeHU (ineffective time) is defined as the time
Mexgy MOMEHTOM OTNpaBky COOBLLEeHNS interval between the moment of sending a
nocpeacTtBOM TUKET-CUCTEMbI B CIyXO0y message via the Ticket System to the
nogaepxkm WMcnonHutenda “  MOMEHTOM Contractor’'s support service and the
3aBepLUeHNst BOCCTaHOBUTENbHbLIX paboT moment of completion of the recovering
VcnonHutenem. work by the Contractor.

6.5. KomneHcauus onpepnensieTcs Kak 6.5. The Compensation is defined as amounts
cpefcTea, nepeydncnsgemMole NcnonHuTenem transferred by the Contractor exclusively
UCKNoYNTENBbHO Ha BOHycHbIM GanaHCc B to the Bonus Balance in case of
cny4vae HeOOCTYNMHOCTU  YCyru, B unavailability = of the Service, in

https://selectel.ru/about/documents/ 13/16
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6.6.

6.7.

6.8.

6.9.

6.10.

cooTBeTcTBMM € Tabnuuen Ne 1.
[MepeuvncneHune ocyllecTBnsieTca B Te4eHne
nepebix 7 (cemn) paboumx gHem mecsua,
crnegywulero 3a MecsiuleMm, B KOTOPOM
Ycnyra Obina HeOoOCTYMHa, NMpU Hanmu4yuu
coobLleHNs, OTMpaBEHHOrO C MOMOLLbH
TukeT-cucTembl, 0 Npoctoe u TpeboBaHus
o6 OCYLLECTBIEHNM KOMMeHcauum.
CpepctBa ¢ boHycHoro 6anaHca 3akas4yumka
MOTYT UCNONb30BaTbCA TOJIbKO AN1A onnaThbl
Yenyrn.  KomneHcauusi  ocylwecTBrsercs
NCKIMIOYNTENBHO nytem 3a4ncreHunst
cpeacTts Ha BoHycHbIM GanaHc.

Mpun pacyete KomMneHcauuu He
y4MTbIBAOTCA  CPeacTBa, HaYUCIEHHble
WcnonHutenem paHee Ha  BOHYyCHbIN
fanaHc (B pamkax peknamHbiX akuui unu
3a HapylleHue YCNOBUI MWCMOMNb30BaHWs
OTAENbHbIX CepBUCOB), CMUCaHHbIEe
WcnonHutenem ¢ BoHycHoro 6anaHca
3akasymka B cHeT onnatbl Ycnyru.

Ecnn WcnonHutenb pacnonaraet
cobCTBEHHbIMMU AaHHbIMU (0] Ha4vane
NpoCTOosi, yKasbiBaloLWMMN Ha Gonee paHee

BpeMS Hayana mnpocTos, 4YemM Bpems
OTnpaBKu coobLeHuns yepes
TukeT-cuctemy 3aka3umkom, OH MOXET

ncnonb3oBaTtb 3T AaHHble. PasHornacus o
BPEMEHN MpPOCTOs1 paspeLlanTcs MyTem
neperosopoB CTOpoH B TukeT-cucteme.

Pabounm BpemeHeM cumtaeTcs Bpems Cc 8
0o 23 yacoB no pabounm gHam, ¢ 11 go 22
YacoB B BbIXOAHbIE U Mpa3gHUYHbIE [HM.
OcTtanbHoe BpeMs cumTaeTcst Hepabouum.

B  cnyvae COO0BLLEHNS,
OTNpPaBMNEeHHOro nocpeacTBoM
TUKeT-CUCTEMbI, W COBCTBEHHbBIX [AaHHbIX
WcnonHutenss o Hadane npocTosi, Ycnyra
cunTaeTcs OOCTYNHOW, a KOMMeHcauusa He
BblMa4vynBaeTCA.

OTCYTCTBUA

YyeT BedeTcss pasnenbHO AN Kakaon
BupTtyansHoi MalLLWHBI,
OTKa3oycTon4nBoro Knactepa 6a3bl
OaHHbIX, bakan, ®annoBoe xpaHuUNULLE.
ToyHOCTb y4€Ta MPOCTOA COCTaBMSET He
MeHee 1 MUHyTbl. Ecnv nepwuog npocTtos
NPUXOOUTCS Ha MOMHOYb MEXAY KOHLOM M
Ha4yaroMm Mecsila, TO MPOCTOM MOSTHOCTbIO

https://selectel.ru/about/documents/
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accordance with Table No.1. The transfer
to be made within the first 7 (seven)
working days of the month following the
month in which the Service was
unavailable, if there is a message sent via
the Ticket System, about the ineffective
time and the requirement  for
compensation.  Amounts from the
Customer’s Bonus Balance can only be
used for the Service payment. The
Compensation to be carried out solely by
transferring amounts to the Bonus
Balance.

When calculating the compensation, the
monetary funds accrued earlier to the
Bonus balance by the Contractor (as part
of promotions or for violation of the terms
and conditions for using certain services),
written off by the Contractor from the
Customer’s Bonus balance as payment
for the Services.

If the Contractor has his own data on the
downtime start, indicating a earlier start
time of the downtime than the time the
message was sent via the Ticket System
by the Customer, he can use this data.
Disputes on downtime are resolved
through negotiations between the Parties
in the Ticket System.

Working time is considered from 8 to 23
on weekdays, from 11 to 22 on weekends
and holidays. The remaining hours are
considered non-working.

In the absence of message sent via the
Ticket System and the Contractor’'s own
data on downtime start, the Service is
considered available, and compensation
is not paid.

Recording is made separately for each
Virtual Machine, Fault-tolerant database
Cluster, Backup, File storage. The
accuracy of downtime recording is not
less than 1 minute. If downtime occurs at
midnight between the end and the
beginning of the month, then the
downtime fully applies to the month in
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OTHOCUTCA K TOMY Mecdly, B KOTOprI7I
npuwinach Oonbliasn YacTb npocCToA.

He nogonexur
CBSI3aHHbIN c

KOMMeHcauum npocTon,
obcToaTenbcTBamMu
HenpeogorMMon CUnbl 7] MHbIMN
obcToaTenLCcTBaMK, NPOU3OLUEALLMMU  He
no BuWHe MWcnonHutens. He nognexut
KoMneHcauum NPOCTOMN, Bbl3BaHHbIN
nencreusimn (6esgenictBmeM) 3akasyuka.

Yyer HeOOCTYNHOCTH yCﬂer n pacyetr

KoMneHcauum ocylLiecTBnsAeTcs
aBTOMaTUYECKN.

MHbIE ycnoBus ansa
ATTECTOBAHHOIO OBJIAYHOIO
CEPBEPA

Mo pesynbrataMm NPOBEAEHHbIX WCMbITAHWUI
M Ha OCHOBaHWM BbldaHHOro ATTecrara
COOTBETCTBUS TpeboBaHMAM Mo 3awute

uHpopmaumm “ATTecToBaHHasd obnayHas
nnatcopma 000 “Cenekten”
COOTBETCTBYET TpeboBaHuAM,

npegbABnAeMbIM K

locyaapCTBEeHHbIM MHOPMALIMOHHBIM
cucTemam 1 (nepBoro) Knacca
3awmweHHoctn (K1) B cooTBeTcTBUM C
«TpeboBaHuaMM O 3awwmTe MHOpPMaLUN,
He  COCTaBMsAWLWEN  rocygapCTBEHHYIO
TarHy, cogepxallencs B rocygapCTBEHHbIX
MHGOPMALIMOHHBIX
cucTemMax»,yTBepXOeHHbIMN nprKasom
OCTOK Poccum ot 11 deBpana 2013 r.
Ne17;

NHdopmMauuoHHbiM cuctemam 1 (nepBoro)
YPOBHS  3aLLMLLEHHOCTM  MEepPCOHarbHbIX
JaHHbIX  (¥Y31) B cooTBeTcTBUM  C
«TpeboBaHNsIMM K 3aluMTe NepCcoHasbHbIX
OaHHbIX npu nx obpaboTke B
VMHPOPMALIMOHHBIX cucTemax
nepcoHarnbHbIX AaHHbIX», YTBEPXKAEHHbIMU
[NoctaHoBneHuem [paButensctea PO ot
01 HosA6ps1 2012 1. Ne1119;

MHdpopmMaLnoHHBIM  cucTemam  knacca
3awuuieHHoctm 10 B COOTBETCTBUM C
PykoBoasium JOKYMEHTOM

«ABTOMaTU3NPOBaHHbIE CUCTEMbI. 3aliuTa
OT HEeCaHKUMOHWPOBAHHOro JocTtyna K
MHdopMaLnn. Knaccudmkaunsa
aBTOMAaTU3UPOBaHHbIX cuctem n
TpeboBaHMa no 3awmte MHopMauuny,
YTBEPXOEHHbLIM pelleHneM npeacenarens
[ocynapcTBEHHOMW TEXHUYECKOM KoMUccum

https://selectel.ru/about/documents/
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which most of the downtime occurred.

The ineffective time is not subject to
compensation due to force majeure or
other circumstances that occurred through
no fault of the Contractor. The ineffective
time is not subject to compensation due to
actions (inaction) of the Customer.

Recording of Service unavailability and
the compensation calculation is carried
out automatically.

OTHER TERMS FOR A CERTIFIED
CLOUD SERVER

On the grounds of test results and the
Certificate _of Compliance with the

requirements for information protection,
Certified Cloud Platform by Selectel LLC
meets the requirements for:

State information systems of the first (1)
class of protection (K1) in accordance with
the “Requirements for the protection of
information, which is not state secrets,
contained in state information systems”
approved by Order of FSTEC of Russia
No. 17 dated February 11, 2013;

Information systems of the first (1) level of
personal data security (ID1) in accordance
with the “Requirements for protection of
personal data during their processing in
personal data systems” approved by
Order of the Government of the Russian
Federation No. 1119 dated November 01,
2012;

Information systems of 1G class of
security in accordance with the directive
document “Automated systems.
Protection against unauthorized access to
information. Classification of automated
systems and requirements for information
protection”) approved by the decision of
the Chairman of the State Technical
Presidential Commission of the Russian
Federation dated March 30, 1992.


https://files.selectel.ru/docs/ru/certificate-for-selectel-cloud-platform.pdf
https://files.selectel.ru/docs/ru/certificate-for-selectel-cloud-platform.pdf
https://files.selectel.ru/docs/ru/certificate-for-selectel-cloud-platform.pdf
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npu lNpe3ngeHte Poccuiickon denepaummn
ot 30 mapta 1992 r.

ATTecTOBaHHLIN obnayHbIn cepsep
pasmeLlLaeTcs Ha TexHonornyeckom
nnowiagke WcnonHutensa Ha Tepputopum
Po.

Mo sanpocy 3akasunka B TukeT-cucteme
Wcnonuutenb npegocTaBnsieT nepeyeHb

aKTyanbHbIX yrpos BesonacHocTwH,
BbINONMHAeMble  Mepbl  6e3onacHocT U
NnpYMeHsaeMble cpencTea 3almThI
npvBedeHbl B BbIMUCKE W3 [OKYMEHTA
"Mogenb yrpos 6e3onacHocTn
MHopMaumnn® MHPOpPMaLMOHHOMW CUCTEMBI
"ATTecToBaHHasi obravHas nnatdopma
00O “Cenekren".

Knactep 6a3bl  paHHbix u  Knacrtep

Kubernetes B pamkax ATTeCTOBaHHOMO
obna4Horo cepeepa He NPEAOCTABMAOTCS.

Ecnu He ykasaHo nHoe, K ATTECTOBaHHOMY
obnadyHoMy cepBepy MNPUMEHSAIOTCS Bce
NMONOXeHMs HAacTOALMX YCNOBUA.

https://selectel.ru/about/documents/
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The Certified Cloud Server is located on
the Contractor's Process Site in the
territory of the Russian Federation.

At Customer's request, the Contractor
shall provide a list of current security
threats in the Ticket System, security
measures implemented and means of
protection used are specified in the extract
from the document “Information security
threat model” for the “Certified Cloud
Platform by "Selectel", Co. Ltd.”
information system.

Database Cluster and Kubernetes Cluster
are not provided as part of the Certified
Cloud Server.

Unless otherwise specified, all the
provisions of these Terms and Conditions
apply to the Certified Cloud Server.



