Selectel

ycnosus UCMOJb3OBAHUA OTAENbHbIX
CEPBUCOB:
rPYMNA YCNYIr “OBNAYHAS MNAT®OPMA™"

Bepcusi om 29 dekabpsi 2025 e.,
ecmyrniaem & cury ¢ 29 Oekabps 2025 a.

Hactosiwue ycnoBusi NCNonb3oBaHWs OTAEMbHbIX
cepBUCOB («YCNOBUSI») SABNSAOTCS HEOTbEMIEMOW
4YacTbio Monb3oBaTenLCcKoro cornatleHus
(«CornaweHune»). TepMuHbI C NPOMUCHOW OYKBHI,
KOTOpble WCNOMb3YITCA, HO He onpeaeneHbl B

HacToAWwMx  YcnoBusX, UMEKT  3HadeHue,
npucBoeHHoe UM B CornatueHum.

TEPMWHbI U ONPEOENEHUA
ATTecToBaHHbIN cermMeHT obnayHom

nnaTtcgopmbl — cerMeHT obnayHon nnaTgopmel,
TEXHWYECKME CPeACTBa KOTOPOro pasMeLlatoTcs B
nyne gis, ANs KOTOPOro npoBedeHa npoueaypa
atTectaumm B COOTBETCTBUM C TpeboBaHMAMMU
Mpukasza PCTIK Poccum Ne77 ot 29 anpens 2021
roga «O6 yTtBepxaeHuu Nopsagka opraHusaummn u
nposefeHnss paboT no arrectaumnm o6LEKTOB
MHdopmaTm3aumm Ha cooTBETCTBUE TPeDbOBaHUAM
0 3awWuTe MHgopMauumM orpaHU4EHHOro A4OoCTyna,
He COCTaBMsIIOLLEN FOCYAapCTBEHHYIO TANHY».

BupTtyanbHasi malimHa — BUPTyanu3npoBaHHbIN
cepBep, CO30aHHbIA Ha TEXHMYECKOW nnoliaike
Mcnonnutens " npegocTaBnstoLwmim
BblYMCINTENBHBIE PECYPChI 3aKa3yuKy.

MpepbiBaemas BupTyanbHasa  mawuHa -
BupTyanbHasas mawwuHa, wcnonb3yemasd — Ans
MacLITabupoBaHMs MHPPACTPYKTYpbl B CUCTEMAX,
aBTOMAaTMYEeCKN pacnpenensitolmx Harpysky no
BupTyanbHbim MaLumHam. lNpepbiBaemas
BupTtyanbHas malwuvHa paboTaeT HeENpepbIBHO HE
oornee 24 4acoB M MOXET ObITb B NtOO6ON MOMEHT
octaHoBneHa WcnonHutenem. Ha lNpepbiBaemyto
BupTyanbHylo MawuWHYy He pacnpocTpaHaeTcs
SLA 1 He npedocTaBnsieTcsi KOMMeHcauust npwm
HELOCTYMHOCTMW.

Myn - 4acTb WHMPaACTPYKTypbl Ha OLHOW
TexHuyeckown nnowaake, B TOM yucne gis.

CONDITIONS FOR USAGE OF INDIVIDUAL
SERVICES:
“CLOUD PLATFORM” SERVICE GROUP?

Revision dated December 29, 2025,
will come into effect from December 29, 2025

These conditions for usage of individual services
("Conditions") are the integral part of the User
Agreement ("Agreement"). Capitalized terms
(used but not defined in these Conditions) shall
have the meanings assigned to them in the
Agreement.

TERMS AND DEFINITIONS

Certified Segment of the Cloud Platform refers
to the cloud platform segment, whose technical
means are housed within the gis pool, which
underwent a certification process in accordance
with the stipulations outlined in Order No. 77 of
the FSTEC of Russia "On approving the
procedure and performance of software
certification for compliance with the requirements
for protection of restricted access information that
is not a state secret" dated April 29, 2021.

Virtual Machine — a virtual server created on the
Contractor's Service Platform and offering
computing resources to the Customer.

Discrete Virtual machine is a virtual machine
used to scale infrastructures in systems that
automatically distribute loads across Virtual
Machines. The Discrete Virtual machine runs
continuously for no more than 24 hours and can
be shut down by the Contractor at any time. The
Discrete Virtual machine is not covered by the
SLA and no compensation is provided in case of
its unavailability.

Pool is a part of the infrastructure located within
one Technical site, including gis.

' B cueT-thakType, akTe 06 OKasaHHbIX ycnyrax unu YIM[ B 3aBMCMMOCTM OT 3aKasa yKasblBalOTCS ycnyra
O6nayHble cepBepbl U/UNN KOHKPEeTHbIe 3aKa3aHHble pecypchbl U3 cnucka: Obna4vHble 6a3bl gaHHbIX (KnacTep 6a3
AaHHbIX)

2 The invoice, certificate of services rendered or integrated delivery note shall specify the Cloud servers service
and/or the following ordered services: Cloud Databases (Database Cluster)
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BupTyanbHbIl OUCK — BbiOENEHHbI 0b0bem
OMCKOBOrO MPOCTpaHCTBa, pasMellaeMblii  Ha
TexHuyeckon nnowaake NcnonHurtens.

BupTtyanbHas ceTb - N30MNNPOBaHHbIN
BUPTYanbHbIA KOMMYyTaTop, K KOTOpOMY
NOAKITHOYAKTCS BupTyanbHble MaLLWHbI
3akasuuka.

Monb3oBaTenb - napa UMS-Naporneb,
onpegensioLwas BnajenbLa 0ObeKTOB.

Monb3oBaTenu cosgatTcs 3aka3yuMkoM B pamkax
AoMeHa.

MpoekT — nornyeckn w3oNMpPoOBaHHasa rpynna
PecypcoB, K KOTOpPOW MOXET WMETb [A0CTyn
Monb3oBatenb. [epBbii  [NpoekT cosgaertcs
aBTOMaTUYECKM nocne 3akasa Yenyru,
nocnegywouiune 3akasunky Heobxoanmo
co3gaBaTb CaMOCTOSTENBHO.

Pecypc - aTomapHasi eonHuua,
npegcraensiowias  cobo  4yacTb  pecypcoB
dwmsmyeckoro  (obnadHoro) cepsepa, Jmbo
MWUHUManbHO BO3MOXHYIO YyacTb

npegocTaBnsgemMon ycnyru.

Virtual Disc is an allotment of the disc space
allocated on the Contractor's Service Platform.

Virtual Network is an isolated virtual switchboard
to which the Customer's virtual machines are
connected.

User is a login-password pair which identifies the
owner of the objects. Users are created by the
Customer within the domain.

Project — a logically isolated group of Resources
to which the User can have access. The first
Project is created automatically after ordering the
Service, the subsequent Projects need to be
created by the Customer independently.

Resource is an atomic unit which is either part of
the physical (cloud) server resources or a
minimum possible part of the service provided.

Pecypchl / Resources

EavHuua usmepenus / Measuring Unit

MpoueccopHble sapa / Processor Cores

LWtykn / Pieces

Custom Image Storage

OnepaTtuBHas namsats / RAM lwrabawnt / Gigabyte
basoBbii anck / Basic Disc lvrabant / Gigabyte
BoeicTpein guck / High-Speed Disk lwrabant / Gigabyte
YHuBepcanbHbii anck / Versatile Disk lvrabant / Gigabyte
JlokanbHbI anck / Local Disk lwrabant / Gigabyte
XpaHeHue norb3oBaTenbCckux 06pasos / lvrabant / Gigabyte

padpmnueckun npoueccop (GPU) /
Graphical Processing Unit (GPU)

Ltykn / Pieces

My6nuynbin IP-agpec / Public IP-address

LWrykn / Pieces

MpoueccopHble sapa, npepbiBaemble /
Discrete processor cores

LWTykn / Pieces

OnepaTtnBHas NnamsTb, NpepbiBaeMas /
Discrete RAM

lurabawnt / Gigabyte

padpmnueckun npoueccop (GPU),
npepbiBaembIn /
Discrete GPU

WTykn / Pieces

My6nuyHasa noacetb IP-agpecos/
Public IP Subnetwork

Wrykn / Pieces

Bxogawmi n ncxogswmn tpaduk /
Terminating and outgoing traffic

lwrabant / Gigabyte

JlokanbHas ceTb mMexay permoHamm /

LWTtyku / Pieces

https://selectel.ru/about/documents/
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Local Area Network

VRRP-noacetsb / VRRP-subnet

LWTtykn / Pieces

BanaHcuposLmkn Harpysku / load balancers

LWrykn / Pieces

File storage, Fast disc

Bakan / Backup lurabawnt / Gigabyte
darinosoe xpaHunuule, 6a3oBbin gUck / lwrabant / Gigabyte
File storage, Basic disc
darinoBoe xpaHunuile, yHMBepcarbHbIA guck / lwrabant / Gigabyte
File storage, Versatile disc
darinoBoe xpaHunuile, ObICTpbIA ANCK / lvrabant / Gigabyte

MpoueccopHble sapa ans basbl gaHHbIX /
Processor cores for Database

WTykn / Pieces

OnepatnBHasa namaTtb ona basel gaHHbIX / lwrabant / Gigabyte
RAM for Database
JlokanbHbIM Anck ansa basbl gaHHbIX / lurabawnt / Gigabyte
Local drive for Database
XpaHeHue pesepBHbIX konuin basbl gaHHbIX/ lvrabant / Gigabyte
Database's backup storage
CHanwor / lwrabant / Gigabyte
Snapshot

MpueaTHbI DNS-pesoneep cetu /
Private network DNS resolver

LWrykn / Pieces

Bakan — 310 Pecypc, No3BonsoLWmii Npon3BoauTb
KonupoBaHWe W XpaHeHue pOaHHbiXx basosoro,
BbicTporo n YHuBepcanbHOro ANCKOB.

MpuBaTHLIN DNS-pesonBep cetn — 310 Pecypc,
MO3BOJIAOLLMNA 3akasunky yCTaHaBnmBaTb
COOTBETCTBME MeXOY [AOMEHHBIMA WMeHaMM,
onpefeneHHbIMY  BHYTPYU NpUBaTHbIX CETEWR, W
IP-agpecamu.

Basa AdHHbIX - COBOKYMNHOCTb AaHHbIX,
XpaHUMbIX B COOTBETCTBUU CO CXEMOW OaHHbIX,
MaHunynmposaHme KOTOPbIMAU  BbINOJTHAKT B
cooTBeTCTBUN C npasunamMmu cpencTe
MoaeNMpoBaHNA OaHHbIX.

KnacTep 6a3bl faHHbIX — 06LEKT, CO34aBaeMblI
3akasyMkoM, COCTOSILUMA U3 OOHOM  unn
HEeCKOMbKNX BupTtyanbHbIx MaLLVH, c
ycTaHoBreHHon bason gaHHbIX, Mexay KOTopbiMu
HacTpoeHa pennuKaums.

OTtkasoycTonumBbin Knactep 6a3bl AaHHbIX -
Knactep ©a3bl [aHHbIX, KOTOPbLIA COCTOUT U3

HECKOJSbKUX Bas  paHHbIX,  cosgalowmxcs
pacnpedeneHHo Ha  pasHblXx  BupTyanbHbix
MaLLMHax, mexay KOTOPbIMWU  HacTpoeHa

pennukaumst gaHHblx. [pn HegOCTYMHOCTM OOHOWM
BupTyanbHom MaLLUMHbI OTkasoycTon4mBbI
Knactep 6a3bl gaHHbIX OyoeT 4OCTyneH.

https://selectel.ru/about/documents/

Backup means a resource used for copying and
storing data of a Basic, Fast and Versatile disks.

Private network DNS resolver is a Resource that
allows the Customer to establish a
correspondence between domain names defined
within private networks and IP addresses.

Database is a data collection stored in
accordance with the database schema, the
manipulation of which is performed in accordance
with the rules of data modeling tools.

Database Cluster is an object created by the
Customer and consisting of one or several Virtual
Machines with the Database, between which
replication is configured.

Fault-tolerant Database Cluster refers to a
Database Cluster that consists of multiple
Databases which are distributed on different
Virtual Machines with data replication set up
between them to ensure reliability. In the event
that one Virtual Machine becomes unavailable,
the Fault-tolerant Database Cluster will remain
available.
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®dannosoe xpaHunuue Selectel (Pannosoe
XpaHunume) - 0OTKa30ycTon4YmnBas
MacwTabupyemasa cpannosaa cuctema Aand
XpaHeHus oonbLUNX obbemoB [JaHHbIX,
noaknoyaemas no NokanbHOW CETU.

NIumnT yyetHOM 3anucwu, JIMMUAT akkayHTa —
NMMWUT  PecypcoB, KOTOpble  MOryT  ObiTb
MCMNOmb30BaHbl ANsi CO34aHUA 0OLEKTOB B paMKax
OofHON YyeTHOM 3anucuy.

NumuT npoekta — numuT PecypcoB, KoTopble

MOryT ObiTb  MCMONb30BaHbl ANs  CO34aHusA
00beKTOB B pamMkax ogHoro Npoekta. MoxeT ObiTb
M3MEHEH N0 MHMUMaTMBe 3akasyuka no
cornacoBaHuio c VicnonHutenem B
TukeT-cucteme.

KBota (nonb3oBaTenbCcKas) —

ycTaHaBnueaemoe [lonb3oBaTenem orpaHudeHue
Ha konuyecTBO Pecypca, koTopoe MOXeT ObiTb
NCMNOmnb30BaHO ANS co3gaHMs 0ObeKTOB B pamMkax
opHoro [MpoekTa. Mpu co3gaHum lNMpoekta Keota
Ha pecypc aBTOMaTMYeCKM YyCTaHaBnUBaeTCs
pasHow JluMunTy NpoekTa npoekTa Ha Pecypc.

BHelHAA naHenb ynpaBreHUsi NMPOEKTOM —
oTOenbHas naHemnb  YMpaBiEHWs  MPOEKTOM,
npegocTaensiemMas B paMmkax ycnyru. Tpetbu nuua
MOryT nony4daTb JocTyn K BHewHen naHenu
ynpaeneHnsa no wuHuunatvee 3akaszdnka 6e3
3aBefleHus OTAenNbHOM yyeTHon 3anucuy B MNaHenu
yrnpaBneHnsi y4eTHOM 3anunceio 3akasduka.

YnpaBnsiowasi Npocrionka — COBOKYMHOCTb
MaHenu yrpaBrneHns  y4eTHOW  3anucbio
Bakasuuka, APl n BHelwHWXx naHenen ynpaeneHns
npoeKkTamu, co3gaHHbIX 3aKasynkom.

APl - nporpammHbIi  uHTepdpenc
aBTOMaTM3NPOBAHHOTO YMNpPaBeHns YCryrow.

ans

1. NMPEOMET

1.1. WcnonHutenb npepoctaBngaeT 3akasuuky
[OCTyn K ycnyram Mo  opraHusaumu
XOCTMHra BUPTYyanbHOW MHGPACTPYKTYPHI,
NpeaocTaBnss B pacrnopsbkeHne 3akasyunka
yacTb pecypcoB VMHPaACTPYKTYphl,
pasmeLlaeMon Ha TexHudeckon nnoljagke
Wcnonuutens  (ganee —  «Ycnyray).
3akasyvk NpUHMMaEeT 1 onnaduMeaeT Ycnyry

WcnonHutento.

https://selectel.ru/about/documents/

Selectel file storage (File storage) is a scalable
file system for storing large amounts of data
connected over a local network.

Profile Limit, Account Limit - is the limit of
resources that can be used to create objects
within the framework of one Account.

Project Limit means the limit of Resources that
can be used to create objects within one Project. It
can be changed at the Customer’s initiative by
agreement with the Contractor in the Ticket
System.

Quota (User's Quota) means the limit set by the
User on the amount of the Resource that may be
used to create objects within one Project. When
creating a Project, the Quota per Resource is
automatically set equal to the Project Limit per
Resource.

External project management panel — a
separate panel for project management provided
as part of the service. Third parties can be
granted access to the External Control Panel at
the initiative of the Customer without establishing
a separate profile at the Customer Profile Control
Panel.

Control Middleware is a set of the Customer
Profile Control Panel, APl and External Project
Control Panels created by the Customer.

APl is the software interface for automated

service management.
1. SUBJECT

1.1.  The Contractor provides the Customer with
access to the virtual infrastructure hosting
services, placing a portion of the
infrastructure resources located on the
Technical site of the Contractor at the
Customer's disposal (hereinafter referred to
as the Service). The Customer shall accept

and pay the Services of Contractor in full.
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2.1.

2.2.

2.3.

24.

2.5.

2.6.

217.

NnoPAOOK NMPEAOCTABJIEHUA YCNYTU

3aka3umk 3akasbiBaeT Ycnyry B [laHenu
yrnpaBneHus.

3akasuMk BnpaBe 3akasatb O6nayHbIv
cepeep B  ATTECTOBaHHOM  CermeHTe
obnayHon nnatcopmbl BeibpaB Npu 3akase
Yenyrm  “OBnayHein  cepBep” nyn  gis
(Tonbko Ha TeppuTopumn PO®).
JononHuteneHble XapaKTepuCTUKN
O6nayHoro cepBepa B ATTECTOBaAHHOM
cermeHTe obnayvHon nnatgopmbl ykasaHbl
B pasgene 7.

OkasaHue Ycnyrm HauMmHaeTcd C MOMeHTa
cosgaHua Pecypca BHyTpu [lpoekta npwu
Hanu4um AO0CTaTO4YHOro KonuyecTtBa
cpenctB Ha banaHce ycnyru (nnn BanaHce
3akasuuka®) ana Hayana npegocTaBfeHus
Yenyru v BeINoNHeHUs ycnosui n. 2.1.

3aKasuymK MOXET OCYLUeCTBNATb paboTty ¢
MpoekToM HenocpeacTBeHHO u3 [laHenu
yrpaBrneHnss y4eTHOWM 3anucbio 3akasduka,
nMbo npedocTaBUTb  TPETbUM  NMLUaM
CCbINKY Ha BHeluHI0I0 NaHenb yrnpasrneHus
NMPOEKTOM.

Ons gocrtyna K I'IpoeKTy nocpeancTteom
BHewHen naHenu ynpasneHna npoeKkToM

TpebyeTca  npeaBapuTenbHO  co3daTb
Monb3oBaTens v 3agaTb AN HEro naporb,
Nosb3ysicb cpeacTsamu MaHenun

ynpasneHunda yquH0|7| 3anucelo 3akasduka.

3akasunk cosgaeT Pecypcbl B pamkax
JiumntoB yyétHonm 3anucu u JlumuTtos
npoekTa, nnu ykasaHHblx 3akasdmkom KeoT

BO BHelwHen naHenu  ynpaeneHus
NPOEKTOM.

3aka3uMKk MOXeT cosgaBaTb BTOPOM U
nocriegytowme  lpoekTbl B pamkax
OorpaHN4YeHUn Ha MaKcMMaribHoe
konnyectBo [1poOeKToB, YCTaHOBMNEHHbIX
WcnonHutenem.

% 3peck 1 ganee no TeKcTy npu oTcyTeTeuM y 3akasumka B MaHenu ynpasnexus banaHca ycnyri nog TepMiHoM “BanaHc

ycnyrn” noHnmaetca u banaHc 3akasuvka

4 Should the Customer's Control Panel not contain the Service Balance section, the term “Service Balance” shall

hereinafter mean the Customer’s Balance.

https://selectel.ru/about/documents/

2.1.

2.2.

2.3.

24

2.5.

2.6.

27.
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PROCEDURE FOR SERVICE PROVISION

The Customer orders the Service in the
Control Panel.

The Customer is entitled to order a Cloud
Server in a Certified Segment of the Cloud
Platform by selecting a gis pool when
ordering the "Cloud Server" Service (only
within the Russian Federation). Additional
features of the Cloud Server in the Certified
Segment of the Cloud Platform are detailed
in section 7.

The provision of the Service begins from
the moment the Resource is created within
the Project given a sufficient amount of
funds on the Service Balance (or the
Customer’s Balance®) to start providing the
Service and fulfill the conditions of Clause
2.1.

The Customer may proceed to either work
on the Project directly from the Customer
Profile Control Panel or provide third
parties with a link to the External Project
Management Panel.

In order to access the Project via the
External Project Management Panel, an
Account has to be created and a password
for it has to be set using the Customer
Profile Control Panel tools.

The Customer creates Resources within
the Account Limits and Project Limits, or
the Quotas specified by the Customer in
the Project External Control Panel.

The Customer may create the second and
further Projects within the limits on the
maximum number of Projects established
by the Contractor.
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2.9.

2.10.

2.11.

2.12.

2.13.

2.14.

3aka3umk  camocTosTenbHO  BblOupaeT
KOoHurypauuto  BupTyanbHbIX — MaLlvH,
BupTyanbHbix guckoB u  BupTyanbHbIX
ceTer 3a WCKMYEHUEM Cry4aeB, Korga
TakoBble CO3[4alTCA B aBTOMAaTUYECKOM
pexume VicnonHutenem.

CepBep, Ha KOTOpPOM  pa3MeLllaeTcs
BuptyanbsHas MaLumHa 3akasuuika,
NnoaKkmnyeH K cetu Ha ckopoctn 10000
Mo6uT/cek; paHHasa nonoca pasgensercs
mMexay Bcemu BupTyanbHbIMKM MalmHamu,
3anyLleHHbIMM Ha cepBepe McnonHutensi.

MoTpebneHHbIv 3akasdmkom Tpadmk
Tapuduumpyetcs B COOTBETCTBUM  C
Tapudamu,  ykasaHHbIMXU  Ha  cauTe

WcnonHuutena w/wnn lMaHenu ynpasneHus
y4eTHOWM 3anucu 3akas4vumka.

Tapudukaumm nognexmnt BXOOAWMA 1
ucxogawmn tpaduk B UHTepHeT. Tpadumk
mMexagy ycnyron “O6nadHbin  cepep” W
cnegywowmMmn  ycnyramym  MicnonHutens:
“MpepocTtaeneHne BblaeneHHoro cepeepa
n BbigeneHHoro cepsepa NPoOuU3BOSIbHOMN
KOHdburypaummn”, “MpepnocTtaeneHne
o6bekTHOro  xpaHunuwa’,  “lybnm4Hoe
obnako Ha 6ase VMware”, ecnu IP-agpeca
AHOHCUPYIOTCS M3 aBTOHOMHbLIX CUCTEM
McnonHutensa — He TapudunumpyeTcs.

Monoca  nponyckaHua  Agns  Kaxgon
BupTtyansHon mawwuHbl orpaHudeHa 1000
MownT/c.

ﬂOCTyI'l B WHTepHeT AnAd BMpTyaJ'IbeIX
MaLlnH 3akasuumka ocyliecTBndaeTca
nocpeacTBoMm:

My6nunyHbIX IP-agpecos;

MybnnuHbix nogceten u3 5 wunm Gonee
agpecos.

PacwwupeHnue Jlumuta Y4yetHoM 3anmcu Ha
noacetm |IP-agpecoB  npoucxoaut  u3
pacdyeta oguH IP- agpec Ha ogHO
lNpoueccopHoe aapo.

Jinmnt YyeTHOM 3anucu ycTaHaBnvBaeTcs
WcnonHutenem aBTOMaTU4ECKM U MOXET
ObITb M3MEHEH MO 3anpocy NpwW HanMynu
TEXHUYECKOW BO3MOXHOCTH.
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The Customer chooses the configuration of
Virtual Machines, Virtual Disks and Virtual
Networks independently, except when they
are created by the Contractor in an
automatic mode.

The server hosting the Customer’s Virtual
Machine is connected to the network at the
speed of 10,000 Mbps/s; this band is
shared between all the Virtual Machines
running on the Contractor's server. The
traffic used by the Customer is charged as
per the tariffs indicated on the Contractor’s
website and/or on the Customer Profile
Control Panel.

Ingoing and outgoing Internet traffic is also
charged. Traffic between servece “Cloud
Server” and services of the Contractor
(Providing dedicated server and dedicated
server of custom configuration, Provision of
cloud object storage, Public cloud on
VMware) is not charged, if IP-addresses
are announced from the Contractor’s
autonomous systems.

The bandwidth for each Virtual Machine is
limited to 1,000 Mbps/s.

Internet access for the Customer's Virtual
Machines is provided through:

Public IP-addresses;

Public subnets out of 5 or more addresses.

Expansion of the Account Limit on the IP
Subnet is based on the calculation of one
IP address per Processor Core.

The Account Limit shall be set by the
Contractor automatically and can be
changed upon request, subject to technical
availability.
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2.15.

2.16.

2.17.

2.18.

2.19.

2.20.

Jinmmnt MpoekTa ycTaHasnueaeTcs
WcnonHuteneMm aBTOMaTU4eCKM U MOXET
ObITb M3MEHEeH MO 3anpocy NpW Hanuyuuu
TEXHUYECKON BO3MOXHOCTMU.

McnonHutenb MOXeT B OA4HOCTOPOHHEM

nopsigke  yMeHbWwuTb JIUMWUT  y4YeTHOW
3anucu, Jlumut npoekta u/unu Koty Ha
IP-agpeca. WcnonHutenb MOXeT
paspewnTb  3akasuMKky  UCMonb30BaTb
BblgeneHHole IP-agpeca npu  ycnosuu
onnarbl BTOPOro " nocnegyoLmnx
IP-agpecoB  Ha ogHy BwupTyanbHyto
MalLUVHY.

3akasunk MoXer B NobOOM MOMEHT
U3MEHUTb Keotbl  noboro  [lpoekTa

CO3[aHHOro B pamKax AoMeHa 3akas4vumka.

CornacoBaHue Ha MCMNornb3oBaHue
BblAeneHHbIX IP-agpecoB ocylecTensercs
B cooTBeTCcTBMMU ¢ CornalueHnem.

B uensax npegoTBpaLLeHns
pacnpegeneHHbIXx  atak  oOTkasa  oT
obcnyxumeaHusa (DDoS):

obwasa nponyckHass CnNocobHocTb Ans
UDP-tpadumka Ha noptobl 0, 16, 19, 53, 123,
1900 orpaHuumBaetcs go 500 MouT/c;

npu npesbllieHMn 3akasynkom nopora B
150  ThICAY nakeToB B CeKyHay
WcnonHuTenb BnpasBe OrpaHu4MTb Monocy
nponyckaHus go 100 Mout/cek;

WcnonHuTtenbs BnpaBe OrpaHU4vMTb Nonocy
nponyckaHusi CepBUCOB, KOTOpble MOryT
ncnonb3oBatbcs Ana aTtak knacca UDP
amplification nnn orpaHNYMTL BO3MOXHOCTb
NCcnonb30BaHus OaHHbIX CcepBUCOB,
yBegoMuB 3akasyuvka He MeHee 4eMm 3a 7
JHen.

3aka3unk CamMOCTOSITENbHO OCYLLECTBRSET
akcnnyataumio  BupTyanbHbix  mawuH
nyTeM YydaneHHoro p[ocTyna K HWM Mo
CeTsiM CBA3M OOLLEero nonb3oBaHWUs WMu

yepe3 BHelwHOl naHenb ynpaBneHus
npoektoM wnu [aHenb  ynpaBneHus,
CaMOCTOATENBHO ycTaHaBnvBaeT n
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The Project Limit is set automatically by the
Contractor and can be changed upon
request if technically possible.

The Contractor may reduce for
convenience the Account Limit, Project
Limit and/or the IP Quota. The Contractor
may allow the Customer to use dedicated
IP addresses provided that the second
and further IP addresses are charged for
one Virtual Machine.

The Customer may at any time change
the Quotas of any Project created within
the Customer's domain.

The approval of the dedicated IP addresses
usage is carried out pursuant to the
Agreement.

For the purpose of preventing distributed
denial of service (DDoS):

total bandwidth for UDP traffic on ports 0,
16, 19, 53, 123, 1900 is limited to 500
Mbps;

If the Customer exceeds the threshold of
150 thousand packets per second, the
Contractor is entitled to limit the bandwidth
to 100 Mbps;

The Contractor has the right to limit the
bandwidth of services that can be used for
the UDP amplification class attacks or to
limit the possibility of using these services
by notifying the Customer at least 7 days in
advance.

The Customer independently operates the
Virtual Machines by remotely accessing
them via public communication networks or
through the External Project Management
Panel or Control Panel, installing and
configuring the necessary software on the
Virtual Machines on a standalone basis.
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2.21.

2.22.

3.1.

3.2.

3.3.

3.4.

4.1.

HacTpavMBaeT Ha BwupTyanbHbix MalumHax
HY>XHOe eMy nporpaMmMHoe obecneyeHue.

3akasuvk BApaBe 3agjaTb pacnucaHue
Bakana ¢ OOCTYNHOW 4acToTOM CO3[daHus
Bakana. 3akasuMk  BhNpaBe  3ajaTtb
HEeCKOmnbKo pacnncaHumn bakana.

B pamkax Knactepa 6asbl AaHHbIX
3akasynk MOXET UCMOoNb30BaTb Pe3epBHOE
KonupoBaHue. McnonHutenb He oTBeYaeT

3a HEeBO3MOXHOCTb KOPPEKTHOro
BOCCTaHOBIIEHNA [OaHHbIX W3 pe3epBHO|7|
Konmn B Cly4vae eé cosaaHus npun

3anonHeHnM nornHoro obbema AMCKOBOrO

npoctpaHctBa Knactepa 6a3bl  [gaHHbIX
3akasuuka.

OMNATA YCNIYTU

KoHeuHas CTOMMOCTb ycnyrm
paccynuTbiBaeTCA U3 AaHHbIX O d)aKTMHeCKM
notpebneHHbix pecypcax. Tapudbl Ha

pecypcbl YCTaHOBMEHbI 3a OMNpefeneHHyto
WcnonHutenem MUHMMAanbHY0 — eauHuLy
obbema noTpebnaemoro pecypca.

Onnate noanexuT dhakTnyeckoe
notpebneHne pecypcoB [lpoekta 3a
nocneagHun yac ao BbIMOSTHEHUA

o4yepegHoro cnncaHuA.

Mpun MCcnonb3oBaHUm MpuBaTtHoro
DNS-pesoneepa cetn Tapudmkaumm
NOANEXNUT KaKOOe MOAKMYEHNEe CEeTU K
Pecypcy.

Onnara npon3BoanTCS no dakty
pesepBupoBaHus PecypcoB 3akasqmkom
NyTeM CMUCAHWUSI LEHEXHbIX CpeacTB C
banaHca ycnyrm 1 pa3 B 4ac. Pasmep
CNUcaHns 3a KaXkabll Yac MOXET MEeHSATbCS
B Cry4yae  U3MeHeHun  3aKkasqymkom
napameTpoB Ycnyru.

OKOHYAHUE
YCNyru

NPEAOCTABINEHUA

Mpn poctmwxkeHnn Hynesoro banaHca
ycnyrm unu 6anaHca, HegocTaTovHOro Ans
OCYLLECTBIEHNs criedytoLwero cnucaHusa 3a
notpebnsemble  pecypcbl,  OTKMOYEHUe
goctyna K Ycnyre npomcxogut
aBTomarumyecku. VicnonHutene oTnpasnser
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The Customer shall be entitled to set the
Backup schedule with an available Backup
creation frequency. The Customer shall be
entitled to set several Backup schedules.

The Customer may use the backing up
function within the Database Cluster. The
Contractor shall not be liable for the
inability to correctly restore data from a
backup if it is created when the full amount
of disk space of the Customer's Database
Cluster is filled.

SERVICE PAYMENT

The final cost of the Service shall be
counted from the data on actually
consumed resources. The rates for
resources are scheduled for the minimum
volume unit of consumed resource defined
by the Contractor.

The actual consumption of the Project
Resources shall be paid for the last hour
before the next charge-off.

When wusing a private network DNS
resolver, each network connection to the
Resource is subject to billing.

The payment is made by the Customer
upon reservation of Resources by debiting
funds from the Service Balance once per
hour. The amount of charge for each hour
may change if the Customer changes the
Service parameters.

END OF SERVICE PROVISION

When the Balance for service reaches zero
or the amount which is not enough to make
a further payment for the resources used,
the access to the Service is disabled
automatically. The Contractor sends a
notification about suspension of the Service
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4.2.

4.3.

4.4.

4.5.

4.6.

3akazdnky yBegoMIleHWE 00 OTKIOYEHUM
Ycnyrv no anNeKTPOHHOW MoYTe.

Ecnv npu  wucnonbsoBaHum  Pecypca
“I'padpnuecknin npoueccop” banaHc ycnyrn
HegoCTaToueH ans OCYLLECTBIEHNS
crnegylwulero cnucaHus 3a nortpebnsiemble
Pecypcbl B TeveHne 12 (gBeHaguatw)
yacoB, TO McnonHutens ygansetr Ha
BupTtyansHoi mawmHe Takue Pecypchbl Kak:
Mpadmueckun npoueccop, BupTyanbHbIN
npoueccop, OnepatuBHad namsitb MU
JlokanbHbIl Ouck. YganeHue ocTarnbHbIX
PecypcoB npoucxogut B oblieM nopsigke
cornacHo n. 4.3 Ycrnosun.

Mpu BanaHce ycnyrn, HEO4OCTATOMHOM NS
OCYLLIECTBIEHUSA CreayoLLEero cnmucaHns 3a
notpebnsemble Pecypcbl B TeveHue 14
(4eTblpHapuaTtb)  KaneHOapHbIX — OHEWN,
WcnonHutens  BhnpaBe  yganuTb  Bce
BupTyanbHble MawwuHbl, a Takke nobble
apyrme obbekTbl 3akasumka, co3gaHHble B
pamkax Ycrnyru W XpaHawuecs  Ha
obopygoBaHum VicnonHutens. YkasaHHbIN
CpOK MOXeT ObITb npoaneH no
cornawennto CTOpoH.

3akasunk MOXeT NPOOOMKNTb
ucnonb3oBaHve Ycnyrm, npu  ycrnosuu
NonosiHeHUs! BanaHca ycnyrm o
ncTeyeHns 14 (yeTblpHaguaTn)
KaneHgapHbIX OHen c MOMeEHTa
NPUOCTAHOBKM oKasaHusi Yenyru.

YpoaneHHble cormacHo n. 4.2 YcnoBun
Pecypcbl BoCCTaHOBMNEHUIO He noanexart u
3aKasblBalOTCA 3aHOBO M3 LOCTYMHbIX Ha
3T0T MOMeHT Pecypcos. Npu nononHeHun
BanaHca ycnyrm B yKasaHHbIA CPOK npw
HanuuMM  3af0MKEHHOCTM nNo  onnate
Ycnyru B pasmepe paHee UCnosnb30BaHHbIX
PecypcoB, cymma 3agormkeHHocTu Oyget
crnvcaHa B MOMEHT nononHeHus banaHca
ycnyru.

3af0mKeHHOCTb MO onrnate pecypcoB Ans
MpoeKkToB, OTKMIOYEHHBIX 3a Heynnary,
dopmupyeTca Kak cymma CTOMMOCTM BCEX
HeyganeHHblx PecypcoB [lpoekta 3a
BpeMsl, B TeyeHue KoToporo [MpoekT Gbin
OTKITHOYEH.

B cnyyae otkaza 3akasumka oOT Ycnyru
3akasymk BnpaBe nepevvcnnTb cpeacTsa c
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to the Customer by email.

If the Service Balance is insufficient to
perform the next debiting for the Resources
employed during a 12 (twelve) hour period
while using the "GPU" Resource, the
Contractor shall remove the following
Resources from the Virtual Machine: GPU,
Virtual Processor, RAM and Local Disk.
Removal of other Resources is to be
carried out according to the standard
procedure as per cl. 4.3 of the Conditions.

If the Service Balance is insufficient for the
next write-off for the consumed Resources
during 14 (fourteen) calendar days, the
Contractor has a right to delete all Virtual
Machines, as well as any other objects
belonging to the Customer, created as part
of the Service and stored using the
Contractor’'s equipment. The mentioned
term can be prolonged on the basis of the
mutual consent of the Parties.

The Customer may continue using the
Service if the Service Balance s
replenished not later than 14 (fourteen)
calendar days after the moment of the
suspension of the Service. Resources
removed as per cl. 4.2 of the Conditions
are unrecoverable and shall be reordered
from the Resources available at the
moment. When replenishing the Service
Balance within the specified period, if there
are arrears of payment of the Service in the
amount of previously used Resources, the
amount of arrears will be debited at the
time of replenishing the Service Balance.

The debt for the payment of resources for
the Projects disconnected for non-payment
is formed as the sum of the cost of all
Project Resources that have not been
removed for the time during which the
Project was disconnected.

In case of the Customer’s refusal to use the
Service, the Customer is eligible to transfer
amounts from the Service Balance to the



Selectel

5.1.

5.2.

BanaHca ycnyrm Ha Jluuesonm  cuet
3akasuuka.

TPEBOBAHUA no SALLUUTE
UWH®OPMALIUA

3akasunk obs3aH npecekatb  crny4vau
HeCaHKLMOHMPOBAHHOIO goctyna K

NCnonb3yeMbiM MNporpaMMHbIM CpeacTBam
N He JomnyckaTb UCMOMNb30BaHNST CBOMX MITU
npegocTaBnseMblX WcnonHutenem
pecypcoB ans NonbITOK
HECaHKUMOHMPOBAHHOIO AOCTyNa K ApYrnm
pecypcam ceTu VIHTEpHET. B 4acCTHOCTW,
3aka3uvK OOMmKeH He OonyckaTb Ha CBOMX
BupTtyanbHbix MalnHaxX  CregyoLmx
CcUTyauum:

¢ BwupTyanbHoM MawwuHbl OTNPaBRSOTCA
COOOLLEHUSA 3NEKTPOHHON MOYTbI OT UMEHWU
agpecoB, He MpUHagnexawmx CeTu
(nomeHy) 3akasynka;

nporpamMmmHoe obecneyeHne BupTyanbHon
MaLLMWHBbI ncnornb3yeT naponw,
yCTaHaBnuBaeMble No yMON4aHuio;

¢ BupTyanbHoi MalmnHbl ncxoasaT nakeTbl C
HeBepHbIM agpecoM McTodHuka (IP source
address);

¢ BupTyanbHon maluMHbI UCXOOAT NaKeThbl
cnyx6bl  gomeHHbix uMeH (DNS) c
HaMepeHHO NCKaXXEHHbIMW AaHHbIMU;

Ha BupTyanbHoii MaluMHe NpUCYTCTBYIOT
BPEAOHOCHbIE NPOrpammbi;

Ha BupTyanbHoii MaluMHe npUCYTCTBYHOT
n/vunu paboTalT NporpamMmbl, creumanbHO
npeaHasHayeHHble AN OCYLLECTBIeHNS

HeCaHKUMOHMPOBAHHOIO gocrtyna K
MHdopMaLnn.
WcnonHuutenb BnpaBe  obecneynBatb

aBTOMaTM4yeckyto dunstpauuto Tpaduka c
Lenbio BNOKMPOBaHMS OTNpPaBkM Tpaduka ¢
nogaenbHbIMK (He Ha3Ha4YeHHbIMK
BUPTYarbHON MaLluuHe) IP 7
MAC-agpecamn.

YPOBEHb OKA3AHUA YCINYTU (SLA)
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Customer’s Personal Account.

INFORMATION PROTECTION
REQUIREMENTS
The Customer is obliged to prevent

situations of unauthorized access to the
software used and not to allow the use of
the Customer's resources or the resources
provided by the Contractor in order to
prevent attempts of unauthorized access to
other Internet resources, in particular, the
Customer shall not allow the following
situations on the Customer's Virtual
Machines:

E-mails on behalf of the addresses that do
not belong to the Customer’s network
(domain) are being sent from the Virtual
Machine;

Virtual Machine software is using default
passwords;

Packages with an invalid source address
(IP source address) are coming from the
Virtual Machine;

Domain Name Service (DNS) packages
with intentionally distorted data are coming
from the Virtual Machine;

there is malicious software on the Virtual
Machine;

programs specially designed for
unauthorized access to information are
present and/or active on the Virtual
Machine.

The Contractor is entitled to provide
automatic traffic filtering in order to block
sending of the traffic with fake (not assigned
to the Virtual Machine) IP and MAC
addresses.

SERVICE LEVEL ACCOMPLISHMENT
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6.1. [nsa Pecypcos, ecriu He yKasaHO UHOE:

6.1.1. Tabnuua Ne 1

(SLA)

6.1. For the Resources, unless otherwise
noted herein:

6.1.1. Table No.1

KomneHcupyembinn npocton / Compensable
downtime

HekomneHcupyembin npocton /
Non-compensable downtime

HepocTynHOCTb BMPTYyanbHbIX MalvH 3akas4qumka
BCneacTene cbosi NHPaCTPYKTYpbI
WNcnonHutens. [aHHbIN BUAO npoctosi
KOMMNeHcupyeTcsi cornacHo Pecypcam, koTopble
He mMornu 6bITb NCNOMNB30BaHbI BO

BpeMs npocTosi Bcneactene cbost BuptyanbHoi
MalWHbl. K HUMM oOTHocaTcs: [poueccopHble
sapa, OnepatmBHas namaAtb, basoBbin OWUCK,
BbicTpbIN OVCK, JlokanbHbIN anck "
YHuBepcanbHbii anck, dannoBoe XpaHunuuie,
ucnonb3yemble nocTpagaswen BupTyansHon
MaLUMHOW. /

Inaccessibility of the Customer’s Virtual
machines due to a failure of the Contractor’s
infrastructure. This type of downtime shall be
compensated according to the Resources that
could not have been used during

standby time due to Virtual machine failure.
These include: Processor cores, RAM, Basic
disk, Fast disk, Local disk, and Versatile disk,
File storage used by the affected Virtual
machine.

HepoctynHocTb YnpaenstoLen npocronku /
Inaccessibility of the Control Middleware

HenoctynHocTb PecypcoB lNpepbiBaemoi
BupTyansHon maluunHbl /
Inaccessible Discrete VM Resources

B cnyyae HepocTtynHoctM bBanaHcuposlmka
Harpysku (noTepsi pabotocrnocobHoCcTH
BanaHcupoBLymka Harpyskm) no BUHE

Wcnonnutens, korgaa Bce BupTyanbHble MalUuHbI,
nogKnYveHHble K BanaHcMpoBLLMKY —Harpysku
HaxogaTcs B paboTOCNOCOGHOM  COCTOSIHMM
(ctratyc  Online) wun rotoBel obpabaTbiBaTh
nocTynarowimMe K HUM 3anpochkl, KOMMEHCUpyeTcs
TOMbKO CTOMMOCTb bBanaHcupoBLUuKa Harpysku.
He KOMMeHcupyeTcs BMpTyanbHas
uHppacTpyktypa (Pecypchl), Haxogswascs 3a
BanaHCcMpOBLLMKOM Harpysku.

Tabnuua Ne 2

If the Load Balancer is unavailable (loss of
function of the Load Balancer) which was caused
by the Contractor, given that all the virtual
machines connected to the Load Balancer are in a
good shape (Online status) and ready to process
requests coming, only the cost of the Load
Balancer shall be compensated. The virtual
infrastructure (Resources) located behind the
Load Balancer shall not be compensated.

Table No.2

FapaHTMpoBaHHas AOCTYNMHOCTb (npwn
YCNOBUMN OTCYTCTBUSA NMPUYMH HEAOCTYMHOCTU
Ycnyru) /

24x7x365 — 24 yaca B CyTKM,
7 OHew B Hepento, 365 aHen B rogy /
24x7x365 — 24 hours a day,

https://selectel.ru/about/documents/
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Guaranteed availability (provided that there
are no reasons for the Service
non-availability)

7 days a week, 365 days a year

% (npoueHT) paboTocnocobHocTH 3a mecsy, /
% (percent) of efficiency per month

99.98 %

6.1.2. KomneHcupyetca 0.5% cTtommocTtn Ycnyrm
3akasdumka 3a kKaxgble 30  MWUHYT
KOMMEHCUPYEMON HEeJOCTYMHOCTU  YCryru
0o 100% croumocTu Yenyru.

6.2.
OaHHbIX:

6.2.1. Tabnuua Ne 1

Hns Omka3soycmouyusozo Knacmepa 6a3bl 6.2.

6.2.1.

0.5% of the cost of the Customer Services
for every 30 minutes of the Service
compensated unavailability is
compensated up to 100% of the Service
cost.

For the Fault-tolerant Database Cluster:

Table 1

KomneHcupyemsbin npocton /| Compensable
downtime

HekomneHcupyembin npocton /
Non-compensable downtime

HepoctynHocte OTkasoyctonumBoro Knactepa
fasbl OaHHbIX Ha onepauum YTeHue wu\nnu
3annck BcriegcTBue  cbost  MHAPaCTPYKTypbl
WcnonHutena. /

Inaccessibility of the Fault-tolerant Database
Cluster when reading and/or recording due to a
failure of the Contractor's infrastructure.

= HepocTtynHoCTb Ynpasnstowen Npocrnonku;

. HepoctynHocTb OTka3oycTON4MBOro
Knactepa 6a3bl gaHHbIX Onis  onepaumm
3anMcM B Criyyae 3anofiHEHMSI  MOJSHOro
obbema OVCKOBOrO npocCTpaHCcTBa
BupTyanbHOM MalUMHBI.

. HepoctynHocTb OTka3oycTON4MBOro
Knactepa 6asbl [aHHbIX Ans  onepauui
3anvMcy n YTeHWe B Crlydae BOCCTaHOBMEHMS
OaHHbIX M3 pe3epBHOM KOMuW, MpoBedeHus
Nonb3oBaTenem onepaunmn
MacLuTabupoBaHus 1 OOGHOBNEHUS.

. HepoctynHoctb Knactepa ©asbl gaHHbIX He
ABMAIOLLErocst 0TKa3oyCTon4mBbIM/

= Inaccessibility of the Control Middleware;

= Inaccessibility of the Fault-tolerant Database
Cluster for recording in case of filling the full
amount of drive space of the Virtual Machine.

= Inaccessibility of the Fault-tolerant Database
Cluster for recording and reading in case of
data recovery from the backup, scaling or
upgrading by the User.

= Inaccessibility of the Database Cluster that
isn’'t Fault-tolerant

Tabnuua Ne 2 / Table No.2

FapaHTMpoBaHHasA OOCTYNHOCTb (npm
YCNOBUU OTCYTCTBUSA NMPUYMH HEAOCTYMHOCTHU
Yenyru) /

Guaranteed availability (provided that there

24x7x365 — 24 yaca B CyTKW,
7 nHen B Hepento, 365 aHen B roay /
24x7x365 — 24 hours a day,

are no reasons for the Service 7 days a week, 365 days a year
non-availability)
https://selectel.ru/about/documents/ 12 /17
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Ans onepauun YteHne us basbl gaHHbIX /
% (percent) of monthly working efficiency for
reading from the Database

% (npoueHT) pabotocnocobHocTM 3a Mecsl 99,95 %
ans onepauun 3anucu B basy paHHbIx /

% (percent) of monthly working efficiency for

recording into the Database

% (npoueHT) pabotocnocobHocTM 3a Mecsl 99,99 %

6.2.2. KomneHcupyeTca 0.5% ctonmoctn 6.2.2. 0.5% of the cost of the Fault-tolerant
OTkasoycTon4mBoro Knactepa 6a3bl Database Cluster is compensated for
OaHHbIX 3a Kaxable 30 MUHYT every 30 minutes of compensated

KOMMNeHcupyemon HegoctynHocTn. Obuwas
KoMneHcaunsi He MoXeT npesbiwaTtb 30%

inaccessibility. The total compensation
may not exceed 30% of the cost per

CTOMMOCTIN 3a Mecs,. month.
6.3. [ns bakarnos: 6.3. For Backups:
6.3.1. Tabnuua Ne 1 6.3.1. Table 1

KomneHcupyembin npocton / Compensable
downtime

HekomneHcupyembin npocton /
Non-compensable downtime

HeBO3MOXHOCTb KOPPEKTHOTO BOCCTaHOBMEHUS
KonuuM B CBA3M C MOTepen Bcex AaHHbIX bakana
Wy UX YacTu no BuHe McnonHutens. /

Inability to correctly restore copies due to the loss
of all or part of Backup data caused by the
Contractor.

HepocTynHocTb YNpaBnstoLen Npocnonku. /
Inaccessibility of the Control Middleware;

6.3.2. Ina nonydeHus komMneHcauum 3akasunk 6.3.2.

oba3aH npepoctaBute McnonHutenio B
Tuket-cucteme noaTBepXaeHue
HEKOPPEKTHOCTU BOCCTAHOBIIEHHOW KOMUK
WNM  HEBO3MOXHOCTM  BOCCTAHOBIEHUS
Konuu.
6.3.3. KomneHcupyetca 100%
HepaboTtocnocobHoro bakana.

6.4.
cemu:

6.4.1. Tabnuua Ne 1

ctommoctn 6.3.3.

Ansa ycnyau lNpusamubiti DNS-pe3oneepa 6.4.

6.4.1.

To receive the compensation, the
Customer shall provide the Contractor in
the Ticket system a confirmation of
restored copy incorrectness or inability to
restore a copy.

100 % of invalid Backup shall be subject
to compensation.

For the Private Network DNS Resolver
service:

Table 1

KomneHcupyembii npocton / Compensable
downtime

HekomneHcupyembiit npocton /
Non-compensable downtime

HepoctynHocte [MpmBatHoro DNS- pesoneepa | HegoctynHocTe [MpuBatHoro DNS-pesonsepa
ceTucetn BcreacTBue cbosi MHAPACTPYKTypbl | ceTw, ecnu 3akasumk He ykasan
WcnonHuTens npu ycrnosum KOPPEKTHON | npegocTaBneHHble |P-agpeca B HacTpownkax
KoHdurypauun 3akasumkom AByx |P-agpecos | DNS BuptyanbHbix maLumH. /

pe3onBepoB B MOACETAX e€ro  MHcTaHcoB, | Unavailability of the Private network DNS
https://selectel.ru/about/documents/ 13/17
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NoATBEPXOEHHAA OTCYTCTBMEM OTKIMKA C 0OOMX
IP-agpecos napel. /

Unavailability of the Private network DNS resolver
due to a failure of the Contractor's infrastructure,
provided
configured two IP addresses of resolvers in the
subnets of its instances, confirmed by the absence
of a response from at least one of the IP
addresses of the pair.

that the Customer has correctly

Virtual Machines.

resolver if the Customer has not specified the
provided IP addresses in the DNS settings of

HepoctynHoctb [MpuBatHoro DNS-pesonsepa
CeTN B Clyvyae HEeKOPPEKTHOW KOHdurypaumm
ceTeBbIX HacTpoek 3akasunka nnm
HeOoCTYMHOCTK NHOMN NMHGPACTPYKTYpPbI
3akasuuka. /

Unavailability of the Private network DNS
resolver in case of incorrect configuration of

the  Customer's network  settings or
unavailability of other Customer's
infrastructure.

6.4.2. KomneHcupyeTcs

6.5.

6.6.

6.7.

https://selectel.ru/about/documents/

0.5%
MpueatHoro DNS- pesoneepa cetn 3a
kaxgble 30 MWHYT  KOMMEeHcupyemon
He4OCTYNHOCTU Yenyrm Ao 100%
ctoumoctn  Yenyrn.  CTOMMOCTb  WMHbIX
PecypcoB 3akasumka KOMMNeHcauuun He
NOANEXMNT.

Ecnn He ykasaHO WHOe, HedoCTYMNHOCTb 6.5.

Yenyrn n Pecypcos (npocTomn)
onpegensercsa Kak WHTepBan BpeMeHU
MEeXAy MOMEHTOM OTnpaBku coobLeHus
NMOCpPeacTBOM  TUKET-CUCTEMBbI B CNyx0y
nogaepxkn WcnonHutens u  MOMEHTOM
3aBepLUeHNs BOCCTaHOBUTEMbHbLIX paboT
UcnonHutenem.

KomneHcauus onpegensieTcs
cpencTBa, nepeuvvcngemble McnonHutenem
UCKIYNTENBHO Ha BoHycHbIM GanaHc B
cny4vae HeOOCTYNHOCTU  YCnyru, B
cootBeTcTBMM Cc  Tabnuuern Ne 1.
[MepeyncneHune ocyllecTBnseTCa B Te4eHue
nepsbix 7 (cemn) paboumx gHen mecsua,
crnegymlollero 3a MecsiueM, B KOTOPOM
Ycnyra Obina HeOoOCTYMHa, NMpU Hanmu4mu
CoOobLLEeHNs, OTNPaBMEHHOIO C MOMOLLbIO
TukeT-cncTembl, 0 NPoOCcToe u TpeboBaHMsA
00 OCYLLIECTBITEHUN KOoMMneHcauuu.
CpepnctBa ¢ boHycHoro 6anaHca 3akas4yumka
MOTYT UCNONb30BaTbCS TOMbKO ANd onnaTtbl

ctoumoctn 6.4.2.

Kak 6.6.

Compensated at 0.5% of the cost of the
Private network DNS resolver for every 30
minutes of compensated unavailability of
the Service, up to 100% of the cost of the
Service. The cost of other Customer
Resources is not subject to compensation.

Unless otherwise noted herein, the
unavailability of the Service and Resources
(ineffective time) is defined as the time
interval between the moment of sending a
message via the Ticket System to the
Contractor’'s support service and the
moment of completion of the recovering
work by the Contractor.

The Compensation is defined as amounts
transferred by the Contractor exclusively
to the Bonus Balance in case of
unavailability = of the  Service, in
accordance with Table No.1. The transfer
to be made within the first 7 (seven)
working days of the month following the
month in which the Service was
unavailable, if there is a message sent via
the Ticket System, about the ineffective
time and the requirement  for
compensation.  Amounts from the
Customer’s Bonus Balance can only be
used for the Service payment. The

Ycnyrn.  KomneHcauusi  ocyliecTBnsieTcs Compensation to be carried out solely by
UCKIIOYNTENBHO nytem 3a4ncneHnsa transferring amounts to the Bonus
cpencTB Ha BoHycHbI BanaHc. Balance.

Mpun pacyete KomMneHcauuu He 6.7. When calculating the compensation, the
YUMTbLIBAKOTCA  CpeacTBa, HayuCheHHble monetary funds accrued earlier to the
WcnonHutenem paHee Ha  BOHYCHbIN Bonus balance by the Contractor (as part

fanaHc (B pamkax peknamHblX akuui unu
3a HapylleHue YCINoBUA WCMOSb30BaHNSA

of promotions or for violation of the terms
and conditions for using certain services),

14 /17
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6.8.

6.9.

6.10.

6.11.

6.12.

6.13.

OTAENbHbIX CepBUCOB), CMUCaHHbIEe
WcnonHutenem ¢ bBoHycHoro GanaHca
3akasuuka B c4eT onnatbl Ycnyru.

Ecnn WcnonHutenb pacnonaraet
cOobCTBEHHbIMMU AaHHbIMU (0] Ha4vane
NpoCTOosi, yKasblBaloLMMN Ha Gonee paHee

BpeEMS Hayana npocTos, 4YemM Bpems
OTnpaBKku coobLeHuns Yyepes
TukeT-cnctemy 3aka3ymkom, OH MOXET

ncnonb3oBaTb 3T AaHHble. PasHornacus o
BPEMEHW MpPOCTOs1 paspeLlaTcs MnyTem
neperosopoB CTOpoH B TukeT-cucteme.

Pabounm BpemeHeM cuuTaeTcs Bpemsi c 8
0o 23 yacoB no paboynm gHam, ¢ 11 go 22
4YacoB B BbIXOAHble W npas3gHUYHbIE OHW.
OcTtanbHoe BpeMsi cumTaeTcst Hepaboumnm.

B cny4yae coobLueHus,
OTNPaBMNeHHOro nocpeacTBoM
TukeT-cucTembl, U COBCTBEHHBLIX AaHHbIX
WcnonHntens o Havane npoctos, Ycnyra
cuMTaeTcs LOCTYNHOW, a KOMMeEHcauus He
BblMa4vynBaeTCA.

OTCYTCTBUA

YyeT BepgeTca pasgenbHO AN Kakaow
BupTyanbsHon MaLUWHbl,
OTKkasoycTon4mMBOro Knactepa 6asbl
OaHHbIX, Bbakan, ®annoBoe XpaHunuLle.
ToyHOCTb y4€Ta NPoOCTOs COCTaBNsAeT He
MeHee 1 MuHyTbl. Ecnu nepmog npoctos
NPUXOOUTCS Ha MOMHOYb MEXAY KOHLOM U
Hayanom mecsiua, TO NPOCTON MOMHOCTbLIO
OTHOCUTCA K TOMY Mecsly, B KOTOpPbIN
npuwnack 6onbLuas YacTb NPOCTOS.

He nogonexur
CBSI3aHHbIN c

KOMMeHcauum npocTon,
obcToaTenbcTBamMu
HenpeogorMMon CUnbl 7] MHbIMN
obcToATenbCTBaMK, NPOU3OLUEALLMMU  He
no BuWHe MWcnonHutens. He nognexut
KoMneHcauum NPOCTOMN, Bbl3BaHHbIN
nencrteusimn (6esgenictBmeM) 3akasyuka.

Yyer HeOOCTYNHOCTH yCﬂer n pacyetr
KOMMNeHcauumn ocyllecTenaeTcA
aBTOMaTU4eCKu.

MHbIE YCnoBuA AOndA OBJIAYHOIO
CEPBEPA B ATTECTOBAHHOM
CEMMEHTE OBNNTAYHOM NMNAT®OPMbI

https://selectel.ru/about/documents/

6.8.

6.9.

6.10.

6.11.

6.12.

6.13.

15/17

written off by the Contractor from the
Customer’s Bonus balance as payment
for the Services.

If the Contractor has his own data on the
downtime start, indicating a earlier start
time of the downtime than the time the
message was sent via the Ticket System
by the Customer, he can use this data.
Disputes on downtime are resolved
through negotiations between the Parties
in the Ticket System.

Working time is considered from 8 to 23
on weekdays, from 11 to 22 on weekends
and holidays. The remaining hours are
considered non-working.

In the absence of message sent via the
Ticket System and the Contractor’'s own
data on downtime start, the Service is
considered available, and compensation
is not paid.

Recording is made separately for each
Virtual Machine, Fault-tolerant database
Cluster, Backup, File storage. The
accuracy of downtime recording is not
less than 1 minute. If downtime occurs at
midnight between the end and the
beginning of the month, then the
downtime fully applies to the month in
which most of the downtime occurred.

The ineffective time is not subject to
compensation due to force majeure or
other circumstances that occurred through
no fault of the Contractor. The ineffective
time is not subject to compensation due to
actions (inaction) of the Customer.

Recording of Service unavailability and
the compensation calculation is carried
out automatically.

OTHER CONDITIONS FOR THE CLOUD
SERVER IN THE CERTIFIED SEGMENT
OF THE CLOUD PLATFORM
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71.

7.2.

7.3.

Ha ocHoBaHuM BbigaHHoro ArtTecTtara
COOTBETCTBMS  ATTECTOBaHHbIN  CErMEHT
obnadyHon nnatopmbl  COOTBETCTBYET
TpeboBaHMaM, NpeabsBNsSeMbIM K:

locyaapCTBEHHbIM NHOPMALIMOHHBIM
cuctemam 1 (nepBoro) knacca
sawmweHHoctn (K1) B cooTBeTCTBMM C
«TpeboBaHnamMn o 3awmTe UHGOpMaUUn,
He  COCTaBnsAWLWENn  rocygapCTBEHHYHO
TalHy, cogepxallencst B rocyaapCTBEHHbIX
NHMOPMALIMOHHbIX
cucTemMax»,yTBepXOeHHbIMN npuKasom
®CTIK Poccum ot 11 despans 2013 r.
Ne17;

MHdopmaumoHHbiM cuctemam 1 (mepBoro)
YPOBHS  3aLLUMLLEHHOCTU MEepPCOHasnbHbIX
panHHbix  (Y31) B cooTtBeTrcTBMM C
«TpeboBaHNsIMM K 3alLMTe NepcoHanbHbIX
OaHHbIX npu nx obpaboTke B
WMHOPMALIMOHHbIX cmucTtemax
NnepcoHanbHbIX AaHHbLIX», YTBEPXKAEHHbIMU
MocTtaHoBneHnem [paButensctea PO oT
01 HosA6ps1 2012 1. Ne1119;

NHdopMaUMoHHBIM  cucTemaMm  Knacca
sawmweHHoctm 1T B COOTBETCTBUMM C
PykoBogsLwmm [OKYMEHTOM

«ABTOMAaTU3NPOBaHHbIE cUCTEMbI. 3almTa
OT HEeCaHKUMOHUPOBAHHOIO AocTyna K
MHdopMaLnu. Knaccudumkaunsa
aBTOMAaTU3NPOBAaHHbIX cuctem "
TpeboBaHMs MO 3alWmuTe WHopMaLUnNy,
YTBEPXAEHHBIM peLIeHneM npeacenarens
[ocynapcTBEHHOW TEXHUYECKOM Komuccum
npu lNpeangeHte Poccuiickon denepaumm
ot 30 mapta 1992 r.

ATTECTOBaHHbIN CEermMeHT obnayHon
nnaTtopmMbl pa3meLaeTcs Ha
TexHonornyeckon nnowaake VicnonHurens
Ha TeppuTopun PO.

B cootBetctBUM c n.2.11. MeTtoguyeckoro

JokymeHTa «Mertogmka oueHKM  yrpo3
BesonacHocTK nHdopmauumy,
ytBepxageHHoro  ®CT3K  Poccum 5

despansa 2021 r., no 3anpocy 3akas4ymka B
TukeT-cucreme WcnonHutenb
npegocTaBnsAeT pesynstaTbl OLEHKN Yrpo3

BesonacHocTK nHdopmaumm ans
ATTEecToBaHHOrO  cermMeHTa  06nayHoOM
nnargopmbl, a TaKke nepeyeHb
BbIMOMIHAEMbIX MEp W  NPUMEHsIeEMbIX

CPeACTB 3allMTbl B 30HE OTBETCTBEHHOCTMU
WcnonHutens.
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Based on the issued Certificate of
Conformity, the Certified Segment of the
Cloud Platform meets the requirements
for:

State information systems of the first (1)
class of protection (K1) in accordance with
the “Requirements for the protection of
information, which is not state secrets,
contained in state information systems”
approved by Order of FSTEC of Russia
No. 17 dated February 11, 2013;

Information systems of the first (1) level of
personal data security (ID1) in accordance
with the “Requirements for protection of
personal data during their processing in
personal data systems” approved by
Order of the Government of the Russian
Federation No. 1119 dated November 01,
2012;

Information systems of 1G class of
security in accordance with the directive
document “Automated systems.
Protection against unauthorized access to
information. Classification of automated
systems and requirements for information
protection”) approved by the decision of
the Chairman of the State Technical
Presidential Commission of the Russian
Federation dated March 30, 1992.

The Certified Segment of the Cloud
Platform is located on the Contractor's
Technical Site in the territory of the
Russian Federation.

Under Clause 2.11. of the Guideline
"Information Security Threat Assessment
Methodology" approved by FSTEC of
Russia on February 5, 2021, upon the
Customer's request in the Ticket System
the Contractor shall provide the results of
information security threat assessment for
the Certified Segment of the Cloud
Platform and the list of measures and
activities implemented in the Contractor's
area of liability.


https://files.selectel.ru/docs/ru/certificate-for-selectel-cloud-platform.pdf
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7.4.

7.5.

Knactep 6a3bl  paHHbix u  Knacrtep
Kubernetes B pamkax ObnayHoro cepsepa
B ATTECTOBaHHOM cermeHTe obnadHom
nnatdopMbl HE NPEAOCTaBMNATCA.

Ecnn He ykasaHo wHoe, Kk OBGnayHomy
cepBepy B ATTECTOBaHHOM CermeHTe
obnadyHon nnatgopMbl NMPUMEHSOTCH BCe
NONOXEHNS HAaCTOALLMX YCrOBUN.
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Database Cluster and Kubernetes Cluster
are not provided as part of the Cloud
Server in the Certified Segment of the
Cloud Platform.

Unless otherwise specified, all the
provisions of these Terms and Conditions
apply to the Cloud Server in the Certified
Segment of the Cloud Platform.



