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ycnoBusa Ncnonb30BAHUA OTAENIbHbLIX
CEPBUCOB:
ATTECTOBAHHbIWA CErMEHT LioOAl

Bepcusi om 30 ceHmsibpsi 2024 e.,
ecmyrnaem 8 cusy ¢ 15 okmsabps 2024 a.

HacToswme ycnoens MCnonb3oBaHWA OTAENbHbIX
cepBUCOB («YCroBuMA») ABASIOTCA HEOTbEMIIEMON
4acTblo Monb3oBaTernbLCcKoro cornatleHus
(«CornaweHne»). TepMUHbI C MPOMNUCHON OBYKBbI,
KOTOpble MWCMOMb3ylTCA, HO He onpedeneHbl B

HaCTOALLMX YcnoBusix, UMEKT  3Ha4yeHue,
npuceoeHHoe um B CornatlueHuu.

TEPMWHbI U ONPEQENEHUA

AtTectoBaHHbI cermeHT LOO - o6bekT
WHopMaTM3aunm «ATTECTOBaHHbIN  CEerMeHT

uon», pa3MeLLeHHbIN B Oata-ueHTtpax
«LiBeToyHasn-2», «bep3apuHa-1», «[ybpoBka-2»
WcnonHutens. Coctout "3 WHXXEHEPHOM
WMHPaCTPYKTYpbl LEHTPOB 00paboTkM  AaHHbIX
(namee - UOO) w Habopa aTTecTOBaHHbIX
WH(popMaLMOHHBLIX  cuctem  (ganee - UQC),
COOTBETCTBYWOWMNX TpeboBaHnam 6GesonacHoOCTU
MHdOpMaLMKM cornacHo YCnoBusM, a UMEHHO:

. UnxeHepHaa wuHdpacTpyktypa LOA
(manee -UHpacTpyKkTypa) - KOMMIEKC CUCTEM U
nx o6opynoBaHusi, obecneunBatoLLmX

becnepeboniHoe (PYHKLUMOHMPOBAHME CUCTEM U
obopygoBaHua  UT-uHdpacTpykTypbl  KOTOpbIe
cnyxar Ona  pasmelleHnss BblgeneHHbix
cepBepoB 1 [JononHutensHoro o6opynoBaHus.

. uc. YnpaBnsiemblie cepBuUChI
6esonacHoctn - WC, npegHasHadeHHas Ans
yrpaBneHusl cpeacTBamm 3almTbl MHpopmMauum, a
TaKkxe OKa3aHu4 ycnyr n cepBucos
MHOpPMaLMOHHONM 6Ee30MacHOCTMW.

. UC. AAMUHUCTPUPOBAHME - BHYTPEHHSS
NC, KoTopasi COCTOMT M3 BblAENEHHbIX pPaboymx
mecT COTPYOHMKOB Wcnonnutens c
HeobxoanMbiMn Mepamu GesonacHocTu. [daHHas
MC nossonseTt VcnonHutenio NnpoBoauTb B pamkax
oKasaHus Ycnyrm  Kak pasoBble paboTbl, Tak U
nMonHoe conpoBoXxgeHune cucTteM  3akasuuka,
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CONDITIONS FOR USAGE OF INDIVIDUAL
SERVICES:
CERTIFIED DC SEGMENT

Revision dated September 30, 2024,
shall enter into force from October 15, 2024

These conditions for usage of individual services
("Conditions") are the integral part of the User
Agreement ("Agreement"). Capitalized terms (used
but not defined in these Conditions) shall have the
meanings assigned to them in the Agreement.

TERMS AND DEFINITIONS

Certified DC segment shall mean an
informatization object "Attested Data Center
Segment" placed in the Contractor's Data Centers
"Tsvetochnaya-2", "Berzarina-1", "Dubrovka-2". It
consists of the engineering infrastructure of data
centers (hereinafter referred to as DC) and a set of
certified information systems (hereinafter referred
to as IS) that meet the information security
requirements under the Terms and Conditions,
namely:

. DC Engineering Infrastructure
(hereinafter referred to as the Infrastructure) is
a set of systems and their equipment ensuring
continuous operation of IT infrastructure systems
and equipment which serve to accommodate
Dedicated Servers and Additional Equipment.

. IS. Managed security services shall mean
an IS intended for managing information protection
means and providing information security services
and facilities.

. IS. Administration shall mean an internal
IS which consists of dedicated workplaces of the
Contractor's employees with required security
measures. This IS allows the Contractor to carry
out both once-only works and full support of the
Customer's systems, including response to
information  security  breaches, within the
framework of the Service provision.
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BKItoYas pearvpoBaHue Ha
NMHOPMaLMOHHON Be30NacHOCTK.

NHUMAEHTHI

. UC. MoHuTOpUHr UHMOPMaLIMOHHOMN
6e3onacHocTn - BHYTPEHHSSA nC,
npegHasHayeHHas Ans MOHWUTOPWUHra CcobbiTUn
MHdopMaLMOoHHON 6e3onacHoOCTW, perncrTpauun u
pearMpoBaHWs Ha WHUMAEHTbI WMH(OPMaLMOHHON
BesonacHocTL.

HononHutenbHoe o6opyaoBaHue - cpeacTsa
3alWmTbl MHGOpMaumn 1 cetesoe obopyaoBaHue,
HeobXxoauMoe AN opraHu3auuy noKarnbHON CeTu
n obecrneyeHuss CETEBON M3ONSALUUM BblOENEHHbIX
CepBepoB.

KOHUT - MOHTaXXHasa eguHULA OHUT (OT aHr. unit),
eQuHMLa M3MepeHus BbICOTbl obopyaoBaHus. 1
OHUT paBeH 44,45 mm.

1. NMPEOMET

1.1.  WcnonHuutenb npegocTtaBnsdeT 3akasyuky B
ATTecToBaHHOM cermMeHTe uoa
BblYMCIUTENBHbBIE MOLLHOCTM BbigeneHHoro
cepBepa  MPOM3BOMbLHOW  KOHGUrypauuu
(nanee “‘BolgeneHHbii  cepsep”’) B
COOTBETCTBUM C YCNOBUSIMU UCTONb30BaHWS
oTaenbHbIX cepBucoB - ‘“lNpepoctaBneHne
BbligeneHHoro cepsepa v BblgeneHHoro
cepBepa Mpou3BONbHOW KOHGUrypauumn” u

HacToAWMMM  YCNOBUSMU, a  Takke
yCcTaHaBnmBaeT HononHutensHoe
obopynosaHue, obecneumBatoLLee
BO3MOXHOCTb ceTeBon n3onauum

BblgeneHHbIX cepBepoB (ganee - “Ycnyra”).

1.2. Wcnonb3oBaHue Yenyru no3sonseT
3akaszunky BbINOMHUTb TpeboBaHus
WHpopmaLmoHHON Be30MacHOCTU COrnacHo
pasgeny 6 YcrnoBui B pamkax peanusyemblx
WcnonHntenem mMep B COOTBETCTBUM C
MpunoxeHnem Ne 2.

Peanusaumio UHbIX Mep WH(OpMaLMOHHOMN

Ge3onacHocTU 3akaszunk BbIMNOIHAET

CaMOCTOSATENBLHO, B TOM YuChe:
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. IS. Information security monitoring shall
mean an internal IS designed to monitor
information security events, register and respond
to information security breaches.

Additional equipment includes information
protection tools and network equipment required
for arrangement of the local area network and
ensuring network isolation of dedicated servers.

Unit means an assembly unit used to designate
the height of equipment. 1 unit is equal to 44.45
MM.

1. SUBJECT
1.1. The Contractor shall provide to the Customer
computing capacity of a Dedicated Server
with an arbitrary configuration (hereinafter
referred to as the "Dedicated Server") in the
Certified Data Center Segment in
accordance with the Conditions for Usage of
Individual  Services ("Provision of a
Dedicated Server and Dedicated Server with
Arbitrary Configuration") and these
Conditions, and also shall install Additional
equipment providing the possibility of
network isolation of Dedicated Servers
(hereinafter referred to as the "Service").

1.2. The Service allows the Customer to fulfill the
information security requirements under
Section 6 of the Terms and Conditions within
the framework of measures implemented by

the Contractor under Appendix No. 2.

The Customer shall implement other
information security measures
independently, including:
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1.3.

1.4.

1.5.

1.6.
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obecrneunBaer nornyeckyto 6GesonacHoOCTb
BoligeneHHoro cepsepa u [JononHUTENbHOro
obopynoBaHus,

OCYLLECTBMSIET YCTaHOBKY Heobxoanmoro
nporpaMMHoro obecrneveHusi, paspabdoTky
HacTpoek M UX NPUMEHEHWeE, YCTaHOBNEHME
U cornacoBaHve nonuTUK obecneyeHus
6e3onacHOCTU, opraHn3aumio yaaneHHoro u
3aLMLLEHHOTO goctyna ans
agMUHUCTPUPOBaHUS,

WM BrMpaBe 3aKkasaTb peanusauuio MHbIX
mMep WHdOpMauUuoHHol 6GesonacHocTn Y
Wcnonuutensa B kayecTBe OOMOMHUTENbHbBIX

yCnyr.

B cootBetctBMM € n.2.11. Metoauyeckoro
OokymeHTa «MeToamka  OLEHKM  yrpos
6e3onacHocTn WHpopmMaLmny,
yTBepxaeHHoro PCTIK Poccun 5 cespans
2021 r, no 3anpocy 3aka3inka B
Tuket-cncreme WcnonHuTens
npegocTaBnsaer pesynbraTbl OLEHKW Yrpo3
GesonacHoCcTU nHdopmaLmm ans
UHXeHepHOM wuHdpacTpykTypel LOMO, a
Takke nepeyeHb BbIMOMHAEMbIX MEP B 30HE
OTBETCTBEHHOCTU McnonHutens.

PasmelweHne BblgeneHHoro cepeepa u
[ononHuTensHoro obopyaoBaHus
ocyuecTansietcs B MiHdpacTpykType Yenyru
“ATTecTtoBaHHbIi cermeHT LIOO” B pamkax
COOTBETCTBYHOLLEN TUMNOBOW CXEeMbl
NOAKIOYEHNS B COOTBETCTBUM c
MpunoxeHvem Ne1 k Ycnosusm (oanee -
“TunoBasa cxema nogknyeHusa”) unum no
WHOUBMAYANbHOM  CXEeMe  MOAKITHYEHMS,
cornacoBaHHoOM VcnonHutenem "
3akasvmKom.

Monb3oBaHWe Ycnyron ocyulecTBnaeTcs
yOaneHHo. 3aKasyvk  MpuHUMaeT U
onnayunsaeTt Ycnyry VicnonHutento.

B KayecTBe OOMNOMHUTENbHbIX
BO3MOXHOCTEN Ana  3akasyuka  MoryT
NpenocTaBNATbLCA AOMOMHUTENbHbBIE YCIyTn
- AOMWHUCTPMPOBAHWE CUCTEM U CEPBUCOB
nHdopmaumoHHo B6e3onacHocTu. Nopagok
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1.3.

1.4.

1.5.

1.6.

providing logical security of the Dedicated
Server and Additional Equipment,

installing necessary software, developing
settings and applying them, establishing and
coordinating security policies, organizing
remote and secure access for administration,

or being entitled to order the implementation
of other information security measures from
the Contractor as additional services.

Under Clause 2.11. of the Guideline
"Information Security Threat Assessment
Methodology" approved by FSTEC of Russia
on February 5, 2021, upon the Customer's
request in the Ticket System the Contractor
shall provide the results of information
security threat assessment for the DC
engineering infrastructure and the list of
measures implemented in the Contractor's
area of liability.

The Dedicated Server and Additional
Equipment shall be installed in the Certified
DC segment Service Infrastructure under the
standard connection pattern subject to
Appendix No. 1 to the Terms and Conditions
(hereinafter referred to as the Standard
Connection Pattern) or in accordance with an
individual connection pattern agreed by the
Contractor and the Customer.

The Service shall be used remotely. The
Customer shall accept and pay for the
Service to the Contractor.

As additional options for the Customer,
additional services may be provided such as
Administration of information  security
systems and services. The procedure for
providing these additional services shall be
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21.

2.2.

2.3.
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npeanocTaBneHuns yKasaHHbIX
OOMNOSHUTENbHbBIX YCNYyr pernameHTupyercsa
B COOTBETCTBUM C  AONOSHMUTENbHbLIM
cornatlueHvem, odhopMnsieMbIM K
CornawleHuto.

NOPAOOK NMPEAOCTABIEHUA YCINYTU

3akasunk 3aKkasblBaeT BblgeneHHbIN
cepsep. Npu 3akase BbigeneHHoro cepeepa
unu B npouecce MONb30BaHNUS YCMyrom
“MpepocTtaeneHne BuigeneHHoro cepeepa n
BblgeneHHOro  cepBepa  NPOM3BOSLHON
KOHdurypaumm” yKasblBaeT Ha
HeoOXoOMMOCTb  €ro  pasMelleHusi B
AttectoBaHHOM cermeHTe LIOA. Ycnyra
3aKkasblBaeTcs B KonunyecTBe,
COOTBETCTBYOWEM konunyecTBy HOHUTOB,
3aHMMaeMblX BblgeneHHsIM cepBepoM U
JononHutensHbIM 060pyaOBaHMEM.

Mepen nogknioyeHveM Ycnyrn 3akasyuk
cornacyert C WcnonHuTtenem
WHOUBMAOYANbHYIO  CXeMYy  MOLKITHYEHMS
BblgeneHHoro cepsepa v JononHUTENBHOrO
obopynoBaHus. CornacoBaHne NpoucxoguTt
cnocobom, npeaycMOTPEHHbIM B
Cornawenun. B cnyyae, ecnu 3akasyuk He
3asBM5I 0 HeobXOAMMOCTU COrnacoBaHus
MHAMBUAYyanbHOM cxembl, WcnonHutenem
ucnonb3yercs Tunosas cxema
NOAKMOYEHNS.

Hauano okasaHus Ycnyru:

npyv MCMNoNb30BaHUM ANt NOAKIOYEHUs
Ycnyrn TunoBow cxembl NOAKMAYEHUs Ans
BbigeneHHoro cepsepa v [JononHUTENBHOIO
obopynoBaHusa McnonHutens B TedeHne 10
(mnecstn) paboymx OHeEN C MOMeHTa 3akasa
Yenyrn obsisyetcsa nogknounts  Yenyry u
yBegoMntb 06 3toM  3akasumka no
TukeT-cucteme.

npy MCMONb30BaHUN AN NOAKIYEHUs
Yenyrm WHAMBMAYaTbHON CXEeMbl
noaknoyeHns BbloeneHHoro cepeepa W
[ononHuTtensHoro obopynoBaHus
WcnonHutens B Teyenne 20 (aBaguatw)
paboymx OHEM C MOMEHTa 3akasa BCEX
Ycnyr v cornacoBaHust MHOUBMAYaIbHON
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2.1.

2.2.

2.3.

regulated by an additional agreement to the
Agreement.

PROCEDURE FOR SERVICE PROVISION

The Customer orders the Dedicated Server.
When ordering the Dedicated Server or in
the process of using the service "Provision of
a Dedicated Server and Dedicated Server
with Arbitrary Configuration", the Customer
shall indicate the need for its installation in
the Certified Data Center Segment. The
scope of the Service ordered shall
correspond to the number of Units occupied
by the Dedicated Server and Additional
Equipment.

Before connecting the Service, the Customer
shall agree with the Contractor on the
individual connection scheme for the
Dedicated Server and Additional Equipment.
Such agreement shall be reached in the form
provided for by the Agreement. If the
Customer has not indicated the need to
agree on the individual connection scheme,
the Contractor shall follow the Standard
Connection Scheme.

Commencement of the Service provision:

In cases where the typical connection
diagram for the Dedicated Server and
Additional Equipment is used to connect the
Service, the Contractor shall connect the
Service and notify the Customer about it via
the Ticket System within 10 (ten) working
days from the moment of ordering the
Service.

In cases where the customized connection
diagram for the Dedicated Server and
Additional Equipment is used to connect the
Service, the Contractor shall connect the
Service and notify the Customer about it via
the Ticket System within 20 (twenty) working
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24,

2.5.

3.1.

3.2.

3.3.

41.
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CXeMbl 0053yeTcsi MOgKNounTbL Yenyry u
yBegomMutb 06 9ToM  3akasdmka B
TukeTt-cucrteme.

VcnonHutens pasmellaeTr BblgeneHHbin
cepBep 1 [ononHuTensHoe obopynoBaHue
B COOTBETCTBUM C COMTACOBAHHON CXEMOMN
nogknodeHns B WHdpacTpyktype Ycnyru
“ATTECTOBaHHbIN CEermMeHT uon” "
nogksritoyaet Yenyry. B MOMEHT
NOAKI0YEHMS Yenyru WcnonHutens
nepenaet 3akasunky WHopmaumio,
Heobxoammyto ons goctyna K BelaeneHHbIm
cepBepam " HononHutensHomy
obopynoBaHuio.

®usnyecknn  goctyn Kk BblgeneHHomy
cepBepy " HononHutensHoMy
obopynoBaHMIO B paMKax  HacTOSLMX
Ycnosuin 3akasdmky He npegocTaBnsieTcs.

OMNATA YCNYTU

Ecnu nHoe He yCTaHOBMEHO HacCTOSLMMMU
Ycnosusmn,  Ycnyra  onnadvMBaeTtca B
nopsiake, Cpokn U opme, YyCTaHOBMEHHbIe
CornaweHuem.

Onnata Ycnyrm  ocyulecTBnsieTca  3a
kaxkgblh FOHUT, 3aHMMaeMbli BblgeneHHbIM
cepBepom " [ononHuTenbHbIM
obopynoBaHMEM. Y4YeT KonnyecTBa OHUTOB,
noanexawmx onnate, BeOeTcs OTAernbHO
ans BbloeneHHoro cepBepa n
HononHuteneHoro obopynoBaHus.

3akazdnk MOXeT BblOpaTb nepuog onnarbl
Ycnyru npu 3akase M3 JOCTYMHbIX NepUoaoB
onnatbl. JanbHenwee npoaneHue Ycnyrm
OCYLLIeCTBNSAETCA Ha €XeMeCAYHON OCHOBe.
Mpn HeobxogumocTn  3aka3ynmk MOXeT
N3MeHUTb Mepuod onnatbl YCnyru, a takke
OTKNMIOUNTL  (PYHKUMIO  aBTonpoaneHus
(aBTonnarexa) B MNMaHenu ynpaBneHus.

OKOHYAHUE NPEOOCTABJIEHUA
yYCnyru

OkoH4aHue npegocTaBneHns  Ycnyru
NPOVCXOAUT OJHOBPEMEHHO C OKOHYaHWeM
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24.

2.5.

3.1.

3.2.

3.3.

4.1.

days from the moment of ordering the
Service.

The Contractor shall install the Dedicated
Server and Additional Equipment under the
agreed connection pattern in the Certified
DC segment Service Infrastructure and shall
connect the Service. At the moment of the
Service connection, the Contractor shall
transfer to the Customer the information
required for access to the Dedicated Servers
and Additional Equipment.

These Conditions do not provide for granting
the Customer physical access to the
Dedicated Server and Additional Equipment.

SERVICE PAYMENT

Unless otherwise established by these
Conditions, the Service shall be paid for in
the manner, time and form established by the
Agreement.

Payment for the Service shall be affected for
each Unit occupied by the Dedicated Server
and Additional Equipment. The number of
units subject to payment shall be accounted
separately for the Dedicated Server and
Additional Equipment.

The customer may select the payment period
for the Service at the moment of ordering
from the available payment periods. Further
extension of the Service provision period
shall be performed on a monthly basis. If
necessary, the Customer may change the
period of payment for the Service, as well as
disable the auto-renewal (auto-payment)
function in the Control Panel.

END OF SERVICE PROVISION
The Service provision shall be terminated

simultaneously with the termination of the
provision of the service "Provision Dedicated
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5.1.
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npegocrasnenunsa ycnyrn “pegocrasnexHve
BbligeneHHoro cepsepa v BblgeneHHoro
cepBepa MPOU3BOSbLHOW KOHUrypauun” u
pernameHTuMpyeTcs Ycnosusamm
NCMOMNb30BaHUSA OTAENbHbIX CEpPBUCOB -
“MpepocTtaeneHne BbigeneHHoro cepsepa n
BbligeneHHoro  cepsepa  NPOW3BOSIbHOM
KOHduMrypauumn”.

YPOBEHb OKA3AHUA YCIYTU (SLA)

Server and Dedicated Server of Custom
configuration" and shall be regulated by the
Conditions for Usage of Individual Services -
"Provision Dedicated Server and Dedicated
Server of Custom configuration".

5. SERVICE LEVEL ACCOMPLISHMENT
(SLA)

KomneHcupyembiin npocTtomn
Compensable downtime

HekomneHcupyembii npocTomn
Non-compensable downtime

HepoctynHocTe BblaeneHHoro cepeepa 13-3a
cbos1 HdppacTpykTypbl UcnonHutens. /
Server unavailability due to a failure of the
Contractor's infrastructure.

HepocTtynHocTb BblaeneHHoro cepsepa us-3a
annapatHoro cbos B MpesoCcTaBAsieMOM
3akasunky [dononHutensHom o6opyaoBaHMM
(Hanpumep, MexXceTeBOW 3KpaH) B cry4ae,
ecnv Mnpu oKasaHuu YCnyrm wucnonb3yeTcs

pe3epBUpOBaHVe JononHnTenbHoro
obopynoBaHus (vcnonbayetca
oTkasoycToluMBasi  cxema -  KnacTep

MEXCETEBbIX 3KpaHoB U T.M.). /

Unavailability of the Dedicated Server due to a
hardware failure of the Additional Equipment
provided to the Customer (for example, a
firewall failure), if the Service is provided with
Additional ~ Equipment  redundancy (a
fault-tolerant scheme is used such as a
firewall cluster, etc.).

OaHHbli BUO [ayHTarMa KOoMMeHcupyeTca
cornacHo croummocTtu BblgeneHHoro cepsepa,
HononHutensHoro o6opynoBaHWs, a Takke
COOTBETCTBYlOLWEN UM ycrnyrn PasmelleHve B
aTTectoBaHHOM cermeHTe LIOL. /

A downtime of this type shall be compensated
according to the cost of the Dedicated Server,
Additional Equipment, and the corresponding
service ‘"Installation in the Certified Data
Center Segment”.

HepocTynHocTb cepBepa M3-3a annapaTHOro
cbos B [ononHutenbHom  oOopygoOBaHWUM
(Hanpumep, MEeXCETEBOM 3KpaHe) B TOM Cly4ae,
ecnu B Ycniyre mcnonb3yetca [dononHutensHoe
obopynoBaHue 6e3  pesepBuMpoOBaHUSA  (He
NCMONb3yeTCsl OTKA30yCTOMUYMBAsi CXeMa - He
NPUMEHSIETCS KINacTep MEXCETEBbLIX 3KPaHOB U
T.n.)./

Server unavailability due to a hardware failure of
the Additional Equipment (for example, a firewall

failure) if the Service is provided without
Additional Equipment redundancy (no
fault-tolerant scheme such as a firewall cluster is

used).

HepocTtynHocTb cepBepa u3 VIHTepHeT wu3-3a
nporpaMmHoro  cboss B [JONOMAHWUTENBHOM
obopygoBaHuu. /

Server unavailability from the Internet due to a
software failure in the Additional Equipment.
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5.2. Paswmep " ycrnosus KoMmneHcauun 5.2.
yCTaHaBnuBaeTcs B  COOTBETCTBMM  C
YcrnoBuaMKM  UCMOMb30BaHWUSA  OTAEMbHbIX
cepBuncos - “[NpegoctaBneHne BblaeneHHoro
cepsepa n  BbligeneHHoro  cepsepa
NPOU3BONBHOW KOHMPUrypaumm”.

6. MHbIE YCNOBUA 6.

6.1. ArTtTecToBaHHbIM cermeHT LIO[ BKkniovyaetr 6.1.
B ce6s uHdpacTpyktypy n UC, Kotopblie
COOTBETCTBYIOT TpeboBaHUAM
6e3onacHocT MHOpMaLIMKU, @ UMEHHO:

6.1.1. MHdbpacTpykTypa obecneumBaer 6.1.1.
TEXHUYECKYIO 7 OpraHun3aLoHHYH
BO3MOXHOCTb pasmMeLleHuns

I/IH(bOpMaLI,VIOHHbIX cucremMm 3akasuuka,
npeabABnALLNX TpeGOBaHI/IﬂZ

. K Kraccy 3almeHHOCTU MHopmaumm o =
nepsoro knacca (K1) 3awuweHHoOCTH
BKMIOYUTENBbHO B COOTBETCTBUM C NMPUKA30OM
®CTIK Poccum No 17 ot 11.02.2013 r. «O6
yTBepxaeHun TpeboBaHum 0O  3awute

nHcpopMaLmu, He cocTaensioLen
rocyqapCTBEHHYIO TallHy, codepxalleica B
roCyAapCTBEHHbIX MHPOPMAaLIMOHHBIX

cuctemMax», a Takxke

. K YPOBHIO 3alLMLIEHHOCTU MNEepPCOHAmNbHbIX =
AaHHbIX o nepsoro  (Y31) ypoBHS
3aLUMLLEHHOCTH BKITHOYMTENbBHO B
COOTBETCTBUM c MocTaHoBNeHnem
MpasutenbctBa No 1119 u  npukasom
®CTIK Poccum No 21 ot 18.02.2013 . «O6
yTBEPXOEHUN COCTaBa UM  cogepXaHus
OpraHn3auMOoHHbIX U TEXHUYECKUX Mep No
obecnedeHunto 6e30MacHOCT NepCOHarnbHbIX
OaHHbIX npu nx obpaboTke B
NHOPMALIMOHHbIX cuctemax
nepcoHanbHbIX AaHHbIXY.

6.1.2. UcnonHutenb obsidyetca nogaepxmeatb NC  6.1.2.

B paMKax yCJ'IyI'VI B aTTeCcTtoBaHHOM
COCTOAHUN B COOTBETCTBUU C ﬂeVICTBleU.lMM
3akoHOO4aTeNIbCTBOM.

6.1.3. Ycnyra COOTBETCTBYET TpeboBaHuam 6.1.3.

cTaHgapTa PCI DSS. MogpobHas

https://selectel.ru/about/documents/ 7118

The amount and terms of compensation
shall be determined in accordance with the
Conditions for Usage of Individual Services
("Provision Dedicated Server and Dedicated
Server of Custom configuration").

OTHER CONDITIONS

The Certified DC segment includes the
Infrastructure and the IS that meet
information security requirements,
namely:

Infrastructure:  provides technical and
organizational capability to accommodate
the Customer's information systems that
have requirements:

to the information security class up to the
first class (K1) of security inclusive in
accordance with the order of FSTEC of
Russia No. 17 dated February 11, 2013, "On
Approval of the Requirements for the
Protection of Information Not Constituting a
State Secret Contained in State Information
Systems", and

to the level of protection of personal data up
to the first protection level (PL1) inclusive
under Government Decree No. 1119 and the
order of the FSTEC of Russia No. 21 dated
February 18, 2013, "On Approval of the
Composition and Content of Organizational
and Technical Measures to Ensure the
Personal Data Security in Their Processing
in Personal Data Information Systems".

The Contractor shall maintain the IS within
the Service in an attested state pursuant to
the applicable law.

The Service complies with the requirements
of the PClI DSS standard. The detailed
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6.2.

6.3.

7.1.

7.2.
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nHdopmaums 0 peanusyembix TpeboBaHUSX,
cogepxawascs B Attestation of Compliance,
N pasrpaHNyeHnn 30H OTBETCTBEHHOCTU
npegocTtasnseT no 3anpocy B
TukeT-cucteme.

. Ycnyra cooTtBeTcTBYeT crtaHgapTy SSAE 18.

MoppobHas wmHdopMauus O peanunayembix
TpeboBaHusAX, codepxallasica B OT4eTe
SOC 2 Type |, npegocraBnseTcsi No 3anpocy
B TUKeT-cucTeme.

Ycnyra cootBetcTByeT ctaHgapty ISO/IEC
27001:2022, a Takke cTaHgapTam Ang
obnayvHbIX nposanaepos ISO/IEC
27017:2015 1 3awmTe NepcoHanbHbIX
JaHHbIX B obnake ISO/IEC 27018:2019.

MepeyeHb mMep ans obecneveHus
dumanyeckor 6e3onacHoOCTU, NPUHMMAaeEMbI
WcnonHutenem, npmeegeH B lNMpunoxeHun 2
K Ycrnosusam.

Bo BCEM, UTO He OTpaXeHO HaCTOAWMMU
YcnoBusiMn,  NMPUMEHSOTCA  MOSOXEHMS
CornaweHuss 1 YcnoeBum MCNonb3oBaHUs
oTAenbHbIX cepBucoB - “lpepocTaBneHune
BbligeneHHoro cepBepa U BblgeneHHoro
cepBepa Npon3BONbHON KOHUrypauun’.

NPUNOXEHUA:

Mpunoxenne 1 -  TunoBble

NoAKItodYeHns, Ha 2 1.

CXeMbl

MpunoxeHne 2 - [lepedeHb  Mep,
peanuayembix VicnonHutenem B 30He CBOEW
OTBETCTBEHHOCTU,B WHXXEHepHOM
nHppactpyktype LIO[ B pamkax Ycnyru Ha
4 n.
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6.1.5.

6.2.

6.3.

7.1.

7.2.

. The Service complies with SSAE

information on implemented requirements
contained in the Attestation of Compliance
and division of areas of liability is available
upon request in the Ticket System.

18
standard. The detailed information on
implemented requirements contained in the
SOC 2 Type | report is available upon
request in the Ticket System.

The Service complies with ISO/IEC
27001:2022 and ISO/IEC 27017:2015
standards for cloud providers and ISO/IEC
27018:2019 standard for the cloud
protection of personal data.

The list of measures to ensure physical
security to be taken by the Contractor is
presented in Appendix 2 to the Conditions.

All other issues not reflected in these
Conditions shall be governed by the
provisions of the Agreement and the the
Conditions for Usage of Individual Services
(""Provision Dedicated Server  and
Dedicated Server of Custom configuration").

APPENDICES:

Appendix 1 - Typical connection diagrams, 2
sheets.

Appendix 2 - List of measures implemented
by the Contractor within its area of liability, in
the DC engineering infrastructure within the
framework of the Service
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NMPUNOXEHME 1 - TUNOBBLIE CXEMbI
NOAKNIOYEHNA OBOPYAOBAHUA B PAMKAX
yYCnyru

Cxema  nogkntoveHus, BapuaHT 1. Tlpm
MOAKIHOYEHNM BblaeneHHbIx cepBepoB
NPOn3BOMNbLHON  KOHdUrypauunm B apeHayemblr

MexceTeBon 3kpaH. KonudectBo BblgeneHHbIx
CEpBEPOB 3aBUCUT OT KONMYECTBA CETEBbLIX MOPTOB
B BbIOpaHHON MOJENM MEXCETEBOIO 3KpaHa.

APPENDIX 1 - Typical connection diagrams, 2
sheets

Connection pattern, option 1. When connecting
Dedicated Servers of arbitrary configuration to a
leased firewall. The number of Dedicated Servers
depends on the number of internet ports in the
selected firewall model.

Fno6anbHbiit O6nauHas nnatdopma Selectel

poyTep S
Selectel / Ia! BblaeneHHble cepsepbl
" :

/‘/‘\,\
< VHTepHeT ))

I

' . Mpoune cepeucs! Selectel
OnuroHanbHO

MedceTeBo 3KpaH

BbiaeneHHbIlVi cepsep 1

AN
Ethernet

BblgeneHHbIi cepsep N

\& Internet
- Dedicated servers

selectel 5 Selectel cloud platform
T global router
: Other Selectel services

Optional

Hardware firewall

}_
F.

IPMI

“ Dedicated server 1
Ethernet

n

Dedicated server N

https://selectel.ru/about/documents/
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Cxema  nogknioveHus, BapuaHt 2. [lpwm
NOAKIOYEHNM BblaeneHHbIx cepBepoB
NPOM3BOMNbHON  KOHdUrypauunm B apeHayembln

KOMMYyTaTop M MexceTeBol 3kpaH. KonunyecTso
BblOeneHHbIX CepBepoB 3aBUCUT OT KONMYecTBa
CeTeBblX TMOPTOB B  BblOpaHHOW  MoZenu
KOMMyTaTopa.

Connection pattern, option 2. When connecting
Dedicated Servers of arbitrary configuration to a
leased switch and firewall. The number of
Dedicated Servers depends on the number of
internet ports in the selected switch model.

O6nayHas nnatdopma Selectel
WHTepHeT
BblgeneHHble cepseps!

[no6ansHblin .
poyrep N
___Selectel N

‘ Mpoune cepsuckl Selectel

OnuuoHanbHoO

[ MexceTeBOV 3KpaH }

BblgeneHHbIi KOMMyTaTop

BblgeneHHbI cepsep 1

IPMI

BblgeneHHbI cepBep N ]J

Ethernet

Selectel cloud platform

Dedicated servers

C Internet
.

Selectel i
global router '

Optional

Other Selectel services

Hardware firewall ’

—

Dedicated switch

Dedicated server 1

—

<

Ethernet

Dedicated server N

UcknioveHnsa us npUuMeHeHuns TunoBoM cxeMbl
noaknr4yeHusA - Heo6Xo0AMMOCTb B
MHAMBM,D,yaanOﬁ cxeme noAaKnr4YeHus.

MHaovBmnayanbHasi cxema cornacyercs 3akaszqymkom
n WcnonHutenem oTOENbHO B COOTBETCTBUM C
YcnoBusmu. WuavenayanbHas cxema
npumMeHseTca B A-LIO[1 B crnegytowwmx cny4vasx:

. UCnonb3oBaHWe Krnactepa MeXCceTeBbIX
3KpaHoB

. ncnonb3osaHne 10GE nHTepdelicos,

. pa3smMeLleHme MHAPOPMAaLNOHHON CUCTEMBI
Ha HECKONbKUX nnouwagkax A-L1O[
OOHOBPEMEHHO,

. apyrme TpeboBaHuMa aAns  peanv3auuu
KOTOpbIX ~ He  nogxoguT  TunoBad  cxema
MOAKITHOYEHNS.

CeTteBoe obopynoBaHve 3akasunmka (Hanpumep,
cpefcTea Kpuntorpadunyeckomn 3almThl
WHpopmaumn, CK3I1) pasmeLuaercs no
COIMacoBaHUIO N NOAKIYAETCA B apeHO0BaHHbIN

https://selectel.ru/about/documents/ 10/18

Typical connection diagrams are not used
when the customized connection diagram is
required. The customized connection diagram
shall be separately agreed by the Customer and
the Contractor in accordance with the Terms and
Conditions. The customized connection diagram
shall be used in the certified data center when:

. the cluster of firewalls is used,
. 10GE interfaces are used,
. the information system is placed

simultaneously in several certified data center
areas,

. there are other implementation
requirements where typical connection diagrams
are not applicable.

The Customer's network equipment (for example,
data encryption tools) shall be placed as agreed
and shall be connected to the rented firewall or
switch dedicated for the Customer.
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N BblAENeHHbI Noa 3akasvmka MexXceTeBom 3KpaH
MInn KOMMyTaTop.

https://selectel.ru/about/documents/ 11/18
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NMPUNOXEHUE 2 -

MepeyeHb mep,

peanusyembix McnonHuTtenem B 30He CBOeW

OTBETCTBEHHOCTMH, B

MH)XXeHepHOM

mHdpacTpyktype LIO[ B pamkax Ycnyru

APPENDIX 2 - List of measures implemented
by the Contractor within its area of liability, in
the DC engineering infrastructure within the
framework of the Service

Mepa PacwudcpoBka / Description Peanusauus / Implementation

/

Meas

ure

3TC. OpraHn3aums KOHTPONMPYEMOW 30HbI, OpraHunsoBaHa KOHTponupyemas 30Ha,

2 | B npepenax KOTOPOW MOCTOSIHHO pasmeLlaloTcs B Mpedenax KoTopoW MNOCTOSIHHO —pasMeLlaroTcs

ZTS. cTaumoHapHble TeXHn4yeckne CpeacTBa, CTauMoOHapHble TeXHN4yeckne cpeAacTsa,

2 obpabatbiBalole uHdopmaumno, 1 cpeactesa obpabaTtbiBarowme nHpopmaumio, U CpeacTsa 3aluThl
3aWwnTel  MHGOPMauuM, a Takke cpeacTea  MHdopmauuu, a Takke cpeactBa obecnedeHus
obecneyeHns yHKUMOHMPOBaHUS / PYHKLMOHUpOBaHUSA /
Arrangement of the controlled zone within which The controlled zone (within which stationary
stationary information processing technical information  processing hardware, information
means, information protection hardware, as well protection hardware, as well as means for ensuring
as means for ensuring operation thereof will be operation thereof are permanently placed) will be
permanently placed arranged

3TC. KoHTponb u ynpaeneHune dusnyeckum goctynom Obecneynsaetcs KOHTPOIb " yrnpasrneHue

3 /| K TexHu4yeckum cpeActBaM, cpeacTBam 3awutbl  PU3NYECKMM [OCTYMOM K TEXHWYECKUM CpeacTBam,

ZTS. wuHdopmaumm, cpeacTBam obecneyeHns cpeacTBaMm  3awmThl  MHOpPMauuu,  CpeacTeam

3 PYHKLUMOHMPOBaHWS, a Takke B MOMELLEHUS obecneyeHns MyHKLUMOHUPOBAHUS,

https://selectel.ru/about/documents/

N COOPYXEHUS, B KOTOPbIX OHW YCTaHOBMEHbI,
ncknioyaroLe HeCaHKLMOHUPOBAHHbIV
dm3nyeckmn goctyn K cpegctBam obpaboTtku
NHOpMaLMK, cpeacTBam 3aluTbl MHOpPMaLMu
n cpeacteam obecneveHns yHKLNOHNMPOBaHUS
WMH(OPMaLMOHHOW CUCTEMBI, B MOMELLEHNS

N COOPY>XEHWS, B KOTOPbIX OHN YCTAHOBMEHb! /

Control and monitoring of physical access to
technical means, information protection
hardware and means for ensuring operation
thereof as well as to premises and structures
wherein they are installed so to prevent
unauthorized physical access to information
processing means, information protection
hardware, as well as means for ensuring
operation of the information system, and also to
premises and structures wherein they are
installed

12/18

a TaKke B MOMELLEHUS N COOPYXEHWS, B KOTOPbIX OHU
YCTaHOBMEHbI, UCKNOYaoLLME HECaHKLMOHMPOBAHHBIN
dusnyeckni 4OCTyn.

OnpepeneHbl nuua, AONYLEHHbIE K TEXHUYeCKUM
cpeacTtBaM, CpeacTtBaM  3awWuThl  MHopmauuu,
cpeactBaMm  obecneyvyeHus  (PyHKUMOHMpOBaHMA, a
TaKKe B MOMELLEHNS N COOPY>XEHWUS, B KOTOPbIX OHU
YCTaHOBIEHbI.

MpousBoauTcs y4eT dunsmnyeckoro goctyna

K TEXHMYeCKMM CpeacTBaM, CpeAcTBaM  3aluThl
nHdopmaumm, cpeacTBam obecneyeHus
(DYHKLMOHNPOBaHWS, a Takke B NOMeLLEeHUs

n coopyxeHus. paBuna n npoueaypbl ynpasneHus
hU3N4ECKMM JOCTYMNOM PEernaMmeHTMpoBaHs.I. /

Control and monitoring of physical access to technical
means, information protection hardware and means
for ensuring operation thereof as well as to premises
and structures wherein they are installed so to prevent
unauthorized physical access will be provided.
Persons authorized to have access to technical
means, information protection hardware and means
for ensuring operation thereof as well as to premises
and structures wherein they are installed will be
assigned.
Physical information

access to technical means,
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3TC.

ZTS.

3TC.

ZTS.

yrg.

UPD.

yrg.

UPD.

yna.

https://selectel.ru/about/documents/

Pa3melleHue ycTpoicTB BbiBoAa (0TOOpaxeHus)
NHOpMaLMK, UCKMoYaloLlee
€€ HeCaHKUMOHMPOBAHHbBIN NPOCMOTp /

Placement of information output (display)
devices so to prevent its unauthorized viewing

3awuTa oT BHELLHNX BO3AENCTBUIA (BO3OENCTBUN
OKpy>KatoLLen cpenpl, HecTabunbHOCTH
3MEeKTPOCHAGKEHUS,  KOHOULMOHMPOBAHUSA 1
WHbIX BHELLHNX (bakTopoB) /

Protection against external impacts
(environmental impacts, power supply
fluctuations, air conditioning and other external
factors)

YnpaeneHue (punbTpaums, MaplipyTusauus,
KOHTpOMb  COeAWHEHUN, OoAHOHanpaBneHHas
nepegadYa W WHble cnocobbl  ynpasneHus)
NHOPMaLMOHHBIMMN noTokamm mexay
YyCTPOWCTBaMM, CermMeHTamu WHMOOPMaLMOHHON
CUCTEMbI, a Takke mexay MHPOPMaUMOHHLIMU
cuctemamm /

Management (filtering, routing, connection
control, unidirectional transmission and other
management methods) of data streams between
devices, information system segments, as well
as between information systems

PasgeneHve NofHOMO4MIN (ponen)
nonb3oBartenen, agMMHUCTPATOPOB W  Nuu,
obecneuynBaroLLnX hYHKUMOHpPOBaHWE

NHMOPMaLIMOHHON cucTemsl /

Delimitation of powers (roles) for users,
administrators and persons ensuring operation of
the information system

HasHayeHrne MMHUManbHO HeoBXoaANMbIX NpaB
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protection hardware and means for ensuring operation
thereof as well as to premises and structures wherein
they are installed will be logged. Physical access
control rules and procedures are regulated.

OTCyTCTBYIOT YCTpOWCTBa BbiBOAa (OTOOpaXkeHust)
nHdopmauuu. /

No information output (display) devices are used.

[JaTa-ueHTpsbl, B KOTOPbIX pacnonararoTcs
atTecToBaHHble cermeHTbl LIOM, cooTBeTcTBYIOT
TpeboBaHuam Tier lll. PeanusoBaHbl MeponpuaTus,
rossonsoLmne obecneuntb onepaTmBHoe
BOCCTa@HOBIIEHNE SMEKTPOCHABXeHUs n/unm cuctemel
KOHAMLIMOHVNPOBAHMS.

Peann3oBaHbl Mepbl noxapHonm 6esonacHocTy,
yCrnoBusi 3KcnnyataumMm 06opydoBaHUSt U YCRoBWUMA
OKpyXaloLlen cpedbl, KOTOpble  COOTBETCTBYIOT

yCTaHOBMEHHbIM TpeboBaHusM. /

Data centers where the certified data center segments
are located comply with Tier Il requirements.
Measures to ensure the prompt power supply and/or
air conditioning systems restoration have been
implemented.

Fire safety measures, equipment operating conditions
and environmental conditions that meet the
established requirements have been arranged.

YcnoBusi NpefocTaBneHUs ycnyru npegnonaratoT
CXemMy MOZKIOYeHMsI cepBepa 3a BblgeneHHbIM
MEXCETEBbIM 3KPaHOM, YTO MO3BOSMSIET BbINOMHAUTL
TpeboBaHMe MO ynpaBneHuto WHEPOPMAaLMOHHBLIMMA
notokamu. /

Service provision terms envisage arrangement of the
server connection diagram downstream of the
dedicated firewall so to meet requirements for
managing data streams.

ObecneyeHo pasgeneHve ponen agMUHUCTPaTOPOB

MHGOPMaLMOHHOM 6e3onacHocTu n nmu,
obecneynBaloLLmX YHKLMOHNPOBaHWE. Ponu
OOKYMEHTUPOBaHbI. /

Delimitation of roles for information security

administrators and persons ensuring operation of the
information system will be provided. Roles will be
documented.

HasHayeHbl MMHMManbHO HeobxoaMMble NpaBa



Selectel

5 /
UPD.
5

31C.
17 |/
ZIS.1

3HW.

ZNI.

3HW.

ZNI.

3HW.

ZNI.

PCB.

RSB.
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n npusunerMn nonb3oBarensm,
agMUHMCTpaTopam 1 nuvuam, obecneyvBalowym
PYHKLMOHNPOBaHWe MHpOpMaLOHHON
cuctemsl /

Assignment of the minimum required rights and
privileges to users, administrators and persons
ensuring operation of the information system

Pa3bueHne nHpopmMaunoHHON cucTembl

Ha CerMeHThI (cermeHTUpOBaHMeE
WH(OPMALIMOHHON CUCTEMBbI) K  obecneveHve
3aWwunThI nepMmMeTpoB CErMeHToB

WHOPMaLMOHHON cucTemsl /

Splitting the information system into segments
(information system segmentation) and ensuring
protection of information system segment
perimeters

Y4yeT MalLUHHbIX HocuTenen nHgopmaumm /

Registration of machine-readable media

YnpaBneHue 4OCTYNOM K MalUMHHBIM HOCUTENSM
nHdopmauum /

Machine-readable media access control

YHn4TOXEHME (CTMpaHue) nicpopmaumm

Ha MaLUMHHBIX HOCUTENSAX Npu WX nepegadve
Mexgy — nonb3oBaTensimu, B CTOPOHHMWE
opraHv3aumun ans peMoHTa unu yTunusaumm,

a TaKke KOHTPOSb YHUYTOXEHUS (CTupaHus) /

Destruction (deletion) of the data contained on
machine-readable media when these are
transferred between users, or to third-parties for
repair or disposal as well as checking if data
destruction (deletion) has been carried out

properly

OnpenenexHve cobBbITUN 6esonacHocTy,
NOANeXallnx perncTpawumum, U CPoKoB
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U NpUBMIErMM B COOTBETCTBUM C LOIHKHOCTHBIMM
o6si3aHHOCTAIMU. Pony 1 AOMKHOCTHbIe 06GSI3aHHOCTY
[LOKYyMEHTUPOBaHbI. /

The minimum required rights and privileges will be
assigned in accordance with job responsibilities. Roles
and job responsibilities will be documented.

Cxema nofkntoyeHns cepeBepa npegycMaTtpuBaeTr ero
obszaTenbHOe  pasMelleHMe 33 MEeXCeTeBbIM
SKpaHoM,

YTO NO3BOJISIET BbIMOMHUTL TpeboBaHNe

no pa3brneHno NHPOPMaLIMOHHOW CUCTEMbI

Ha cermMeHTbl M ob6ecneuynTb 3awuTy nepuMmeTpa
cermenTa. /

The server connection diagram provides for its
mandatory placement downstream of the firewall so to
meet requirements for splitting the information system
into segments and ensuring protection of the segment
perimeter.

MpownssoguTcA y4yer MaLUMHHbIX HocuTenewn
MHdOpMaLMK ()KeCTKMX OUCKOB) cepBeEpPOB. /
Registration of servers’ machine-readable media

(hard disks) will be carried out.

Ob6ecneunBaeTcs ynpaBneHne 4OCTyrnom
K MaLUMHHbBIM HOCUTENAM VIHCbOpMaLI,I/II/I,

a VMEHHO orpegeneHbl  OOMKHOCTHbIE  nuua,
nmMeroLme guandeckmu goctyn. MNpasuna

1 npoLeaypbl 4oCTyna AOKYMEHTUPOBaHbI. /
Machine-readable media access control will be

provided by assigning officials having physical access
thereto. Access control rules and procedures will be
documented.

ObecneunBaeTcs YHUUTOXEHNE (cTupaHue)
MHdOPMaLMM Ha MaLUMHHBIX HOCUTENSIX NMPW OTKa3e oT
ycrnyru, npu BbIBOAE HOCUTENs

u3  akcnnyataumu.  [llpouedypbl  YHUYTOXEHUS
(cTnpaHus) nHpopmaumm Ha MaUHHBIX HOCUTENSX, a
Takxe KOHTpOns YHUYTOXEHUA (cTmpaHus)
UHdOpMaLMN JOKYMEHTUPOBaHSI. /

Destruction (deletion) of the data contained on
machine-readable media will be ensured in case of
service cancellation and/or when machine-readable
media are decommissioned. Procedures for
destruction deletion) of the data contained on
machine-readable media will be documented.

OnpeaeneHbl cobbiTa 6Ge3onacHocTW, noanexatie
perucTpaumMn, M CPOKM WX XPpaHEHUs, B YacTu
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1 NX XpaHeHus /

Defining security events to be logged and its

storage periods

PCBb. OnpegeneHune cocTaBa [
2 | wHdbopmauum 0  cobbITUsAX
RSB. nognexawux pernctpaumm /

cogepxaHus
BbesonacHocTy,

about security events to be logged

Defining composition and content of information

PCB. Co6op, 3annck 1 xpaHeHue nHdopmaumm

3 |/ o cobbitnax 6GesonacHocTu

RSB. ycTaHOBRMEHHOro BpeMeHun xpaHeHus /

B

TeyeHune

Collection, recording and storage of information

about security events for the specified storage

period

PCB. MOHUTOPUHT (NpOCMOTpP, aHanus) pesynbraTtoB

5 | peructpaumm cobbiTnii 6esonacHocTu

RSB. v pearnpoBaHve Ha HuX /

Monitoring (viewing, analysis) of security event

registration results and response thereto

PCB. Sawura MHpopmMaLuu
7 | 6esonacHocTu /
RSB.

(0]

CObbITUAX

Protection of information about security events

OOT. Wcnomnb3oBaHWe OTKa30yCTOMYMBBIX TEXHUYECKNX

1 | cpeactB/

ODT. Use of fail-safe hardware

https://selectel.ru/about/documents/
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dusnyeckon besonacHocTu. /

Physical security events to be logged and their
storage period will be defined.

OnpeaeneHbl M JOKYMEHTUPOBaHbI COCTaB

u  codepxaHue  uMHdopmMauum O  COBBLITUAX
6e3onacHocTu, nognexalumx perucrpaumm,

B YyacTu cpusmyeckor 6esonacHocTw. /

The composition and content of information about
physical security events to be logged will be defined
and documented.

OcyliecTBnsietca  cbop, 3anucb W  XpaHeHwe
WHdOpMaLun o cobbITUsAX chmsnyeckon 6esonacHocTu
B TeYeHue ycTaHoBreHHoro BpemeHn. ObecneveHo

LeHTpann3oBaHHoe aBTOMaTU3MPOBaHHOE
ynpaBneHne cbopoM, 3anuMCbld U XpPaHEHUEM
MHdopmaLmm

0 COoDObITUAX hn3nyeckorn 6eaonacHocTu. /

Information about physical security events will be
collected, recorded and stored for the specified time
period. Centralized automated management of
collection, recording and storage of information related
to physical security events will be provided.

OcyLecTBNsAeTCa MOHUTOPUHI (MPOCMOTP, aHanus)
pesynstatoB peructpauum  cobbiTuii  usmyeckomn
6esonacHoOCTM 1 pearmpoBaHune

Ha Hux. [lpaBsuma u npouegypbl MOHWUTOPUHra
pesynLTaTtoB  peructpauum  cobbiTnii  pr3nyeckon
6e3onacHocTu " pearmpoBaHuns Ha HUX
AOKYMEHTUpOBaHsbI. /

Monitoring (viewing, analysis) of security event
registration results and responses thereto will be
carried out. Rules and procedures for monitoring of
physical security event registration results and
responses thereto will be documented.

ObecneunBaetcs 3awyTa uHopmaLmm

0 cobbiTnsx dusmdeckon 6GesonacHoctu. [octyn K
3anMcaM  ayauta U YHKUMAM  ynpaeneHus
npegocTasnseTcs TOMNbKO YMONMHOMOY€EHHbIM
AOIMKHOCTHBIM nuuam. ObecneyvBaeTcsi pe3epBHOe
KomnvpoBaHue 3anucen ayauTa. /

Information about physical security events will be
protected. Access to audit records and management
functions will be provided only to authorized officials.
Audit record back-up will be ensured.

B WH(pacTpykType [OaTta-LeHTpa  WCMOoSb3yoTcs
0TKa3oycTonumBbIE TeXHU4Yeckne cpeacTsa.
OnpepneneHbl NpefenbHble 3HAYeHUs! XapakTepUCTUK
FOTOBHOCTU U HAOEXHOCTU U 3apUKCUPOBaHbI
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ofT.

ODT.

oAT.

ODT.

OAT.

ODT.

VHLY
A
INTs.
1

VHL,
2 |/
INTs.
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PesepsupoBaHve TEXHUYECKMX CPeAcTs,
nporpaMmMHoOro obecneveHus, KaHanos
nepegavn uHdopmaumm, cpegcTs obecneyeHns
PYHKLMOHNPOBaHUS WHOpMaLMOHHON
cucTtemsl /

Redundancy of hardware, software, data
transmission channels, means for ensuring

operation of the information system

KoHTpornb  6e30Tka3HOro  (OYHKLUMOHUPOBaHUS
TEXHUYECKMX CPeacTB, OGHapyXeHue

M noKanusauusi OTKasoB (PYHKLIMOHMPOBAHWUS,
NPUHATME Mep MO BOCCTAHOBIEHUIO OTKa3aBLUMX
CPeacTB U UX TeCTUpOBaHue /

Monitoring of trouble-free operation of hardware,
detection and localization of operation failures,
taking measures to restore failed hardware and
testing thereof

KoHTponb COCTOSAHUSA "

NPenoCTaBeHNsT  YMONTHOMOYEHHbIM
BbIYMCIINTENBHBIX PECYPCOB (MOLLHOCTEN),
B TOM 4ucne no nepegaye nHgopmaumm /

KayecTBa
nLoM

Control of the status and quality of computing
resources (capacities) provided by the
authorized person including those for data
transmission

OnpepneneHve nvu, OTBETCTBEHHbIX  3a
BbISIBNIEHNE WHUMOEHTOB W pearMpoBaHue Ha
Hux /

Assignment of persons to be responsible for
detection of incidents and responding thereto

O6GHapyxeHue, naeHTndukauns n permcTpaums
WHUWOEHTOB /
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B YCIOBWSAX UCMOMb30BaHuUs. [1pon3BoAMTCA KOHTPOMb
32 3HAYEHWAMWM  XapaKTepuUCTUK FOTOBHOCTM W
HafEeXHOCTN, 3ameHa CpeAcTB, KOTopble AOCTUMKU
npegensbHoro aHaveHus. /

Fail-safe hardware are used in the data center
infrastructure. Availability and reliability characteristic
limit values will be determined and documented in the
conditions of use. Availability and reliability
characteristic limit values will be monitored. Hardware
items that have reached the Ilimit value will be

replaced.

NHdpacTpykTypa Aata-LeHTpa MOSIHOCTbIO
3apesepBupoBaHa. MpumMeHstoTCs pe3epBHble
TEeXHU4yeckne CpeacTBa, KaHarnbl nepegayu
nHdopmaLmm " cpeacTea obecneyeHns
PYHKLMOHNPOBaHWS. MpaBuna wn  npouenypsl

pe3epBUpPOBaHMS AOKYMEHTUPOBAHbI. /

The data center infrastructure is fully redundant.
Backup hardware, data transmission channels and
means for ensuring operation of the information

system will be used. Redundancy rules and
procedures will be documented.
Ocyuectenserca KOHTpOIb 6es3oTKasHoro

PYHKLUMOHMPOBaHNA MHMPaCTPYKTYpbl Aata-LeHTpa,
obHapyxeHue v fokanusauusi oTkas3os, MPUHATNE Mep
MO BOCCTaHOBMEHMWIO OTKasaBLUMX CPEACTB M UX
TecTuposaHue. /

Monitoring of trouble-free operation of the data center
infrastructure, detection and localization of operation
failures, taking measures to restore failed hardware
and testing thereof

Monb3oBaTenbckoe cornatleHue,
MCNOMb30BaHNs OTAENbHbIX CEPBUCOB
N nopyvyeHne Ha 06paboTKy MepcoHarnbHbIX AaHHbIX
MO3BOMSIOT OCYLUECTBNATb KOHTPOSMb COCTOSHUS 1
KayecTBa NpefocTaBliEHUS PECYPCOB. /

ycroBusi

User agreement, terms of the use for separate
services, and the assignment for personal data
processing make it possible to monitor the status and
quality of provided resources.

OI'Ipe,D,eJ'IEHbI imua, OTBETCTBEHHbIE
3a BbiABIIEHNE MHUMOEHTOB
6e3onacHocT 1 pearnpoBaHue Ha HUX. /

mamnyeckon

Persons responsible for detecting and responding to
physical security incidents will be assigned.

OcyuiecTensieTcss oGHapyXeHue, WAeHTUUKauus u
perucTpauums WHLUMOEHTOB domamnyeckon
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Detection, identification and logging of incidents

CBoeBpeMeHHoe NHOpMMpOBaHUe
OTBETCTBEHHbLIX 3a BbISABNEHNE UHLNOEHTOB
M pearvpoBaHWe Ha HUX, O BO3HWKHOBEHWUU
MHUMOEHTOB B  MHMOPMAaLMOHHOW  cucTeme
nonb3oBaTtenamv 1 agMUHUcTpaTopamm /

g,

Users and administrators shall timely inform the
persons responsible for detection of incidents
and responding thereto, about the occurrence of
incidents in the information system

AHanus MHUMOEHTOB, B TOM Y1crie onpegerneHve
NCTOYHWUKOB " NpUYNH BO3HUKHOBEHMS
WHLWOEHTOB, a TaKke OLieHKa UX NMocneacTBuii /

Incident analysis, including identifying sources
and causes of incidents, as well as assessment
of their consequences

MpuHATME Mep MO YCTPaHEHU MOCNEACTBUM
MHUMpeHTos /

Taking measures to eliminate consequences of
incidents

MnaHvpoBaHve 1 NpUHATUE Mep
no npenoTBpaLlLeHuno
BO3HUKHOBEHWSA MHUMOEHTOB /

NMOBTOPHOIo

Planning and taking measures to prevent the
recurrence of incidents

Onpepenenne nud, KOTOPbIM
[EeNCTBUSA NO BHECEHUIO UBMEHEHUI
B KOHpMrypauuto MHhOPMaLMOHHON CUCTEMDI
N CUCTEMbI 3aLLMTbI MHdopmaumm /

paspeLleHbl

Assignment of persons authorized to make
changes in information system and information
security system configurations

YnpaBneHne  U3MEHEHUSIMU  KOHUrypaumm
WMHPOPMAaLIMOHHOM CUCTEMbBI U CUCTEMbI 3aLUUTHI
nHdopmauun /

Managing changes in information system and
information security system configurations

AHanuns noTeHuynanbHOro BO34ENCTBUSA
nnaHnpyembIX M3MEHEHMI B KOHCbMI'ypaLI,VIVI
17/18

6e3onacHocTu. /

Physical security incidents will be detected, identified
and logged.

OcyLlecTBnsieTca CBOEBPEMEHHOE MHOPMUPOBaHME
nvL, OTBETCTBEHHbIX 3a BbISIBNIEHWE WHUMAEHTOB
dusnyeckon 6e3onacHoOCTM U pearMpoBaHue Ha HUX. /

Persons responsible for identifying physical security
incidents and responding thereto will be timely
informed about relevant incidents.

B cnyyae BO3HMKHOBEHUS WHUMAEHTA OU3NYECKOWN
©6e3onacHOCTM MPOBOAUTCA aHanu3 WCTOYHUKOB MU
NMPUYNH BO3HMKHOBEHMS, OLIeHKa nocrneacTeun. /

In case where a physical security incident occurs,
sources and causes of incident occurrence will be
identified and consequences thereof will be assessed.

B cnyyae BO3HWKHOBEHWSA WHUMOEHTaA U3NYECKON
6e30MacHOCTM NPUHUMAIOTCS Mepbl MO YCTPaHEHUIO
nocneacTsui. /

In case where a physical security incident occurs,
appropriate measures will be taken to eliminate
consequences thereof.

B cnyyae BO3HMKHOBEHUS WHUMAEHTa OU3NYECKON
6e3onacHocTn npoBoaunTCS nnaHMpoBaHne U
NPUHSATUE Mep MO NpeaoTBPaLLEHMIO MOBTOPHOIO
BO3HWKHOBEHMSI. /

In case where a physical security incident occurs,
appropriate measures to prevent its recurrence will be
planned and taken.

OnpepgeneHbl nuua, KOTOPbIM paspelueHbl AencTBus
Mo BHECEHMWIO U3MEHEHWI B KOHdUrypaumio. /

Persons authorized to make changes in the
configuration of above mentioned systems will be
assigned.

Mpouecc ynpaBneHUs W3MEHEHUSIMM KOHAUrypaumm
[AOKYMeHTUpoBaH. /

The process for managing configuration changes will
be documented.

MpoBoguTCA aHanmM3 MnoTeHUManbHOro0 BO34ENCTBUSA
nnaHnpyembIx W3MEHEHUN B KOH(bVIpraLI,VIVI Ha



Selectel

UKEF.

3

YKO.

UKEF.

https://selectel.ru/about/documents/

WH(OPMALMOHHOW CUCTEMbI Y CUCTEMbI 3aLLUTHI
uHdpopMaumm  Ha  obecnedyeHne  3aLMTHI
WH(OpMaLMM U CornacoBaHne U3MEHEHWN

B KOHpMrypauum MHOpMaLMOHHON CUCTEMBI

C [OOMKHOCTHBbIM JIMLOM, OTBETCTBEHHbIM 3a
obecneyeHne 6esonacHocTn nHdopmauun /

Analysis of the potential impact of planned
changes in information system and information
security system configurations on ensuring the
information security and coordination of changes
in the information system configuration with the
official responsible for ensuring information
security

[okymeHTMpoBaHne MHopMaLmK (AaHHbIX)

06 N3MEHEHUSIX B KOHdpurypaumum
NHMOPMALIMOHHON CUCTEMbI Y CUCTEMbI 3aLLUTHI
nHdopmauum /

Documenting information (data) regarding
changes made in the information system and
information security system configurations
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obGecrneyeHne 3aWnUTbl MHOPMaLUM U cornacoBaHune
M3MEHEHU B KOH(UIypaummn ¢ AOMKHOCTHLIM NALLOM
(paboTHMKOM), OTBETCTBEHHbIM 3a obecrnedyeHune
6e3onacHocTw. /

Potential impact of planned changes in information
system and information security system configurations
on ensuring the information security and coordination
of changes in the relevant system configuration with
the official responsible for ensuring information
security will be analyzed.

OcyLiecTBnsieTcss AOKYMEHTUPOBaHUE WHOPMaLMm
06  uM3MeHeHussX B  KOHdwWrypaumm:  cxema
NOOKMIOYEHNsl, Cxema  pa3MelleHuss  cepBepa,
KOHurypaumus cepeepa. /

Information about changes made in the connection
diagram configuration, server layout, and the server
configuration will be documented.



