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ycnoBusa Ncnonb30BAHUA OTAENIbHbLIX
CEPBUCOB:
ATTECTOBAHHbIWA CErMEHT LioOAl

Bepcus om 29 aszycma 2022 e.,
ecmyrnaem 8 cusy ¢ 13 ceHmsabps 2022 a.

HacToswme ycnoens MCnonb3oBaHWA OTAENbHbIX
cepBUCOB («YCroBuMA») ABASIOTCA HEOTbEMIIEMON
4acTblo Monb3oBaTernbLCcKoro cornatleHus
(«CornaweHne»). TepMUHbI C MPOMNUCHON OBYKBbI,
KOTOpble MWCMOMb3ylTCA, HO He onpedeneHbl B

HacToALWMX YcnoBusix, nmetoT 3HayeHwue,
npuceoeHHoe um B CornatlieHum.

TEPMWHbI N ONPEOENEHUA

ATTEecToBaHHbIN cermMeHT uon -
ATtTectoBaHHbIN cermeHT LOO - o06bekT
MHdopMaTM3aumnmn «ATTEecToBaHHbIN CEermMeHT
uon», pa3MeLLEeHHbIN B [aTa-ueHTpax

«LBeToyHas-2», «bepsapuHa-1», «[ybpoBka-2»
WcnonHutens. Cocrout n3 Habopa
aTTeCTOBaHHbLIX MHPOPMALIMOHHBIX CUCTEM (fanee
- nC), COOTBETCTBYIOLLNX TpeboBaHMAM
6e3onacHOCTM MHGOPMALMKN COrNacHO YCNoBuaM:

. UC. UHdpacTpyKTypa - BHYTpeHHss UC,
KoTopas CAy>XUT AN pasMeLLeHUsi cepBepHOro u
ceteBoro  obopygoBaHus,  NPegoCTaBnSAEeMOoro
Vcnonnutenem B pamkax OCHOBHbIX YCHYT.

. ucC. YnpaBnsiemblie cepBuUChI
6e3onacHocTM - BHyTpeHHsas WC, «koTopas
npegHasHa4veHa ans LeHTPann3oBaHHOIo

yrpaBneHns cpegcrsamu 3awWwmTbl MHGOPMaLNK.
MosgonsdeT BbINOMHATL TpeboBaHUS NpMKa3oB
®CTOK Poccum Ne 21 u Ne 17 u TpeboBaHus
MeXAyHapoOHbIX CTaHAapTOB.

. UC. AQMMHUCTPUPOBaHUE - BHYTPEHHSS
MC, koTopasi COCTOMT U3 BblAENEHHbIX pabo4mx
MEeCT COTpPyOHWKOB WcnonHutenst ¢ yCUNEHHbIMU
mepamu 6GesonacHocTu. [aHHas WC nossonser
VicnonHutenio npoBOAMTb B pamKax OKasaHus
Ycnyrm  kak pasoBble paboTbl, Tak M MOMHOe
conpoBoXgeHne cucteM 3akasuuka, BK4as
pearMpoBaHMe Ha WHUMAEHTbI WH(OPMALMOHHOMN
©e3onacHoCTMW.
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CONDITIONS FOR USAGE OF INDIVIDUAL
SERVICES:
CERTIFIED DC SEGMENT

Revision dated August 29, 2022,
shall enter into force from September 13, 2022

These conditions for usage of individual services
("Conditions") are the integral part of the User
Agreement ("Agreement"). Capitalized terms (used
but not defined in these Conditions) shall have the
meanings assigned to them in the Agreement.

TERMS AND DEFINITIONS

Certified data center (DC) segment means the
Certified data center segment information system
development facility located in the following
Contractor's Data Centers: Tsvetochnaya-2,
Berzarina-1 and Dubrovka-2. It consists of the set
of certified information systems (hereinafter
referred to as IS) complying with the information
security requirements according to the Conditions:

. IS. Infrastructure means the internal IS
which is used to accommodate server and network
equipment provided by the Contractor within the
framework of Basic Services.

. IS. Controlled Security Services means
the internal IS which is designed to control
information security tools. This allows the

Customer to meet requirements of the FSTEC of
Russia orders No. 21 and No. 17 and those of
international standards by using security services.

. IS. Administration is the internal IS which
consists of dedicated Contractor's employee
workplaces where necessary security measures
are taken. This IS allows the Contractor to perform,
within the framework of the Service provision, both
once-only activites and full support for the
Customer's systems, including responding to
information security incidents.
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. UC. MoHuTOpUHr UHMOPMaLIMOHHOMN
6e3onacHocTn - BHYTPEHHSSA nC,
npegHasHayeHHas Ans MOHWUTOPUHra CcobbiTun
nMHdopMaLMOoHHON Be3onacHoOCTW, perncrTpauumn u
pearMpoBaHWs Ha WHUMAEHTbI WMH(OPMaLMOHHON
BesonacHocCTL.

HononHutenbHoe o6opyaoBaHue - cpeacTsa
3alWmTbl MHGOpMaumn 1 cetesoe obopyagoBaHue,
HeobXxoAuMoe AN opraHu3auuy noKarnbHOW CeTu
n obecrneyeHuss CETEBON M3ONSALUUM BblOENEHHbIX
CepBepoB.

KOHUT - MOHTaXXHasa eguHULA OHUT (OT aHr. unit),
eouHMLa M3MepeHust BbICOTbl obopyaoBaHus. 1
OHUT paBeH 44,45 mm.

1. NMPEOMET

1.1.  WcnonHuutenb npegocTtaBndeT 3akasyuky B
ATTecToBaHHOM cermMeHTe uoa
BblYMCIUTENBHbBIE MOLLHOCTM BbigeneHHoro
cepBepa  MPOM3BOMbLHOW  KOHdUrypauuu
(nanee “‘BolgeneHHbii  cepsep”’) B
COOTBETCTBUM C YCNOBUSIMU UCTONb30BaHWS
oTaenbHbIX cepBucoB - ‘lNpepoctaBneHue
BbligeneHHoro cepsepa v BblgeneHHoro
cepBepa Mpou3BONbHOW KOHGUrypauumn” u

HacToAWMMM  YCNOBUSMUA, a  Takke
yCcTaHaBnmBaeT HononHutensHoe
obopynosaHue, obecneumBatoLLee
BO3MOXHOCTb ceTeBon n3onauum

BblgeneHHbIX cepBepoB (ganee - “Ycnyra”).
1.2. PasmeweHve BbigeneHHoro cepsepa WU
JononHuteneHoro obopyanoBaHus
ocywectensietca B WC.MHdpacTpykTypa
Yenyrn “AtTecTtoBaHHbIi cermeHT LIOO” B
pamkax COOTBETCTBYHOLLEN TUMOBOW CXEMbI
NOAKIIOYEHMNS B COOTBETCTBUU c
Mpunoxernvem Ne1 k Ycnosusm (ganee -
“TunoBasd cxema noaknioyeHusa”) unu no
UHOUBMAOYaANbHOW  CXeMe  NOAKMNIYeHUus,
corrnacoBaHHoOM McnonHuTtenem n
3akasdnkom.
1.3. TlNonb3oBaHne Ycnyron oOcCyLecTBNAeTCs
yOaneHHo.  3akasuuk  npuvHUMaeT  wu
onnayveaeTt Ycnyry VicnonHurtenio.
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. IS. Information Security Monitoring
means the internal IS which is designed to monitor
information security events, record and respond to
information security incidents.

Additional equipment includes information
protection tools and network equipment required
for arrangement of the local area network and
ensuring network isolation of dedicated servers.

Unit means an assembly unit used to designate
the height of equipment. 1 unit is equal to 44.45
MM.

1. SUBJECT
1.1. The Contractor shall provide to the Customer
computing capacity of a Dedicated Server
with an arbitrary configuration (hereinafter
referred to as the "Dedicated Server") in the
Certified Data Center Segment in
accordance with the Conditions for Usage of
Individual  Services ("Provision of a
Dedicated Server and Dedicated Server with
Arbitrary Configuration") and these
Conditions, and also shall install Additional
equipment providing the possibility of
network isolation of Dedicated Servers
(hereinafter referred to as the "Service").

1.2. Dedicated server and Additional equipment
shall be placed in the IS. “Certified Data
Center Segment” Service infrastructure
within the framework of the corresponding
typical connection diagram as specified in
Appendix 1 to the Conditions (hereinafter
referred to as the “Typical connection
diagram”) or according to the customized
connection diagram agreed by the
Contractor and the Customer.

1.3. The Service shall be used remotely. The
Customer shall accept and pay for the

Service to the Contractor.
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B KayecTBe OOMNOMHUTENbHbIX
BO3MOXHOCTEM Ans  3akasuvMka MoryT
NpegocTaBnNATbLCA OOMONHUTENbHbIE YCYTy
- AOMVHUCTPUPOBaHNE CUCTEM U CEPBMCOB
nHdopmaunoHHon BesonacHocTu. Mopsgok
NpeaocTaBneHnsa  OOMOMHUTENbHbLIX  YCIyr
no agMVHUCTPMPOBaHUIO CPEeacCTB 3awuThl
nHdopmaLmm pernameHTMpyeTcs B
COOTBETCTBUMU c OOMNOMHUTENBHbIM
cornatleHunem, odhopMnsemMbIm K
Cornawenntio.

NOoPAOOK NMPEAOCTABJIEHUA YCNYTU

3akaszunk 3aKkasbiBaeT BblaeneHHbIn
cepsep. MNpn 3akase BoigeneHHoro cepsepa
unnu B npouecce MONb30BaHUS YCMyromn
“MpepocTtaBneHne BolgeneHHoOro cepsepa n
BblgeneHHoro  cepBepa  NPOM3BOIbLHON
KoHdurypauumn® yKasbiBaet Ha
HeobXoOMMOCTb  €ero  pasMelleHus B
AttectoBaHHOM cermeHTe LIOMO. Ycnyra
3aKkasblBaeTcs B Konu4yecTBe,
COOTBETCTBYIOLLEM  KONMYECTBY  IOHUTOB,
3aHMMaeMblX BbigeneHHbIM cepBepoM K
JononHuteneHbIM 060pyaoBaHVEM.

Mepen nogkniodeHvem Ycnyrn 3akasyuk
cornacyet C VcnonHutenem
MHOMBUAOYANbHYIO  CXEeMy  MOAKMYeHus
BbiaeneHHoro cepsepa v [JononHUTENBHOIO
obopygosBaHusa. CornacoBaHne nNponcxoguT
cnocobom, npegycMOTPEHHbIM B
Cornawenun. B cnyyae, ecnu 3akasuuk He
3asBMII 0 HeoOXO4MMOCTU CorfacoBaHust
UHOuBMAyanbHOW cxembl, WcnonHutenem
ncnonb3yeTcs Tunosas cxema
MOAKITHOYEHNS.

Hayano okasanua Ycnyru:

npy MCMONb30BaHUN AN NOAKIYEHUs
Yenyrn TUNoBOWM CXeMbl MOAKMIOYEHUS AN
BblgeneHHoro cepsepa 1 JoNonHUTENbHOIO
obopynosBaHua WcnonHutens B TedeHne 10
(necatun) pabouymx gHen C MOMeHTa 3akasa
Yenyrn obsa3yeTcs MogkmunTb YCnyry u
yBegoMntb 06 3toM  3akasumka no
TukeT-cucrteme.
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2.1.

2.2.

2.3.

As an option, additional services such as
Administration of information  security
systems and services may be provided for
the Customer. The procedure for providing
additional services regarding the
administration of information security tools
shall be regulated in accordance with the
relevant addendum to this Agreement.

PROCEDURE FOR SERVICE PROVISION

The Customer orders the Dedicated Server.
When ordering the Dedicated Server or in
the process of using the service "Provision of
a Dedicated Server and Dedicated Server
with Arbitrary Configuration”, the Customer
shall indicate the need for its installation in
the Certified Data Center Segment. The
scope of the Service ordered shall
correspond to the number of units occupied
by the Dedicated Server and Additional
Equipment.

Before connecting the Service, the Customer
shall agree with the Contractor on the
individual connection scheme for the
Dedicated Server and Additional Equipment.
Such agreement shall be reached in the form
provided for by the Agreement. If the
Customer has not indicated the need to
agree on the individual connection scheme,
the Contractor shall follow the Standard
Connection Scheme.

Commencement of the Service provision:

In cases where the typical connection
diagram for the Dedicated Server and
Additional Equipment is used to connect the
Service, the Contractor shall connect the
Service and notify the Customer about it via
the Ticket System within 10 (ten) working
days from the moment of ordering the
Service.
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npu WCNOMb30BaHUM ANSA  NOAKIHYEHNUs
Yenyru nHanBMAOyanbHoOM CXEeMbl
noaknoyeHnss BblgeneHHoro cepeepa w
[ononHuTenbHoro obopyaoBaHus
WcnonHutens B TeyeHne 20 (asaguatwu)
pabounx OHEN C MOMEHTa 3akasa BCEX
Ycnyr v cornacoBaHus UHOMBUAYaSbHON
CXeMbl 0053yeTcsi MOOKNuUTbL Yenyry u
yBegomntb 06 3TOoM  3akasumka B
TukeT-cucteme.

WcnonHutens pasmellaer BblgeneHHbIn
cepBep 1 [ononHuTensHoe obopynoBaHue
B COOTBETCTBMM C COITaCOBaAHHOW CXEMOW
NOaKIIoYeHUs B  WC.MHdpacTpykTypa
Yenyrn “AttecTtoBaHHbIi cermeHT LIOO” u
noaknoyaet Yenyry. B MOMEHT
NOAKMYEeHNs Yenyru WcnonHutens
nepenaet 3akasunky MHdopmaumtio,
HeoOxoauMMyto Anst goctyna K BeigeneHHbIM
cepBepam " JononHutensHomMy
obopynoBaHuio.

WcnonHutens obecneynBaeT pu3nMYecKyro
BesonacHocTb BblgeneHHoro cepeepa w
[ononHuTenbHoro obopygoBaHus B
COOTBETCTBUK c MpunoxeHnem 2
“MepeyeHb mep, peanusyemblx
VcnonHutenem B 30He CBOEN
OTBETCTBEHHOCTU B ATTECTOBAHHOM
cermeHTe LIO[ B cootBeTcTBUM C [MprKasom
OCTIK Poccun ot 18.02.2013 1. Ne 21 u
Mpukasom ®CTIK Poccum ot 11.02.2013 .
Ne 177 3akasuMKk  CaMOCTOATENbHO
obecneymBaeT nornyeckyto 6e30nacHoOCTb
BblgeneHHoro cepsepa v [ONOMHUTENbHOIO
obopygoBaHMs, B TOM u4ucne 3akasuuk
CaMOCTOATENbHO OCYLLECTBSAET YCTaHOBKY
HeobxoamMmoro NporpaMmMHoOro
obecrneyeHus, pa3paboTKy HACTPOEK U KX
npuMeHeHue, yCTaHOBNEHMe "
cornacoBaHue nonutnk  obecneyeHns
6e30nacHOCTX, OpraHn3aumio yaaneHHoro u
3aLUULLIEHHOTO aoctyna ans
agMUHUCTPUPOBAaHUS.

®usnyecknnt  goctyn K  BblgeneHHomy
cepeepy " JononHutensHomMy
obopyaoBaHMi0O B paMKax  HaCTOSALMX
Ycnosun 3akasquky He NpefocTaBnseTcs.

4720

24.

2.5.

2.6.

In cases where the customized connection
diagram for the Dedicated Server and
Additional Equipment is used to connect the
Service, the Contractor shall connect the
Service and notify the Customer about it via
the Ticket System within 20 (twenty) working
days from the moment of ordering the
Service.

The Contractor shall place the Dedicated
server and Additional equipment in
accordance with the agreed connection
diagram to the IS. “Certified Data Center
Segment” Service infrastructure and shall
connect the Service. At the moment when
the Service is connected, the Contractor
shall provide the Customer with the
information necessary to access Dedicated
servers and Additional Equipment.

The Contractor shall ensure the physical
security of the Dedicated Server and
Additional Equipment in accordance with
Appendix 2 “ The list of measures to be
implemented by Contractor within its area of
responsibility, in the Certified data center
segment in accordance with the FSTEC of
Russia Order No. 21 dated February 18,
2013 and the FSTEC of Russia Order No. 17
dated February 11, 2013. The Customer
shall independently ensure the logical
security of the Dedicated Server and
Additional Equipment. The Customer shall
also independently install the necessary
software, develop its settings and their
application, establish and coordinate security
policies, and organize remote and secure
access for administration.

These Conditions do not provide for granting
the Customer physical access to the
Dedicated Server and Additional Equipment.
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OMINATA YCNYru

Ecnu nHOe He yCcTaHOBMEHO HaCTOAWMMMU
Ycnosusimn,  Ycnyra  onnayvBaeTca B
nopsigke, Cpokn u opme, yCTaHOBMEHHbIE
CornaweHnem.

Onnata Ycnyru  ocyuwlecTBrseTca  3a
Kaxkabih OHUT, 3aHMMaeMbli BblaeneHHbIM
cepBepom " [ononHuTenbHbIM
obopynoBaHMeEM. Y4YeT KonnyecTsa OHMTOB,
nognexawmx onnate, BeOeTcs OTAErNbHO
ans BblgeneHHoro cepsepa n
JononHutensHoro o6opynoBaHus.

3akasumk MoXeT BblbpaTb nepuog onnarbl
Ycnyru npy 3akase M3 OCTYMNHbIX Nepuogos
onnatbl. JanbHenwee npoaneHve Ycnyru
OCYLLIECTBIISIETCS Ha €XeMEeCSIHHOW OCHOBE.
Mpn HeobxogumocTn 3akasumk MOXET
U3MeHUTb nepuoq onnatbl Ycnyru, a takke
OTKMIOUNTL  PYHKUMIO  aBTOMPOAMEHMS
(aBTonnatexa) B MNaHenu ynpasneHus.

OKOHYAHUE NPEOOCTABJIIEHUA
ycnyru

OkoHyaHue npegocTaBneHns Yenyru
npoucxognTt ogHOBpPEMEeHHO C OKOHYaHuem
npegocrtaenennsa ycnyru “lpegoctaenexHne
BolgeneHHoro cepsepa u  BblgeneHHoro
cepBepa Mpou3BONbHOM KOH(Urypauumn” u
pernamMmeHTupyeTcs Ycnosusimn
MCMNOMNb30BaHUA OTAENbHbLIX CEepBUCOB -
“lMpepnocTtaeneHne BbigeneHHoro cepeepa u
BblgeneHHoro  cepBepa  NPOM3BOIbLHON
KOHurypauuun”.

YPOBEHb OKA3AHUA YCINYTU (SLA)

3.1.

3.2.

3.3.

41.

5.

SERVICE PAYMENT

Unless otherwise established by these
Conditions, the Service shall be paid for in
the manner, time and form established by the
Agreement.

Payment for the Service shall be affected for
each Unit occupied by the Dedicated Server
and Additional Equipment. The number of
units subject to payment shall be accounted
separately for the Dedicated Server and
Additional Equipment.

The customer may select the payment period
for the Service at the moment of ordering
from the available payment periods. Further
extension of the Service provision period
shall be performed on a monthly basis. If
necessary, the Customer may change the
period of payment for the Service, as well as
disable the auto-renewal (auto-payment)
function in the Control Panel.

END OF SERVICE PROVISION

The Service provision shall be terminated
simultaneously with the termination of the
provision of the service "Provision Dedicated
Server and Dedicated Server of Custom
configuration" and shall be regulated by the
Conditions for Usage of Individual Services -
"Provision Dedicated Server and Dedicated
Server of Custom configuration".

SERVICE LEVEL ACCOMPLISHMENT
(SLA)

KomneHcupyembiii npocTon
Compensable downtime

HekomneHcupyembIii npocTomn

Non-compensable downtime
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5.2.

6.1.

6.1.1.

HepocTtynHocTb BblaeneHHoro cepsepa us-3a
cbos nHdppacTpykTypbl Vicnonxutens. /
Server unavailability due to a failure of the
Contractor's infrastructure.

HenoctynHocTb BbloeneHHoro cepsepa 13-3a
annapatHoro cbos B MpedocTaBnsieMoM
3akasunky [dononHutensHom o6opyaoBaHum
(Hanpumep, MeXceTeBOW 3KpaH) B cry4ae,
ecnu npu okasaHuM Ycnyrm ucnonb3yeTcs

pesepBupoBaHue JononHutensHoro
obopyanoBaHus (ncnonbayetcs
oTKasoycTomuMBass  cxema -  Kknactep

MEXCETEBBIX 9KPAHOB U T.M.). /

Unavailability of the Dedicated Server due to a
hardware failure of the Additional Equipment
provided to the Customer (for example, a
firewall failure), if the Service is provided with
Additional  Equipment  redundancy (a
fault-tolerant scheme is used such as a
firewall cluster, etc.).

JaHHbln  BuO p[ayHTanmMa KoMneHcupyeTtcst
cornacHo ctoMmocTu BelgeneHHoro cepeepa,
JononHutensHoro obopyooBaHuA, a Takke
COOTBETCTBYIOLLEN UM ycnyrn PasmelleHue B
aTTectoBaHHOM cermeHTe LIOA. /

A downtime of this type shall be compensated
according to the cost of the Dedicated Server,
Additional Equipment, and the corresponding
service ‘"Installation in the Certified Data
Center Segment".

HepocTynHocTb cepBepa M3-3a annapaTHOro
c6os B [lononHutenbHom  o6opyaoBaHWM
(HanpuMep, MeXCeTEBOM 3KpaHe) B TOM cny4ae,
ecnn B Ycnyre mcnonb3dyerca [JononHutensHoe
obopygoBaHne 6e3  pesepBupoBaHuUSA  (He
NCMONb3yeTcsl OTKA30yCTOMYMBAsi CXeMa - He
NPUMEHSIETCS KracTep MEXCETEBbIX 3KPaHOB U
T.n.)./

Server unavailability due to a hardware failure of
the Additional Equipment (for example, a firewall

failure) if the Service is provided without
Additional Equipment redundancy (no
fault-tolerant scheme such as a firewall cluster is

used).

HepoctynHocTb cepBepa M3 VHTepHeT mn3-3a
nporpamMmHoro  cboss B [lononHuTensHom
obopygosaHun. /

Server unavailability from the Internet due to a
Software failure in the Additional Equipment.

Pasmep " ycroBus KoMneHcauum
yCTaHaBNMBaeTCs B  COOTBETCTBUMM C
Ycnosusmm Mncnonb3oBaHUA oTAaeNbHbIX
cepBucoB - “lNpegoctaenexHne BuigeneHHoro
cepeepa " BbigeneHHoro  cepBsepa

NPOU3BOSMBHON KOHGUrypauumn”.

MHbIE YCNNOBUA
ATtTectoBaHHbIN cermeHT LLOO BKntovaeT
B cebsa WC, koTopble COOTBETCTBYIOT
Tpeb6oBaHUAM 6e3onacHoCcTU
MHcopMaL UK, @ UMEHHO:
UC.NHdbpacTpykTypa cornacHo
atrectaty Ne 3479.00001.2022 ot 10
mapta 2022 r., npegbABNsAeMbIM K:
https://selectel.ru/about/documents/ 6/20
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6.1.

6.1.1.

The amount and terms of compensation
shall be determined in accordance with the
Conditions for Usage of Individual Services
("Provision Dedicated Server and Dedicated
Server of Custom configuration").

6. OTHER CONDITIONS

The certified data center segment
includes IS that meet requirements for
information security, namely:

IS. Infrastructure according to certificate
No. 3479.00001.2022 dated March 10,
2022, regarding:
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NHGOPMALIMOHHBIM cuctemam
NnepcoHanbHbIX AaHHbIX MNEepBOro  YPOBHS
3allULLEeHHOCTHU (¥31) nepcoHarnbHbIX
OaHHbIX B COOTBETCTBUM C MocTaHOBNEHMEM
MpaeutensctBa P® ot 01.11.2012 . Ne 1119
«O6 yTBepxOeHun TpeboBaHWMIA K 3alumTe
MepcoHanbHbIX  AaHHbIX» UK [Mpukasom
®CTOK Poccum ot 18.02.2013 Ne 21 «O6
YTBEPXKOEHUM CcOCTaBa W  copepXaHust
OpraHmM3aUMOHHbIX U TEXHUYECKUX Mep Mo
obecneyveHunto 6e30nacHOCTM NepcoHarbHbIX
OaHHbIX npu nx obpaboTke B
NHOPMALIMOHHBIX cucrtemax
NnepcoHarnbHbIX AaHHbIXY;

rocyaapCTBEHHbIM MHCPOPMAaLIMOHHBIM
cuctemam nepBoro Knacca (K1)
3alUMLLEHHOCTM B COOTBETCTBUM C [Mpukasom
®CTOK Poccun ot 11.02.2013 . Ne 17 «O6
yTBEpXOEHNUM  TpeboBaHWiA O  3awuTe

MHdopMaLmu, He CcoCTaBnsAwLLEN
rocyfapCTBEHHYIO TalHy, coaepxalleincs B
rocy4apCTBEHHbIX NHPOPMALIMOHHbIX
CUCTEMAXY;

NHOPMaLIMOHHO-TENEKOMMYHUKALMOHHbLIM
WMH(pPaCTpyKTypaMm  LIEHTPOB  00OpaboTkM
OaHHbIX, 0BecneynBaloLLMM TEXHUYECKYH U
OpraHn3aunoHHY0 BO3MOXHOCTb
pasMelleHuss B CBOel WHdpacTpykType
CTOPOHHUX  UH(OPMALMOHHBIX  CUCTEM,
npegobaBnaowWmMx TpeboBaHWs K  Knaccy
3aLUMLLEHHOCTU MHpopMauun L0 NepBOro
knacca (K1) 3aWuLLEHHOCTM BKIHYUTENBHO
B cooTBeTcTBUU C [Npunkaszom PCTIK Poccum
or 11.02.2013 r. Ne 17 «O6 yTBEpPXOEHUM
TpeboBaHui 0 3awuTe MHPOPMALUKU, He
COCTaBMsAOWEN rocydapCTBEHHYO TalHy,
cogepxawiencs B rocyaapCTBEHHbIX
NHGOPMALIMOHHBIX CUCTEMAXY;

obbekTam MHopMaTM3aLUmm,
obecneunBaoLLm TEXHUYECKYIO n
OpraHv3aLmMoHHY BO3MOXXHOCTb

pasmMelleHMss B CBOeW WHppacTpyKkType
CTOPOHHUX  UHGOPMALMOHHBIX  CUCTEM,
npeobaBnaowmMx TpeboBaHUA K  YPOBHIO
3alMNLLEHHOCTN nepcCoHalrbHbIX AaHHbIX 00
nepBoro (Y31) BKITIOUUTENBHO B
COOTBETCTBUM c MocTaHoBNEHMEM
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first security level (UZ1) personal data
information systems in accordance with the
Russian Federation Government Decree No.
1119 of November 01, 2012 "On approval of
the requirements for the personal data
protection and the FSTEC of Russia Order
No. 21 dated February 18, 2013 "On
Approval of the Composition and Content of
Organizational and Technical Measures to
Ensure Security of Personal Data during
their Processing in Personal Data
Information Systems”;

first class (K1) of security state information
systems in accordance with the FSTEC of
Russia Order No. 17 dated February 11,
2013 "On Approval of Requirements for the
Protection of Information that does not
Constitute a State Secret Contained in State
Information Systems"

data center information and
telecommunication  infrastructures  that
provide technical and organizational
possibility of placing third-party information
systems in their infrastructure which require
ensuring of up to the first information
security class (K1) (and inclusive) in
accordance with the Federal Service for
Technology and Export Control (FSTEC of
Russia) Order No. 17, dated February 11,
2013 "On Approval of Requirements for the
Protection of Information that does not
Constitute a State Secret, Contained in
State Information Systems"

information system development facilities
that provide technical and organizational
possibility of placing third-party information
systems in their infrastructure which require
ensuring of up to the first personal data
security level (UZ1) (and inclusive) in
accordance with the Russian Federation
Government Decree No. 1119 of November
01, 2012 "On Approval of the Requirements
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6.2.

6.3.
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. lcnonnutenb

. CornacHo

MpaButenbctBa P® o1 01.11.2012 r. Ne 1119
«O6 yTBepxaeHun TpeboBaHWUN K 3awmTe
nepcoHarnbHbIX OaHHbIX MpU MXx 00paboTke B

MHPOPMaLIMOHHBIX cucTtemax
NnepcoHanbHbIX  AaHHbIX» U [Npukasom
OCTIK ot 18.02.2013 r. Ne 21 «O6
YyTBEPXKOEHUM CcOCTaBa W  codepaHusi

OpPraHM3aUMOHHbIX U TEXHWUYECKUX Mep Mo
obecneveHunto 6e3onacHOCT NepCcoHarnbHbIX
OaHHbIX npu nx obpaboTke B
NHOPMALIMOHHbIX cuctemax
nepcoHarnbHbIX AaHHbIX»;

obdA3yeTcss  noggepxuBaTb
ATTecToBaHHbIN CermMeHT uoan B
aTTeCTOBaHHOM COCTOSIHMM B COOTBETCTBUM
C OEeNCTBYIOLLMM 3aKOHOOATENbCTBOM.

. cornacHo ceptucpukaty PCl DSS (ans

ATTecTtoBaHHOro cermMeHTa uon,
pa3meLLeHHOro B Harta-ueHTpax
«LiBeTouHan-2» n «bep3sapuHa-1):

CraHpapta ©ezonacHocTK OaHHbIX
nHOycTpumM nnaTtexHolx kapt - PCl DSS B
YacTu orpaHuYeHnss pmandeckoro gocTtyna K
cuctemam (TpeboBaHus 9.1, 9.1.1, 9.1.2,
9.1.3,9.2,93,94,94.1,94.2,94.3,94.4,
9.10) wn perynapHOro MOHUTOpUHra U
TecTnpoBaHusa cetn (6ecnpoBOOHbIX TOYeK
poctyna) (tpeboBanua 11.1, 11.1.1, 11.1.2).

oTyety SOC2 T1n-1
ATTecToBaHHbIN cermMeHT uon
COOTBETCTBYET KPUTEPUSM HaOeXHOCTU
CEepPBUCOB OTHOCSILUMXCA K KpUTepUAM
6e3onacHoCcTn 7] DOCTYMHOCTH,
M3noXeHHbIX B pasgene TSP 100, 2017.

MepeyeHb mMep ans obecneveHus
dusnyeckorn 6e3onacHoOCTU, NPUHMMAaeEMbI
WcnonHutenem, npmeegeH B lNMpunoxeHun 2
K Ycnosusam.

Bo BCEM, UTO He OTpaXXeHO HaCTOSAWMMU
YcnoBusiMK,  NMPUMEHSOTCA  MOSNOXEHMUS
CornaweHuss 1 YCnoeBum MCNonb3oBaHUs
oTAenbHbIX cepBucoB - “lpepocTaBreHune
BblgeneHHoro cepBepa W BblgeneHHoro
cepBepa Npon3BONbHON KOHUrypauun’.
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6.2.

6.3.

for the Personal Data Protection During their
Processing in Personal Data Information
Systems" and the FSTEC of Russia Order
No. 21 dated February 18, 2013 "On
Approval of the Composition and Content of
Organizational and Technical Measures to
Ensure Security of Personal Data During
their Processing in Personal Data
Information Systems”;

. The Contractor shall maintain the Certified

data center segment in the certified
condition in accordance with the applicable
legislation.

. according to the PCI DSS certificate (for

the Certified data center segment located
in the Tsvetochnaya-2 and Berzarina-1
Data centers):

Payment Card Industry Data Security
Standard (PClI DSS) with regard to
restricting physical access to systems

(requirements of clauses 9.1, 9.1.1, 9.1.2,
9.1.3,9.2,9.3,94,9.4.1,94.2,94.3,9.44,
9.10) and regular network (wireless access
points) monitoring and testing (requirements
of clauses 11.1, 11.1.1, 11.1.2).

. According to the SOC2 Type-1 report, the

Certified data center segment meets the
criteria for reliability of services related
to the security and availability criteria set
out in section TSP 100, 2017.

The list of measures to ensure physical
security to be taken by the Contractor is
presented in Appendix 2 to the Conditions.

All other issues not reflected in these
Conditions shall be governed by the
provisions of the Agreement and the the
Conditions for Usage of Individual Services
(""Provision Dedicated Server  and
Dedicated Server of Custom configuration").
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7. MPUNOXEHUA:

7.1.  TpunoxeHue 1 - TUNoBble CXeMbl
noakKntoveHus:, Ha 4 n.

7.2. TpunoxeHue 2 - NepeyeHb Mep,
peanusyembix VicnonHuTenem B 30He CBOEW
OTBETCTBEHHOCTU, B ATTECTOBAHHOM
cermeHTe LIO[ B cootBeTcTBUM C MprKasom
®CTIK Poccum o1 18.02.2013 1. Ne 21 u
Mpukasom ®CTIK Poccum ot 11.02.2013 .
Ne 17, Ha 7 n.
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7.1.

7.2.

APPENDICES:

Appendix 1 - Typical connection diagrams, 4
sheets.

Appendix 2 - The list of measures
implemented by Contractor within its area of
responsibility, in the Certified data center
segment in accordance with the FSTEC of
Russia Order No. 21 dated February 18,
2013 and the FSTEC of Russia Order No.
17 dated February 11, 2013, 7 sheets.
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NMPUNOXEHUE 1 - TUNOBBLIE CXEMbI
NOAKNHYEHNA OBOPYOOBAHUA B WUC.
UHdpacTpykTtypa Ycnyrm “ATTecTOBaHHbIN
cermeHT LIOA”

Cxema 1. lNpwn 3akaze or 1 oo 8 BbloeneHHbIX
CepBepoB  MPOU3BOMBLHOM  KOHQUrypauuu, ¢
ynpasneHnem Yepes IPMI n apeHgon mexceTreBoro
akpaHa Fortinet FG-100E.

APPENDIX 1 - TYPICAL EQUIPMENT
CONNECTION DIAGRAMS FOR IS. Certified
Data Center Segment Service Infrastructure

Diagram 1. When ordering 1 and up to 8 Dedicated
servers of any configuration, with management via
IPMI and renting Fortinet FG-100E firewall.

1. MexceTteBow akpaH FortiGate FG-100E
/ FortiGate FG-100E Firewall
2. WHtepHert: 1 6ut/cek /
Internet: 1 Gbps
3. JlokanbHas ceTb (BHYTPEHHASA):
1 I'6ut/cek /
Local Area Network (internal): 1 Gbps
4. JlokanbHas ceTb (B cTopoHy LIOM):
1 Iout/cek /
Local Area Network (towards the data
center): 1 Gbps
5. KonunyecTtBo cepBepoB: Ao 8/
Number of servers: up to 8

AT | el

Mexcaresod sspan FortiGaba FGE-100E /
FoniGate FG-100E Firewsall

Ethernel ckot)

D ——

https://selectel.ru/about/documents/
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Cxema 2. lNpwu 3akaze or 1 oo 2 BblgeneHHbIx

CepBepoB  MPOM3BOSIbHOW  KOHdUrypaumm, c
yrnpasneHnem yepes IPMI n apeHgon
cepTUdnLMpOBaHHOIO MEeXCeTeBOro  9KpaHa

UserGate D200.

Diagram 2. When ordering 1 to 2 dedicated
servers of any configuration, with management via
IPMI and renting the certified UserGate D200
firewall.

1. MexceteBon akpaH UserGate D200 /
UserGate D200 Firewall

2. WHTepHeT: 1 [Gut/cek /
Internet: 1 Gbps

3. JlokanbHas ceTb (BHYTPEHHSS):
1 I'éut/cek / Local Area Network (internal):
1 Gbps

4. JlokanbHas ceTb (B cTopoHy LIOL):
1 éut/cek /
Local Area Network (towards the data
center): 1 Gbps

5. KonunyecTtBo cepBepoB: Ao 2 /
Number of servers: up to 2

Wureprer
§Internet

onuWoHaneso S optional

MawxceTepoi zepaH UsarGate D200 §
UserGate D200

Enigenanimi cepaep 17 Dedicaled server
1

Etfpamal (=X

[ Byl ttpaap 2 5 Dadcalad saraar ]

2
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Cxema 3. lMpu 3akaze or 1 00 22 BblgeneHHbIX

CepBepoB  MPOU3BOMIBHOW  KOHdUrypauuu, C
ynpasneHnem yepes IPMI n apeHgon
cepTUdULNPOBaHHOIO MEXCETEBOTO  3KpaHa

UserGate D200 n kommyTtaTtopa H3C S5560

Diagram 3. When ordering 1 and up to 22
dedicated servers of any configuration, with
management via IPMI and renting the certified
UserGate D200 firewall and H3C S5560 switch

1. MexceteBon akpaH UserGate D200 n
kommyTtaTop H3C S5560 / UserGate D200
firewall and H3C S5560 switch

2. WHTepHeT: 1 [Gut/cek /

Internet: 1 Gbps
3. JlokanbHas ceTb (BHYTPEHHSS):
1 Ibut/cek /
Local Area Network (internal): 1 Gbps

4. JlokanbHas ceTb (B cTopoHy LIO):

1 éut/cek / Local Area Network (towards
the data center): 1 Gbps

5. KonunyectBo cepBepoB: Ao 22 /

Number of servers: up to 22

MeceTanon spaH UserGate D200 /
UsarGate D200

Etharmeal a3 P

UckniovyeHus v3 npumeHeHnss TMNOBOM CXeMbl
NoAKIO4YEeHUSA - HeobxoaMMOoCTb B
MHOMBUAYaNbHOW cxeme NoAKIOYEeHUS.
MHaomBmnayanbHas cxema cornacyercs 3akasqymkom
n VcnonHutenem OTAENbHO B COOTBETCTBUM C
YcnoBusimn. WHausnayansHas cxema
npumensietcsa B A-LIO[] B cnegytowmnx cny4vasix:

. NCnonb3oBaHWe KracTepa MeXCeTeBbIX
3KpaHOB

. ncnone3oBaHne 10GE nHtepdeincos,

. pasmeLlleHme MHPOPMALNOHHOW CUCTEMBI
Ha HECKONbKNX nnouwagkax A-UOO
OLHOBPEMEHHO,

. apyrme TpeboBaHuMa Ans  peanv3auuu
KOTOpbIX  He  noaxoaut  TunoBas  cxema
NOAKIOYEHNS.

https://selectel.ru/about/documents/
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Typical connection diagrams are not used
when the customized connection diagram is
required. The customized connection diagram
shall be separately agreed by the Customer and
the Contractor in accordance with the Terms and
Conditions. The customized connection diagram
shall be used in the certified data center when:

. the cluster of firewalls is used,
. 10GE interfaces are used,
. the information system is placed

simultaneously in several certified data center
areas,

. there are other implementation
requirements where typical connection diagrams
are not applicable.
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CeteBoe obopynoBaHue 3akasumka (Hanpumep, The Customer's network equipment (for example,
cpeacTtea Kpuntorpadunyeckomn 3awuTel data encryption tools) shall be placed as agreed
WHopmaumn, CK3IM) pasmeLlLaeTcs no and shall be connected to the rented firewall or
cornacoBaHuO K nogknvaeTca B apeHaoBaHHbIn  switch dedicated for the Customer.

N BblAENEeHHbIN nog 3akasynka MeXceTeBOWn aKpaH

U1 KOMMyTaTop.

https://selectel.ru/about/documents/ 13720
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NMPUNOXEHUE 2 - MepeyeHb mep,
peanusyembix WcnonHuTenem B 30He CBOEW
oTBeTcTBeHHocTM, B WC. MWHdpacTpykTypa
Yenyrm “AttecTtoBaHHbIM cermeHT LIOA” B
cootBeTcTBMU C [pukaszom PCTIK Poccum ot
18.02.2013 r. N2 21 n Mpukazom ®CTIK Poccumn
oT1 11.02.2013 r. Ne 17

APPENDIX 2 - The list of measures to be
implemented by Contractor within its area of
responsibility, in IS. Certified Data Center
Segment Service Infrastructure in accordance
with the Federal Service for Technology and
Export Control (FSTEC of Russia) Order No. 21,
dated February 18, 2013, and the FSTEC of
Russia Order No. 17, dated February 11, 2013

Mepa PacwudpoBka / Description Peanusauus / Implementation

/

Meas

ure

3TC. OpraHn3aums KOHTPONMPYEMOW 30HbI, OpraHunsoBaHa KOHTponupyemas 30Ha,

2 | B npepenax KOTOPOW MOCTOSIHHO pasmeLlaloTcs B Mpedenax KoTopoW MNOCTOSIHHO —pasMeLlaroTcs

ZTS. cTaumoHapHble TeXHn4yeckne CpeacTBa, CTauMoOHapHble TeXHN4yeckne cpeAacTsa,

2 obpabatbiBalowe uHdopmaumo, 1 cpeactesa  obpabaTtbiBarowme nHpopmaumio, U CpeacTsa 3aLuThl
3aWwmTel  MHGOpMauuM, a Takke cpeacTBa MHdopmauuu, a Takke cpeactBa obecnedeHus
obecneyeHns yHKUMOHMPOBaHUS / PYHKLMOHUpOBaHUSA /
Arrangement of the controlled zone within which The controlled zone (within which stationary
stationary information processing technical information processing hardware, information
means, information protection hardware, as well protection hardware, as well as means for ensuring
as means for ensuring operation thereof will be operation thereof are permanently placed) will be
permanently placed arranged

3TC. KoHTponb u ynpaeneHune dpusnyeckum goctynom Obecneynsaetcs KOHTPOIb " yrnpasrneHue

3 |/ K TexHu4yeckum cpeActBaM, CpeacTBaMm 3awutbl  PU3NYECKMM [OCTYMOM K TEXHWYECKUM CpeacTBam,

ZTS. wuHdopmaumm, cpeacTBam obecneyeHns cpeacTBaMm  3awmThl  MHOpPMauuu,  CpeacTeam

3 PYHKLUMOHMPOBaHWS, a Takke B MOMELLEHUS obecneyeHns MyHKLUMOHUPOBAHUS,

N COOPYXEHUS, B KOTOPbIX OHW YCTaHOBMEHbI,
ncknioyaroLe HeCaHKLMOHUPOBAHHbIV
dm3nyeckmn goctyn K cpegctBam obpaboTtku
NHOpMaLmK, cpeacTBam 3aluTbl MHOPMaLMK
n cpeacteam obecneveHns yHKLMOHNMPOBaHUS
WMH(OPMAaLMOHHOW CUCTEMBI, B MOMELLLEHNS

N COOPY>XEHWS, B KOTOPbIX OHN YCTAHOBMEHb! /

Control and monitoring of physical access to
technical means, information protection
hardware and means for ensuring operation
thereof as well as to premises and structures
wherein they are installed so to prevent
unauthorized physical access to information
processing means, information protection
hardware, as well as means for ensuring
operation of the information system, and also to
premises and structures wherein they are
installed

https://selectel.ru/about/documents/ 14 /20

a TaKke B MOMELLEHUS N COOPYXEHWS, B KOTOPbIX OHU
YCTaHOBMEHbI, UCKNOYaoLLME HECaHKLMOHMPOBAHHBIN
dusnyeckni JOCTyn.

OnpegeneHbl nuua, AOMYLWEHHble K TEXHWYECKUM
cpeacTBaM, CpeacTBaM  3aliMTbl  MHOPMaumM,
cpeactBaMm  obecneyeHns  pyHKLUMOHMPOBaHUS, a

TaKKe B MOMELLEHNS N COOPY>XEHWUS, B KOTOPbIX OHU
YCTaHOBIEHbI.

MpousBoguTcs y4eT dunsmnyeckoro goctyna

K TEeXHMYeCKMM CpeacTBaM, CpeAcTBaM  3aluThl
nHdopmauum, cpeacTBam obecneyeHus
(DYHKLMOHNPOBaHWS, a Takke B NOMeLLEeHUs

n coopyxeHus. paBuna n npoueaypbl ynpasneHus
hU3N4ECKMM JOCTYMNOM PEernaMmeHTMpoBaHs.I. /

Control and monitoring of physical access to technical
means, information protection hardware and means
for ensuring operation thereof as well as to premises
and structures wherein they are installed so to prevent
unauthorized physical access will be provided.
Persons authorized to have access to technical
means, information protection hardware and means
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3TC.

ZTS.

3TC.

ZTS.

yna.

UPD.

yna.

UPD.

https://selectel.ru/about/documents/

PasmelleHne ycTpoicTB BbiBOAA (OTOOpaXkeHus )
MHpopMaLMK, UCKMoYatoLLee
€e HeCaHKLMOHUPOBAHHbI MPOCMOTP /

Placement of information output (display)
devices so to prevent its unauthorized viewing

3almTa oT BHELUHNX BO3OENCTBUI (BO3AENCTBUIA
OoKpy)KatoLLen cpenpl, HecTabunbHOCTH
ANEeKTPOCHABGXeHUs!,  KOHOULMOHMPOBaAHUSA W
WHbIX BHELWHMX hakTopoB) /

Protection against external impacts
(environmental impacts, power supply
fluctuations, air conditioning and other external
factors)

Ynpaenenwue (punbTpaums, MapLipyTMsauus,
KOHTPONb  COEAVHEHWW,  Of4HOHAanpaBrieHHasi
nepegadya W WHble cnocobbl  ynpaBrneHust)
NH(OPMaLMOHHBIMA noTokamm mexay
YCTPOWCTBaMN, CermMeHTamu WHGOpPMaLMOHHON
CUCTEMBI, a TaKkke Mexay MH(OPMaLMOHHBIMM
cuctemamm /

Management (filtering, routing, connection
control, unidirectional transmission and other
management methods) of data streams between
devices, information system segments, as well
as between information systems

Paspenexune NONTHOMO4MN (ponen)
nonb3oBaTenen, agMWHUCTPATOPOB W Mu,
obecneymBaroLLmx ¢pyHKUMOHVPOBaHNE

NMHOpPMaLNOHHON cucTemsl /

Delimitation of powers (roles) for users,
administrators and persons ensuring operation of
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for ensuring operation thereof as well as to premises
and structures wherein they are installed will be
assigned.

Physical access to technical means, information
protection hardware and means for ensuring operation
thereof as well as to premises and structures wherein
they are installed will be logged. Physical access
control rules and procedures are regulated.

OTCyTCTBYIOT YCTPOMCTBA BbIBOAA (OTOOpaXkeHwus )
nHcpopmauumn. /

No information output (display) devices are used.

[daTa-ueHTpsbl, B KOTOPbIX pacnonararoTcs
atTecToBaHHble cermeHTbl LIOM, cooTBeTcTBYHOT
TpeboBaHuam Tier lll. PeanusoBaHbl MeponpuaTus,
Nno3BonsioLLme obecneuntb onepaTuBHOE
BOCCTaHOBMEHUE 3MEeKTPOCHabXeHUss n/unm cuctembl
KOHANLIMOHNPOBAHMS.

PeanunsoBaHbl Mepbl noxapHowW  6esomacHocTw,
YCINoBUSI 3KCniyaTauun obopyaoBaHMs W yCroBWUMA
OKpyXaloLlen cpegbl, KOTOpble  COOTBETCTBYHOT

yCTaHOBMEHHbIM TpeboBaHUsM. /

Data centers where the certified data center segments
are located comply with Tier Il requirements.
Measures to ensure the prompt power supply and/or
air conditioning systems restoration have been
implemented.

Fire safety measures, equipment operating conditions
and environmental conditions that meet the
established requirements have been arranged.

Ycnoeus npedocTaBneHus  ycriyrv - npegnonaratT
CXeMy MOAKIIOYEHNs cepBepa 3a BblAeNeHHbIM
MEXCETEBbIM 3KPaHOM, 4YTO MO3BOSISIET BLINOMHUTD
TpeboBaHWe MO ynpaBneHut UHPOPMALMOHHBLIMA
notokamu. /

Service provision terms envisage arrangement of the
server connection diagram downstream of the
dedicated firewall so to meet requirements for
managing data streams.

ObecneyeHo pasgerneHve porer agMUHUCTPATOpPOB

MHPOPMaLIMOHHOM 6e3onacHocTu n nuu,
obecneynBaioLLmx (bYHKLIMOHMPOBaHWE. Ponn
[OKYMEHTUPOBaHsI. /

Delimitation of roles for information security

administrators and persons ensuring operation of the
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yrg.

UPD.

31C.
17 |/
ZIS A

3HW.

ZNI.

3HW.

ZNI.

3HW.

ZNI.
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the information system

HasHavyeHne MUHMManbHO HeobXoAMMbIX NpaB

n npusunerMn nonb3oBaTensm,
agMuHMCTpaTopam 1 nuvuam, obecneynBaowym
PYHKUMOHMpPOBaHWe MHAOPMaLMOHHON
cucTtemsl /

Assignment of the minimum required rights and
privileges to users, administrators and persons
ensuring operation of the information system

Pa3bueHne nHpopmMaunoHHON cuctembl

Ha CErMeHTbl (cermeHTUpoBaHue
MHDOPMAaLIMOHHOW CUCTEMbI) U obBecnedeHue
3aLWmnTbI nepuMeTpoB CErMEHTOB

MHOpPMaLNOHHON cucTemsl /

Splitting the information system into segments
(information system segmentation) and ensuring
protection of information system segment
perimeters

YyeT MalLnHHbIX HocuTenen nHgopmaumm /

Registration of machine-readable media

YnpaBneHue 4OCTYNOM K MalUMHHBIM HOCUTENSIM
nHdopmauum /

Machine-readable media access control

YHUYTOXEHMe (CTupaHue) nHpopmMawmu

Ha MalUWHHbIX HOCUTENsIX Npu UuX nepedadve
mexay nonb3oBartensamu, B CTOPOHHWE
opraHv3aumun ans peMoHTa unu ytunusaumm,

a TaKke KOHTPOIb YHUYTOXEHUS (CTupaHust) /

Destruction (deletion) of the data contained on
machine-readable media when these are
transferred between users, or to third-parties for
repair or disposal as well as checking if data
destruction (deletion) has been carried out

properly
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information system will be provided. Roles will be
documented.

HasHayeHbl MUHUManbeHO HeobxoauMble Npasa

W nNpuBUIErMM B COOTBETCTBUM C AOSHKHOCTHBIMU
obs3aHHOCTAMM. Ponu 1 AOMKHOCTHblE 0B6A3aHHOCTH
AOKYMEHTUpPOBaHbI. /

The minimum required rights and privileges will be
assigned in accordance with job responsibilities. Roles
and job responsibilities will be documented.

Cxema MopkKmntoyeHs cepeBepa nNpegycMaTtpuBaeT ero
obs3aTenbHOe  pasMelleHMe 33 MEXCETeBbIM
SKpaHoM,

YTO NO3BOJISIET BbINOMHUTL TpeboBaHNe

no pasbrneHno NHPOPMaLIMOHHOW CUCTEMbI

Ha cerMeHTbl M obecneynTb 3awuTy nepuMmeTpa
cermeHTa. /

The server connection diagram provides for its
mandatory placement downstream of the firewall so to
meet requirements for splitting the information system
into segments and ensuring protection of the segment
perimeter.

MpoussoguTtcs ydyer MaLUMHHBIX HocuTenen
MHdOpPMaLMK (KeCTKMX OUCKOB) CepBEpPOB. /

Registration of servers’ machine-readable media
(hard disks) will be carried out.

ObecneunBaeTcs ynpaBneHue 4OCTYnoM
K MaLUMHHbIM HOCUTENAM VIHCbOpMaLI,I/II/I,

a VMEHHO orpefeneHbl  OOMKHOCTHble  nuua,
nmetoLme dpusmdeckun goctyn. MNpasuna

1 npoLeaypbl AOCTyna AOKYMEHTUPOBaHbI. /
Machine-readable media access control will be

provided by assigning officials having physical access
thereto. Access control rules and procedures will be
documented.

ObGecneunBaeTcs YHUUTOXEHWE (cTnpaHue)
MHdOPMaLMM Ha MaLUMHHBIX HOCUTENSIX NPW 0TKa3e oT
ycnyru, npu BbIBOAE HOCUTENS

M3  aKcnnyatauuu. Mpouedypbl  YHUYTOXEHUA
(cTMpaHus) nHpopmaumMm Ha MaWUHHBIX HOCUTENSX, a
TaKke KOHTpOns YHUUTOXEHUSA (cTnpaHus)
UHdOpMaLMn JOKYMEHTUPOBaHSI. /

Destruction (deletion) of the data contained on
machine-readable media will be ensured in case of
service cancellation and/or when machine-readable
media are decommissioned. Procedures for
destruction deletion) of the data contained on
machine-readable media will be documented.
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PCB. OnpeneneHune coObITU

1 |/ noanexaiux permctpalum, U CPOKoB

RSB. ux xpaHeHus /
1

storage periods
PCB. OnpegeneHue cocTaBa "

2 |/ wHdopmauum 0  cobbITUAX
RSB. nognexawux peructpauum /

B6e3onacHocTu,

Defining security events to be logged and its

coaepxaHus
BHe3onacHocTy,

about security events to be logged

Defining composition and content of information

PCB. Co6op, 3anuck 1 xpaHeHne nHpopmaumm

3 /| o cobbituax 6esonacHocTu

RSB. ycTaHOBMEHHOrO BPEMEHW XpaHEHUs /

B

TeyeHne

Collection, recording and storage of information

about security events for the specified storage

period

PCB. MOHUTOPUHT (NpOCMOTP, aHanus) pesynbTaTtoB

5 | peructpaumm cobbiTnii 6e3onacHoCTn

RSB. v pearvpoBaHue Ha HuX /

Monitoring (viewing, analysis) of security event

registration results and response thereto

PCB. 3awura MHdopmaLum
7 | 6esonacHocTn /
RSB.

(0]

CcobbITUAX

Protection of information about security events

OOT. Wcnonb3oBaHWe OTKa30yCTOMUYMBBLIX TEXHUYECKMNX

1/
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OnpepeneHbl cobbiTns 6e3onacHoOCTW, nopnexaiive
pernctpaummM, W CPOKM WX XPaHeHWs, B YacTu
humanyeckon 6esonacHocTu. /

Physical security events to be logged and their
storage period will be defined.

OnpefeneHbl U 4OKYMEHTUPOBaHbI COCTaB

M codepxaHue  MHdopmauum 0  cobbITUAX
6e3onacHoOCTM, noanexalmx perncrpaumm,

B YacTu cumanyeckom 6esonacHocTu. /

The composition and content of information about
physical security events to be logged will be defined
and documented.

OcywiectBngerca cbop, 3anMcb UM XpaHeHue
MHdOpMaLuM o0 cobbITUsAX chmsnyeckon 6esonacHocTn
B TeYeHue YCTaHOBMEeHHoro BpemeHn. ObBecneveHo
LieHTpan13oBaHHoe aBTOMaTU3NpPOBaHHOE
ynpaBsrneHune cHopoM, 3amucbid U XpPaHEHWeM
MHdopmaLmm

0 cobbITnAX dmsnyeckorn 6esonacHocTu. /

Information about physical security events will be
collected, recorded and stored for the specified time
period. Centralized automated management of
collection, recording and storage of information related
to physical security events will be provided.

OcyLlecTBnseTca MOHUTOPUHT (MPOCMOTP, aHanua)
pesynLTaTtoB  peructpauum  cobbiTnii  r3nM4eckon
6e3onacHoOCTM 1 pearmpoBaHmne

Ha Hux. [lpaBuna W npoueaypbl MOHWUTOPUHra
pe3ynsTatoB  peructpauum  cobbituii  ousndeckomn
6e3onacHocTu " pearmpoBaHus Ha HUX
OOKYMeHTUpOBaHbI. /

Monitoring (viewing, analysis) of security event
registration results and responses thereto will be
carried out. Rules and procedures for monitoring of
physical security event registration results and
responses thereto will be documented.

ObecneunBaeTcs 3awmta nHopmaumm

0 cobbiTuax dumsmdeckon 6GesonacHocTu. [ocTtyn K
3anuMcaM  ayauta U YHKUMAM  ynpaBreHusi
npenocTaBnsaercs TONbKO YMONTHOMOY€EHHbIM
OOIMKHOCTHBIM nnuam. ObecnevmBaeTcd pe3epBHOE
KonupoBaHue 3anucen ayguta. /

Information about physical security events will be
protected. Access to audit records and management
functions will be provided only to authorized officials.
Audit record back-up will be ensured.

B uvH@pacTpykType gata-UeHTpa UCMOoMb3yHTCs
0TKa30yCcToMYMBLIE TexHUYeckme cpeacTsa.
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cpencts /

Use of fail-safe hardware

PesepBupoBaHve TEXHUYECKMX CpeAcTs,
nporpaMmMHoOro obecneyeHus, KaHanoB
nepegayn vMHdopmauumu, cpenacts obecneyeHus
PYHKUMOHMPOBaHMWSA NH(OPMaLMOHHON
cucTtembl /

Redundancy of hardware, software, data
transmission channels, means for ensuring

operation of the information system

KoHTponb  6e30Tka3HOro  hyHKLMOHMPOBAHMSA
TEXHNYECKMX cpeacTB, oObHapyxeHne

M nokanusauusi 0TKa3oB (PYHKLUMOHMPOBaHMS,
NPUHATUE MepP MO BOCCTAHOBMEHMUIO OTKa3aBLUNX
CpeacTB v ux TecTupoBaHue /

Monitoring of trouble-free operation of hardware,
detection and localization of operation failures,
taking measures to restore failed hardware and
testing thereof

KoHTponb COCTOSIHUSA "

MPEenoCTaBMEHNS  YMOSTHOMOYEHHBLIM
BbIYUCMUTENBHbIX PECYPCOB (MOLLHOCTEN),
B TOM 4ucre No nepegaye nHgopmamm /

KayecTBa
TNALIOM

Control of the status and quality of computing
resources (capacities) provided by the
authorized person including those for data
transmission

Onpenenexve nvu, OTBETCTBEHHbIX  3a
BbISIBNIEHNE WHUMOEHTOB W pearMpoBaHWe Ha
HuX /

Assignment of persons to be responsible for
detection of incidents and responding thereto

O6HapyxxeHue, ngeHTndnkauns 1 permcTpaums
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OnpegeneHbl NpeaenbHble 3HAYEHWs XapakTepucTUK
FOTOBHOCTW M HaAEXHOCTU U 3adpMKCMPOBaHbI

B YCINOBWSX UCMOMNb30BaHus. [pon3BoaMTCS KOHTPOMb
3a 3Ha4YeHUAMU XapaKTepUcTuk FOTOBHOCTHU n
HafeXHOCTN, 3ameHa CpeacTB, KOTopble AOCTUMN
npegenbHoro aHaveHus. /

Fail-safe hardware are used in the data center
infrastructure. Availability and reliability characteristic
limit values will be determined and documented in the
conditions of use. Availability and reliability
characteristic limit values will be monitored. Hardware
items that have reached the Ilimit value will be

replaced.

NHdpacTpykTypa Aata-LueHTpa MOSIHOCTbIO
3apesepBupoBaHa. MpumeHstoTCs pe3epBHble
TEeXHUYeckne cpeacTea, KaHansol nepegayu
UHdopMaLuum " cpeacTea obecneyeHns
OYHKLMOHNPOBaHWS. MpaBuna wn  npouenypsbl

pe3epBUPOBaHWS JOKYMEHTUPOBAHBI. /

The data center infrastructure is fully redundant.
Backup hardware, data transmission channels and
means for ensuring operation of the information

system will be used. Redundancy rules and
procedures will be documented.
OcyLecTensercs KOHTpOnb 6e3oTkasHoro

(hYHKLUMOHNPOBaHNSA MHPaCTPYKTYpbl AaTa-LeHTpa,
oBHapyXXeHue U fokanusauusi 0Tka3os, NPUHATNE Mep
Mo BOCCTAHOBIEHMIO OTKa3aBLUMX CPEACTB M UX
TecTmpoBaHue. /

Monitoring of trouble-free operation of the data center
infrastructure, detection and localization of operation
failures, taking measures to restore failed hardware
and testing thereof

Monb3oBaTenbckoe cornaiwleHue,
MCNoJ1b30BaHUA OTAENIbHbIX CEPBNCOB
N nopyvyeHue Ha o6pa60TKy nepcoHalibHbIX AOaHHbIX
NO3BOJIAKOT OCYLUECTBIIATb KOHTPOJSIb COCTOAHUA U
KavyecTBa npeaocraBiieHna pecypCcosB. /

ycrnoeusi

User agreement, terms of the use for separate
services, and the assignment for personal data
processing make it possible to monitor the status and
quality of provided resources.

OnpepfeneHbl Nnua, OTBETCTBEHHbIE
3a BblidABNeHne MHUMNOEHTOB
6e3onacHOCTM 1 pearpoBaHune Ha Hux. /

usunyeckon

Persons responsible for detecting and responding to
physical security incidents will be assigned.

OcylecTenserca obHapyxeHue, uaeHTuduKkaums 1
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UHUMOeHToB /

Detection, identification and logging of incidents

CBoeBpeMeHHoe nHdpopmMmpoBaHue
OTBETCTBEHHbIX 3a BblSBIEHNE NHLUNOEHTOB
W pearvpoBaHMe Ha HUX, O BO3HWKHOBEHWUM
WHUMOEHTOB B  WMH(OPMAUMOHHON cucteme
nonb3oBaTensamMmn 1 agMMH1ucTpaTopamm /

g,

Users and administrators shall timely inform the
persons responsible for detection of incidents
and responding thereto, about the occurrence of
incidents in the information system

AHanM3 MHUWOEHTOB, B TOM YMCIe onpeaeneHne
WUCTOYHWUKOB " NPUYUH BO3HUKHOBEHUSA
WHUMWOEHTOB, a TaKke OLieHKa UX NMocneacTsuii /

Incident analysis, including identifying sources
and causes of incidents, as well as assessment
of their consequences

MpuHsATUE Mep MO YCTPaHEHW NOCNeacTBUN
uHUmMpeHTos /

Taking measures to eliminate consequences of
incidents

MnaHvpoBaHve 1 NPUHATUE Mep
no npenoTBpaLLeHuno
BO3HWKHOBEHWUS] UHLMAEHTOB /

NOBTOPHOIo

Planning and taking measures to prevent the
recurrence of incidents

Onpepenenne nud, KOTOPbIM
OENCTBUSI MO BHECEHMIO U3BMEHEHMUI
B KOHMrypaumo MHdpopMaumOHHON CUCTEMBI
U cucTembl 3aWwmTbl MHpopmaLmm /

paspeLleHsbl

Assignment of persons authorized to make
changes in information system and information
security system configurations

YnpaBneHne  U3MEHEHUSIMU  KOHMUrypaumm
NH(OPMALIMOHHON CUCTEMbBI U CUCTEMbI 3aLLUTHI
MHopmauun /

Managing changes in information system and

information security system configurations

AHanuns noTeHuynanbHOro BO34ENCTBUSA

19/20

perucTpauus
6e3onacHocTu. /

VHUMOEHTOB doumandeckomn

Physical security incidents will be detected, identified
and logged.

OcylecTBnsieTca CBOEBPEMeHHOe MHpopMMpoBaHue
nnU, OTBETCTBEHHbIX 3a BblBMEHWE WHLUUOEHTOB
hm3nyeckon 6e3onacHoOCTU U pearMpoBaHne Ha HUX. /

Persons responsible for identifying physical security
incidents and responding thereto will be timely
informed about relevant incidents.

B cnyyae BO3HMKHOBEHUS WHUMAEHTA OU3NYECKOW
©e3onacHOCTM MpPOBOAUTCA aHanu3 WCTOYHUKOB MU
NMPUYNH BO3HMKHOBEHMS, OLIeHKa nocrneacTeun. /

In case where a physical security incident occurs,
sources and causes of incident occurrence will be
identified and consequences thereof will be assessed.

B cnyyae BO3HWKHOBEHUS WHUMAEHTa OU3NYECKon
6e30MacHOCTM NPUMHUMAOTCS Mepbl MO YCTPaHEHUIO
nocnencTsun. /

In case where a physical security incident occurs,
appropriate measures will be taken to eliminate
consequences thereof.

B cnyyae BO3HMKHOBEHUS WHUMAEHTa OU3NYECKON
6e3onacHocTn npoBoauTcs nnaHupoBaHve 1
nNpuHATME Mep MO MNpeaoTBPALLEHMIO MOBTOPHOrO
BO3HWKHOBEHMSI. /

In case where a physical security incident occurs,
appropriate measures to prevent its recurrence will be
planned and taken.

OnpepgeneHbl nvua, KOTOPbIM paspelueHbl AeNncTBus
Mo BHECEHMWIO U3MEHEHWI B KOHdurypaumio. /

Persons authorized to make changes in the
configuration of above mentioned systems will be
assigned.

Mpouecc ynpasrneHna U3MeHeHuamMmn KOHCbVIpraLI,VIVI
OOKYMEHTMPOBaH. /

The process for managing configuration changes will
be documented.

MpoBoguTCA aHanmM3 MnoTeHUManbHOr0 BO34ENCTBUSA
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NnaHupyembiX W3MEHEHWA B  KOHdUrypaumu
WH(OPMALMOHHOW CUCTEMbI Y CUCTEMbI 3aLLUTHI
uHpopMaumm  Ha  obecnedyeHne  3aLMTHI
WHOpPMaLMK 1 cornacoBaHne M3MeHeHUN

B KOHpMrypaumnm nHOpMaLMOHHON CUCTEMBI

C [OOMKHOCTHBIM JIMLOM, OTBETCTBEHHbIM 3a
obecneyeHne 6esonacHoOCTM MHopmauum /

Analysis of the potential impact of planned
changes in information system and information
security system configurations on ensuring the
information security and coordination of changes
in the information system configuration with the
official responsible for ensuring information
security

[lokymMeHTMpoBaHne nHdopmauuu (4aHHbIX)

06 N3MEHEHUSIX B KOHdpurypauun
NHMOPMALIMOHHON CUCTEMbI Y CUCTEMbI 3aLLUThI
nHdopmauum /

Documenting information (data) regarding
changes made in the information system and
information security system configurations

20/20

NNaHupyembliXx W3MEHEHWA B  KOHdUrypauum Ha
obecneyeHne 3awnTbl MHGOPMaLUUM 1 COrnacoBaHne
W3MEHEHUIN B KOHUIypaLun ¢ OOMMKHOCTHBIM NULIOM
(paboTHuKOM), OTBETCTBEHHbIM 3a obecneveHue
6e3onacHocTw. /

Potential impact of planned changes in information
system and information security system configurations
on ensuring the information security and coordination
of changes in the relevant system configuration with
the official responsible for ensuring information
security will be analyzed.

OcylecTenserca AOKYMEHTUpOBaHWE WHAOpMaLmK
06 N3MEHEHUAX B KOHpurypauum: cxema
MOAKMIOYEHNS,  CXema  pa3MelleHuss  cepBsepa,
KOHurypaums cepeepa. /

Information about changes made in the connection
diagram configuration, server layout, and the server
configuration will be documented.



